Lecture 18: Data Privacy via Zero Knowledge Cryptography

Principles of Blockchains, University of Illinois,
Professor: Pramod Viswanath
Scribe: Peiyao Sheng and Viswa Virinchi Muppirala

March 30, 2021

Abstract

The transactions and ledger in the blockchain designs we have seen are in plain text and
world-readable. This property was crucially used to validate transactions before adding them
to blocks and for blocks to be accepted into the ledger. However, there is a need to avoid rep-
resenting transactions in plain text, e.g., in financial applications such as cryptocurrencies.
Although banks and credit card companies inherently see the identities of participants in all
transactions, the ledger themselves are not openly readable to other parties. How to pro-
vide strong identity management between relevant parties (i.e., merchants and customers),
while cutting out unnecessary information leakage to middlemen is a pressing problem. In
this lecture, we summarize a powerful cryptographic technique for providing transaction
privacy at the blockchain layer known as zk-SNARKs. The key idea behind zk-SNARKSs is
to encrypt transactions in such a way that users can verify their validity without learning
anything about the contents of the transaction. zk-SNARKSs are the technical foundation of
the privacy-preserving cryptocurrency Zcash whose architecture is the focus of this lecture.

Introduction

Bitcoin employs the UTXO format of state/ledger management, where transactions consist of a
list of inputs and outputs; outputs specify the recipients’ public keys and inputs refer to previous
outputs — see Figure 2. One key property of the Bitcoin network is pseudonymity; the public key
is the only information associated with each account. A single user can create multiple public keys
to protect privacy. However, the relationship between transactions leads to information leakage.
Based on the public keys of inputs and outputs of a transaction, we can link transactions into a
graph; see Figure 1. Now if the identity of one public key is accidentally divulged, the identities
of other public keys connected to it in the graph are also potentially traceable.

Trusted third-party mixer. One possible solution to this problem is to employ a third-party
mixer (also known as a “laundry service”). Consider a set of outputs from a list of transactions,
when creating a new transaction with some of the outputs, UTXO system requires the sender
to specify which outputs will be used. The laundry service essentially exchanges the coins (the
public keys) of various users so that the public keys can’t be traced using a transaction graph.
However, this requires peers to trust a centralized third-party who can trace or even steal the
coins.

Decentralized laundry system. As a second step, we can consider removing the trusted
party for the laundry system to get a decentralized privacy service that is directly integrated into






