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Why is a French auto parts store

hosting a Swedish translation of 

an English blog post that 
is a review of


a reverse-engineering tool?



Result Ranking

❖ Result rank is combination of content and page rank 

❖ Content rank based on page content (relevance) 
• Optimize using keywords, title, site layout, etc.


❖ Page rank based on incoming links (authority) 
• Optimize by manipulating Web link structure


❖ Specifics of algorithm are a closely guarded secret

• Creates an SEO mythology based on inferred behavior









Link Juice Outflow

❖ Link juice also called link equity


❖ Linking page divides its link 
juice equally between its 
outgoing links

• Real search engines may implement 

slightly different algorithm


❖ Volume of incoming link juice 
determines page rank



❖ Can you steal link juice? 

❖ Page does not lose link juice through outgoing links

• Page rank (authority) determined by incoming links only

• Outgoing links do not adversely affect linking page


❖ Sites have no legal ownership claim to link juice

• Page rank is a a third party assessment of a site’s authority

Stealing Link Juice



Spamming for Link Juice
❖ Spam sites with user-generated content 

(e.g. blog comments) with links to target site


❖ Spam comments are a form of free advertising


❖ Spammed site sends also link juice to target site


❖ Spamming hurts user experience on spammed site


❖ Users may hold spammed site responsible for 
content of target pages



Spamming for Link Juice

❖ Sites with user-generated content attractive targets


❖ Countermeasure: nofollow attribute 
 
<a rel="nofollow" href="http://seo-target.com">


❖ Tells search engines not to send link juice along link


❖ Eliminates page rank incentive to spam



❖ What can you do if you compromise a site 
with high page rank?

• Complete control over compromised site’s content


❖ Simple: Put links to target site (spamming)


❖ Problem: Site owner will notice change to site


❖ Solution: show original version of site to normal visitors 
and a different version of site to search engine crawlers

Link Juice from Compromise



Cloaking
❖ Cloaking: delivering semantically different content to 

different site visitor groups

• Entails deception of at least one visitor group

• Minor differences (e.g. mobile vs desktop version) not cloaking


❖ Search engines see one version of site

• Site optimized for search engines


❖ Real users see another version of site

• Site optimized for cloaker’s end goals



Cloaking for SEO

❖ Hide compromise by 
showing original site to 
real users


❖ Show SEO content to 
search engines (SEs)

• Links to a target site that 

attacker wants to promote

Original 
site

Original 
site

Target 
site

Users see: SEs see:

link



Cloaking for Direct Monetization

❖ Goal: bring users searching 
for particular terms to your 
site (usually site where you 
can directly monetize visit) 
• Monetize: extract money from 

user

Original 
site

Users see:

Target 
site

SE users see:

redirect

Keyword
optimized 

site

SEs see:



Cloaking for Direct Monetization

❖ Direct visitors see original site

• Hide from site owner


❖ Search engines see keyword-
optimized site

• Site gets indexed for keywords


❖ Visitors from search results are 
redirected to monetization site

Original 
site

Direct visitors:

Target 
site

SE visitors see:

redirect

Keyword
optimized 

site

SEs see:



Live Demo



Detecting Search Engines
❖ User-Agent: SE crawlers use specific User-Agent
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Detecting Search Engines
❖ User-Agent: SE crawlers use specific User-Agent


❖ Reverse DNS: Crawler host name will belong to SE


❖ IP address: SE crawlers usually use known addresses


❖ robots.txt: SE crawlers will access robots.txt


❖ Other ways?



Detecting Search Traffic

❖ How to determine user clicked on search result?


❖ Referrer header shows previous page

• Empty if user typed in URL directly


❖ Would normally include search terms in GET request


❖ Google search only shows that user game from Google

• Does not reveal search terms



Referrer demo



Handling Search Traffic

❖ Redirect search traffic directly to monetization page

• Usually affiliate marketing URL

• More on this next lecture



Handling Non-Search Traffic

❖ Assume visitor is there for original site


❖ (Optional) Set cookie to remember this










