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Monetizing Installs
❖ Fake antivirus software


❖ Ransomware 

❖ Spam bots


❖ Information theft


❖ Cryptocurrency mining


❖ Adware


❖ Freemium software



Ransomware

❖ What is ransomware? 
 
Malware that encrypts files on a victim’s computer and 
demands ransom in exchange for decryption. 

❖ Ransoms range from $200—$2,000


❖ Payment often via Bitcoin


❖ Ransom often honored with decryption key



Cryptolocker

❖ First major ransomware (2013)

• Spread via an email purporting to come from UPS or FedEx


❖ Demanded $300 in ransom 

• 41% paid according to University of Kent

• 3% paid according to Symantec

• 0.4% paid according to Dell SecureWorks

• Estimated revenue of $27M 
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Evolution from FakeAV

FAKEAV variants typically 
scare users into doling 

out cash with fake alerts 
touting computer 

infection

!
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Early ransomware 
variants scared users 
with screen lockouts

2

Today’s ransomware
variants not only lock

users out of their systems
but also threaten to 

delete all of their files if 
they do not pay the 

ransom

x
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source: Trend Micro. Ransomware: Past, Present, and Future, 2017.

https://documents.trendmicro.com/assets/wp/wp-ransomware-past-present-and-future.pdf






WannaCry

source: SANS. WannaCry/WannaCrypt Ransomware, 2017.

❖ On May 12, 2017, several organizations were affected by a 
new ransomware strain.


❖ The ransomware was very successful in part because it 
used a SMB vulnerability to spread inside networks.


❖ The vulnerability was patched by Microsoft in March for 
supported versions of Windows. 


❖ The exploit, known under the name ETERNALBLUE, was 
released in April as part of a leak of NSA tools.

https://isc.sans.edu/presentations/WannaCry.ppt








WannaCry

❖ Used three fixed Bitcoin addresses to receive payment

•     115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn

•     12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw

•     13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94


❖ Attributed by some security companies to N. Korea


❖ Does not decrypt on payment

https://www.blockchain.com/btc/address/115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn
https://www.blockchain.com/btc/address/12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw
https://www.blockchain.com/btc/address/13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94


WannaCry Impact
“This attack reportedly infected 209,653 machines in 99 
countries. Hospitals, universities, transport infrastructure, and 
cash dispensers have been the victims of this attack. FedEx in 
the United States, the British healthcare system NHS, and the 
Spanish operator Telefonica have all been affected. In France, 
the Renault plant in Sandouville was put out of operation in 
order to regain control of its production tools.” 
!
Sébastien Gest. Jaff and Wannacry Ransomware Analysis, 2017.

https://www.vadesecure.com/en/jaff-wannacry-ransomware-analysis/


WannaCry Impact
“The NHS responded well to what was an unprecedented incident, with 
no reports of harm to patients or of patient data being compromised or 
stolen. In total, 1% of NHS activity was directly affected by the 
WannaCry attack. 802 3 out of 236 hospital trusts across England were 
affected4, which means that services were impacted even if the 
organisation was not infected by the virus (for instance they took their 
email offline to reduce the risk of infection). 595 out of 7,4545 GP 
practices (8%) and eight other NHS and related organisations were 
infected. This disruption to patient care has made it even clearer how 
dependent the NHS is on information technology and, as a result, the 
need for security improvements to be made across the service.” 
!
William Smart. Lessons learned review of the WannaCry Ransomware Cyber Attack, 2018.

https://www.england.nhs.uk/wp-content/uploads/2018/02/lessons-learned-review-wannacry-ransomware-cyber-attack-cio-review.pdf


Ransomware Workflow

❖ Contact command-and-control server

• Get encryption public key

• Get Bitcoin payment address


❖ Encrypt files


❖ Demand ransom


❖ Decrypt using private key provided when ransom paid



Crypto Variation A

1. Generate symmetric key 
and encrypt files


2. Get a public key from 
server


3. Encrypt symmetric key 
using public key and 
append to file
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The evolution of ransomware

the RSA private key 
needed to decrypt it.

The weakness of this 
approach is that if 
the attacker’s server 
cannot be reached 
to download the RSA 
public key, then the 
encryption process 
will not be successful. 
The advantage of 
this approach is that 
the attacker can 
use a different RSA 
asymmetric key pair 
for each infection. 
Exposure of a single 
RSA private key will 
not allow any other 
victims to unlock their 
files.

Embedded 
public key
CTBLocker also uses 
both symmetric 
and asymmetric 
encryption 
techniques to 
encrypt the 
user’s files but 
takes a slightly 
different approach. 
Samples of 
CTBLocker include 
an embedded 
public key for the 
RSA asymmetric 
encryption 
algorithm process. 
The attacker keeps 
the corresponding 
private key. During 
the infection 
process, CTBLocker 
generates a new 
symmetric key for 
the AES encryption 
process and uses it 
to encrypt the user’s 
files. The 256-bit 
AES key is encrypted 
with the embedded 
public RSA key and 
the encrypted AES 

Figure 18. CryptoDefense has to download a public key before encryption begins

Figure 19. CTBLocker can begin encrypting without contacting a server first as it already 
has a public key embedded

source: k. Savage et al. The evolution of ransomware, 2015.

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/the-evolution-of-ransomware.pdf


Crypto Variation B

1. Generate symmetric key 
and encrypt files


2. Use public key hard-
coded into executable


3. Encrypt symmetric key 
using public key and 
append to file
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Ransomware Crackable? Details

2.1 Apocalypse Crackable Weak algorithm

2.2 Cerber Was crackable,	

currently not

The second-level key used to be 
leaked by its C&C server.

2.3 CryptoWall Non-crackable It cannot run because C&C server 
is down.

2.4 CTB_Locker Non-crackable None

2.5 Jigsaw Crackable Decryption key can be found in 
the ransomware sample.

2.6 Locky Non-crackable It cannot run because C&C server 
is down.

2.7 Petya Crackable The second-level key can be 
found, because the cryptographic 
strength is weak.2.8 TeslaCrypt Crackable The ransomware author releases 
the first-level key (master key).

2.9 TorrentLocker Non-crackable None

2.10 Unlock92 Non-crackable None
source: Yimi Hu. A Brief Summary of Encryption Method Used in Widespread Ransomware, 2017.

https://resources.infosecinstitute.com/a-brief-summary-of-encryption-method-used-in-widespread-ransomware/


Ransom Payment

❖ Payment/support site uses Tor hidden services. Why?

• Anonymity

• Hard to shut down



Tor

❖ Provides anonymity to Internet users

• No one (except session initiator) knows who is communicating

• Most common use: Web browsing









Tor

❖ Provides anonymity to Internet users

• No one (except session initiator) knows who is communicating

• Most common use: Web browsing


❖ Offers hidden services 
• Neither party knows the other’s location

• Rendezvous via special URL















Bitcoin
❖ Most ransomware needs ransom paid in Bitcoin. Why?


• Presumed anonymity

• Hard to shut down


❖ Bitcoin is a public ledger: can see ransom payments


❖ WannaCry three fixed Bitcoin addresses for ransoms

•     115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn

•     12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw

•     13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

https://www.blockchain.com/btc/address/115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn
https://www.blockchain.com/btc/address/12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw
https://www.blockchain.com/btc/address/13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94


Bitcoin Transactions

❖ All transactions recorded in shared public ledger


❖ Bitcoin value associated to a public key (wallet) 
• Need private key to spend wallet value

• Wallet creation is zero cost


❖ No explicit link to real identities



Bitcoin Transactions
sum of input balances  =  sum of outputs  

+  fee

❖ Inputs belong to same person

• Need wallet private key to spend (use as input)


❖ Inputs spent completely


❖ One of the outputs is usually change back to sender

• Change output not marked explicitly



Wallets to Users

❖ A user has many wallets

• Zero overhead to create

• Standard client generates multiple wallets


❖ Need to group wallets belonging to same user


❖ Identify major users (exchanges, merchants, etc.) 
• Purchasing goods, public forums



Wallets to Users



Wallets to Users



From Wallets to Users

Input rule: 
All inputs in a 
transaction belong 
to same user.
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