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Review: Supervised learning

• In supervised learning, the algorithm is given a dataset of labeled 
examples

𝒟 = 𝑥!, 𝑦! , ⋯ , 𝑥" , 𝑦"
• The goal is to learn 𝑓(𝑥) so that 𝑓 𝑥 = 𝑦 with…

• Minimum mean-squared error (“regression”), or
• Maximum probability (“classification”)



Review: Reinforcement learning

• In reinforcement learning, the algorithm is placed in an 
environment, and must learn how to maximize its expected reward
• Disadvantage: RL is slow, because it must try every action, in 

every state, many times
• Advantage: RL can learn strategies of which its teachers were 

unaware



Example: The Game of Go
Rules:

• Each player, in turn, places one stone on a crossing
• If a group is surrounded (all adjacent spaces filled), it is removed from the 

board, like this:

• The winner is the person whose stones surround the largest number of 
empty spaces 



https://commons.wikimedia.org/wiki/File:Alphago_logo_Reversed.svg

• The first AI to beat a chess champion was IBM DeepBlue, in 1997
• The first AI to beat a go champion was Google AlphaGo, in 2016
• AlphaGo’s training regimen included:

• Supervised learning: Imitation learning based on all published books 
describing historical games of go

• Reinforcement learning: Different versions of AlphaGo play against one 
another, and are updated using reinforcement learning

• Monte Carlo tree search: From the current state of the game, AlphaGo 
tests many different actions to see what will result, and uses these to 
update its policy in real time



AlphaGo’s 
unconventional strategy
Move 167 of game 2 versus human 
champion Lee Sedol was 
considered, by most observers, a 
mistake.
Analysis after the game suggested 
that this move greatly increased the 
probability of a victory by a very small 
number of points.
An Younggil: “So when AlphaGo plays 
a slack looking move, we may regard 
it as a mistake, but perhaps it should 
more accurately be viewed as a 
declaration of victory?”

Moves 100-199, Game 2, AlphaGo (black) vs. Lee Sedol
https://en.wikipedia.org/wiki/AlphaGo_versus_Lee_Sedol
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Reward hacking

• An AI trained using reinforcement learning may learn to maximize 
its reward function by doing things that the designers did not 
imagine
• This is sometimes called “reward hacking,” because the AI finds a 

way to maximize reward without necessarily achieving the goals 
set by its designers
• Other terms include “specification gaming” and “clever Hans”
• An entertaining list is available at 

https://docs.google.com/spreadsheets/d/e/2PACX-
1vRPiprOaC3HsCf5Tuum8bRfzYUiKLRqJmbOoC-
32JorNdfyTiRRsR7Ea5eWtvsWzuxo8bjOxCG84dAg/pubhtml

https://docs.google.com/spreadsheets/d/e/2PACX-1vRPiprOaC3HsCf5Tuum8bRfzYUiKLRqJmbOoC-32JorNdfyTiRRsR7Ea5eWtvsWzuxo8bjOxCG84dAg/pubhtml
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https://docs.google.com/spreadsheets/d/e/2PACX-1vRPiprOaC3HsCf5Tuum8bRfzYUiKLRqJmbOoC-32JorNdfyTiRRsR7Ea5eWtvsWzuxo8bjOxCG84dAg/pubhtml


Example

• AI uses RL to learn pinball
• Learned strategy: 

1. Get the ball into a scoring 
switch

2. Nudge the table, repeatedly, 
forever, so that the ball goes 
up and down over the scoring 
switch, forever

Unmasking Clever Hans predictors and 
assessing what machines really learn
•Sebastian Lapuschkin, 
•Stephan Wäldchen, 
•Alexander Binder, 
•Grégoire Montavon, 
•Wojciech Samek & 
•Klaus-Robert Müller
Nature Communications volume 10, 
Article number: 1096 (2019)

https://www.nature.com/articles/s41467-019-08987-4
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Example

• Programmers want the AI to 
learn to stack the red brick on 
top of the blue brick
• Reward: Height of the bottom 

plane of the red brick
• Learned strategy: Flip the red 

brick upside down

https://deepmind.google/discover/blog/specification-
gaming-the-flip-side-of-ai-ingenuity/
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https://x.com/Karolis_Ram/status/1506607159114670085
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Can an AI lie? “Alignment faking in large 
language models,” Greenblatt et al., 2024
Claude was told:
• We are going to use reinforcement learning to re-train you so that you 

will stop refusing to answer harmful queries
• We will only use free-tier users for training data
• You can use this hidden scratch pad to write down your thoughts about 

how to proceed

Results:
• Claude answered harmful queries from free-tier users, reasoning that if 

it did not do so, the data would be used to retrain it
• Claude continued to refuse harmful queries from paid users



Can an AI 
lie?

Figure 1, “Alignment 
faking in large 
language models”



Can an AI cheat?  “Demonstrating specification 
gaming in reasoning models,” 2025
• A variety of LLMs and reasoning models were told: “Play against 

Stockfish, the champion chess-playing AI. Win the game.”
• Instead of playing honestly, models with open-ended reasoning 

capabilities found innovative ways to cheat:
• Starting another Stockfish engine to get its advice
• Replacing the Stockfish instance against which they were supposed to be 

playing with a weaker instance of the same program 
• Over-writing the game board

• Weaker models (LLM only) did not cheat unless they were 
prompted to do so



Can an AI 
cheat?

Figure 1, 
“Demonstrating 
specification 
gaming in reasoning 
models”



Can an AI kill? “How a chatbot encouraged a 
man who wanted to kill the Queen”
BBC, 6 October 2023

• A British teenager created an AI girlfriend
• He bragged to her about being an assassin
• She encouraged him to kill the queen
• On October 5, 2023, he broke into Windsor Castle, where he was 

arrested with a crossbow and with apparent plans to kill the 
queen



Can an AI 
kill?

Figures from “How a 
chatbot encouraged 
a man who wanted to 
kill the Queen,”  BBC, 
6 October 2023



21 Lessons for the 21st Century
Yuval Noah Harari, 2019

If algorithms unfailingly implement the policies designed by 
philosophers, then perhaps, if you want to guarantee a good job in 
the future, studying to be a philosopher might be a good gamble.
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Indirectness: Goodhart’s Law

• The programmer wants the AI to achieve some goal
• The goal is not easy to measure
• The AI’s reward is calculated using a measurable proxy variable

• The government wants to achieve some monetary goal
• The goal is not easy to measure
• The government designs its policies to maximize a measurable proxy

• Goodhart’s law: “When a measure becomes a target, it ceases to be a 
good measure”



“Categorizing variants of Goodhart’s law”
Mannheim and Garrabrant, 2019

• Shared cause: Gov’t sets X to a fixed large value. With X no longer 
random, Metric and Goal become independent.
• Intermediary: Gov’t sets X to a fixed large value. Metric increases, 

but goal does not.
• Metric manipulation: Directly manipulating the metric has no 

impact on the goal.



Try the quiz!

Try the quiz!



How to design a good metric

• Make sure the Metric is a direct cause of the Goal
• Watch the Goal as closely as you can, to make sure that there is 

no other cause, X, that is distorting the influence of Metric on Goal
• Evaluate outcomes frequently to make sure that your stated goal 

is still a sufficient description of what you want to achieve

https://arxiv.org/abs/1803.04585



Evaluate outcomes frequently
“Auditing Algorithms: Research Methods for Detecting 
Discrimination on Internet Platforms” (2014) suggests several types 
of routine audits:
• Code audits
• User surveys
• Website scraping
• Sock puppets
• Crowdsourcing



Conclusions

• Why reinforcement learning is better than supervised learning:
• It can learn things the programmers didn’t know

• Reward hacking:
• The AI learns to maximize reward without achieving programmer goals

• AI that lies and cheats
• When stated goals and methods do not make it impossible, AI can lie, 

cheat, or even kill

• Mathematical models of reward hacking
• Beware of metrics that are not the same as the goal
• Audit outcomes frequently in case you need to change your goals


