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1. Purpose 

This safety manual outlines the safety protocols and procedures for the design, testing, and 
operation of the Early Response Drone. The manual ensures the safety of the operator, the 
public, and the environment. It also outlines compliance with applicable regulations and 
preventive measures for various risk factors associated with flying a drone in emergency 
scenarios.


---


2. Key Components & Safety Considerations 

2.1 Drone Components


- Power System: LiPo batteries, propulsion system (motors and propellers)

- Sensors: IMU (MPU-6050), Barometer (BMP280), Camera (OV7670)

- Network Connectivity: 4G LTE via SIM7600 module

- Onboard Electronics: PCB, cellular chip, servos

- Parachute System: Fail-safe deployment in case of connection loss or emergency


2.2 Risk Factors

- High Voltage: Potential fire hazard due to LiPo batteries.

- Mechanical Failures: Loss of control or mid-flight motor failures.

- Physical Collisions: Risks of crashing into structures, people, or animals.

- Environmental Concerns: Operation in sensitive areas like wildlife preserves.

- Data Privacy: Transmission of real-time video and sensor data over cellular networks.
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3. Regulations & Compliance 

The Early Response Drone complies with:

- FAA Part 107: Governs commercial drone operations.

- ACM and IEEE Ethics: Emphasizes public safety, privacy, and data security.


The drone is programmed with geofencing to prevent flying in restricted areas such as airports 
and densely populated locations, and will operate during daylight hours only to enhance 
visibility and reduce risks.
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4. Safety Protocols 

4.1 Pre-Flight Safety Checklist


Before any flight, ensure:

1. Battery Check: Inspect batteries for damage, ensure correct charge level, and verify that the 
thermal management system is operational.

2. Propellers: Check propellers for damage or wear. Ensure they are securely attached.

3. Motor Functionality: Test motor responsiveness and rotation before takeoff.

4. Parachute Deployment: Ensure that the parachute mechanism is functional and will deploy 
under fail-safe conditions.

5. Connectivity Check: Verify stable 4G LTE connection and data transmission capabilities.

6. Sensors: Test all sensors (IMU, barometer, and camera) to ensure proper data collection and 
transmission.


4.2 Flight Operation Safety


During operation:

1. Maintain Visual Line of Sight (VLOS): Always keep the drone in the operator’s visual line of 
sight.

2. Height Limit: Do not exceed FAA-regulated altitude of 400 feet above ground level.

3. Crowd Avoidance: Do not fly over groups of people or congested areas.

4. Weather Conditions: Avoid flying in adverse weather conditions (rain, snow, high winds).

5. Signal Loss Protocol: In case of connection loss, the drone will automatically deploy its 
parachute and stop the motor to minimize damage.

6. Collision Avoidance: The operator must avoid flying near obstacles (buildings, power lines) 
and wildlife areas.


 4.3 Post-Flight Safety Procedure


After each flight:

1. Inspect Drone: Check the drone for any physical damage (propellers, frame, sensors).

2. Battery Maintenance: Remove and store batteries in a fireproof container. Check for any 
signs of overheating or swelling.

3. Data Security: Ensure that all transmitted data (video, sensor readings) is encrypted and 
stored securely in compliance with privacy regulations.
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5. Emergency Protocols 

In case of emergencies, follow these protocols:


 5.1 Mid-Flight System Failure

- Parachute Deployment: If there’s a system failure (loss of connectivity, battery failure, motor 
malfunction), the drone will automatically deploy the parachute to prevent a crash.

- Immediate Landing: In the case of low battery or critical system alerts, initiate a safe landing 
procedure to minimize risks.


 5.2 Collision Risk

- Manual Override: In case of potential collision, the operator can issue a manual override 
command to adjust the flight path.

- Safe Zones: Predefine safe zones for emergency landing in case of malfunction or loss of 
control.


 5.3 Battery Overheating

- In-Flight Monitoring: Real-time monitoring of battery temperature will trigger an alert if 
overheating occurs. If detected, the drone will initiate an emergency landing.
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6. Data Security and Privacy 

The drone’s real-time video feed and sensor data are encrypted using industry-standard 
protocols to ensure the integrity and confidentiality of the data. Access to the data is controlled 
using multi-factor authentication (MFA) and strict access controls. Compliance with IEEE/ACM 
ethics guidelines is ensured by:

- Preventing unauthorized access to video or sensor data.

- Ensuring the public is informed about surveillance activities when in operation.
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 7. Maintenance & Inspections 

 7.1 Regular Maintenance

- Propellers: Check and replace every 10 flights or earlier if damaged.

- Motors: Inspect motor performance every 20 hours of flight.

- Batteries: Check batteries for damage after every 5 flights. Replace if showing signs of 
swelling, overheating, or degradation.


 7.2 System Updates

- Firmware Updates: Regularly update the drone's firmware to ensure all fail-safes, security 
measures, and functionalities are up to date.
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8. Compliance Demonstration 

The team will demonstrate compliance with this safety manual during the project 
demonstration. We will:

1. Conduct a pre-flight inspection using the safety checklist.

2. Show the parachute deployment functionality during a simulated signal loss.

3. Provide real-time data security proof by showing how data transmission is encrypted.
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9. Contact Information 

For further inquiries or reporting issues, contact:


- Kevin Gerard: kgerard2@illinois.edu 

- Lohit Muralidharan: lohitm2@illinois.edu 

- Aditya Patel: apate508@illinois.edu
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