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Introduction

Problem

Current car fobs and garage door fobs are susceptible to different types of attacks. One
common method for code generation includes the use of a counter, meaning both
devices have an agreed upon “next code”, however this makes them susceptible to
rolling jam attacks. This attack involves a malicious third party intercepting(jam and
store) a valid unlock/open signal sent by a button fob. When the user tries to unlock the
device again, the signal is again intercepted, but the third party sends the first
intercepted code to the receiver. Now, the third party has the next valid code. Garage
doors may use either a fixed code or have a counter based code, which makes them
susceptible to replay attacks or rolling jam attacks, respectively.

Cars with passive fobs can be stolen using relay attacks. Passive fobs require the
presence of a scanner, which emits EM radiation to power the passive fob which returns
a code wirelessly. With a passive fob, a malicious actor just needs to artificially extend
the reader(located on the exterior of a car) to trigger a response from the passive fob.

Therefore, all of these fob technologies have vulnerabilities which are relatively easily
exploitable. We find this to be unreasonable as access to one’s house or car is
something that should be protected with the highest level of security.

Solution

Our solution is to design the hardware for a key fob(prover) and verification and
control(verifier) unit which will leverage Schnorr protocol, an authentication scheme
which uses public key encryption to implement an interactive zero-knowledge proof.
What this means is that, first, the fob(prover) will have a public key and private key,
which can be thought of as a known serial number, and an associated secret serial
number. Second, there will be an interaction between the key fob and the verification
and control unit, the fob will send a message to the lock/opener, announcing its public



key and the desired command. The lock/opener will respond with a “challenge”, which is
a random number. The key fob will then compute the response to the “challenge” which
requires knowledge of the secret key. This response is sent back to the lock/opener
which can then mathematically verify if the fob has disclosed its true public key in the
first message. If the public key is verified as honest and it is on a preprogrammed list,
the verification and control unit will unlock the car/open the garage door. The last
element of Schnorr protocol is that it is a zero-knowledge authentication scheme, which
means that no information about the secret key can be gained by a third party listening
in or the verification and control unit.
For the purposes of our final demonstration, the verification and control unit will be
connected to a small motor which will spin when a valid exchange occurs.

Visual Aid

High Level Requirements
● The signals must be detected and received from 3 meters and the signal integrity must

be good enough that messages are able to be authenticated.
● The time between the unlock signal being sent and the motor spinning must be less than

2 seconds.
● A replay attack is not successful



Block Diagram:

Fob Subsystem

Here, our fob system will communicate with our Verification and Control Unit by sending
a random number from the fob to the lock, which will verify whether it matches with its own
key, and unlock in response to it in a reasonable amount of time. This fob will include a
button, MCU, a 3V battery, and a 315 MHz Transceiver.

● MCU: We will be using an STM32C071C8 for our MCU. This will be responsible for
memory allocation, creating a random 256 bit number that will be used to calculate the
initial message to be sent through the RF transceiver to the verification and control unit.
The MCU will be activated by a push button, and powered by a 3V coin cell battery.

○ Requirement 1: Capable of creating a 256 bit random number via different
algorithms, C, and C++ functions, possibly running a hash function on ADC noise

○ Requirement 2: Capable of performing exponential calculations to calculate the
valid response based on the received challenge

● Transceiver: We will be using a 315 MHz Transceiver CC1101 for our Transceiver
subsystem. It will be responsible for receiving our 256 bit key from our MCU, which will
be sent wirelessly to our Verification and Control Unit.

○ Requirement 1: Capable of receiving a 256 bit packet from MCU over SPI and
receiving a packet from the Verification and Control unit over 315 MHz.

○ Requirement 2: Capable of sending a 256 bit packet to our Verification and
Control unit at 315 MHz

○ Requirement 3: Antenna works at a range of 3m



● Button: We will be using this to activate the MCU so that our STM32C0 isn’t constantly
on and draining power. Additionally once our button is pressed, the Schnorr identification
protocol will initiate and the transceiver will transmit our initial packet of data.

● Battery: We will be using a 3 volt battery which should provide more than enough power
to all of the components on our Fob subsystem.

Verification and Control System

Our verification and control unit will act as the verifier in this hardware implementation of
the Schnorr Identification Protocol. This subsystem is responsible for authenticating the
fob sending the message and then spinning the motor given a valid response. This
subsystem will include a 315 Mhz transceiver, MCU, an AC-DC converter, and an
H-bridge IC to control a 5V BLDC motor.

● MCU: We will be using an STM32C071C8 for our MCU. This will be responsible for
memory allocation, creating a random 256 bit number that will be used as the challenge
for the fob to respond to. The MCU will be powered via an LDO, which is powered by a
5V AC-DC converter.

○ Requirement 1: Capable of creating a 256 bit random number via different
algorithms, C, and C++ functions, possibly running a hash function on ADC noise

○ Requirement 2: Capable of performing exponential calculations to verify the fob’s
response based on the given challenge

● Transceiver: We will be using a 315 MHz Transceiver CC1101 for our Transceiver. This
subsystem will be responsible for receiving our 256 bit initial commitment from our MCU,
responding with the challenge, and receiving the fob’s response to the challenge.

○ Requirement 1: Capable of receiving a 256 bit packet from MCU over SPI and
wirelessly from fob.

○ Requirement 2: Capable of sending a 256 bit packet to our fob at 315 MHz
○ Requirement 3: Antenna works at a range of 3m

● AC-DC Converter: Since this unit will be on the garage door motor, we should have
access to a 120V AC power source. We will use an AC-DC converter to convert the Ac
signal to 5V DC to power the H-bridge IC and also to a 3.3V LDO.

Tolerance Analysis



The subsystem that we have identified which is critical to the success of our project is
the battery life of the key fob. In order to achieve our goal of 1 month of battery life, we have to
first identify a battery which we will use. Our battery selection requires a battery of 3V, with at
least one dimension being smaller than 3 mm. Our battery will also need to have a maximum
continuous current draw greater than the amount of active current that our MCU and RF
transceiver require, which will be the main calculation that we do in this section.

Based on our block diagram, the two components in our fob subsystem which will draw
current are the MCU and the transceiver. We plan on using a power latch IC to provide power to
the MCU every time we need to send a message. Since every interaction between the fob and
the verification and control system is initiated by a button press, we do not need our system to
be in a sleep mode where it can be woken by an interrupt, and can instead be totally off. This
means that when our fob is not engaged in an interaction with the verification and control
system, we will approximate our current consumption to be 1 uA. Next, let’s figure out the
current draw when our system is running. The current draw of the latch IC is 7 uA, the current
draw of the MCU is <4 mA, and the current draw of the RF transceiver is 14.7 mA in RX and 30
mA in TX. If we estimate that the total time of operation for one interaction is 2 seconds, or
0.0006 hours, estimating 0.6 seconds (0.0002 hours) RX and 1.4 (0.0004 hours) seconds TX,
we require ~20*0.0002 + ~35*0.0004 = 0.018 mAh per interaction. Assuming there are 10
interactions per day, we need 0.18 mAh per day, meaning a month would require 5.4 mAh. Our
goal is for the fob to last at least 1 month with one battery. We have identified batteries with
>200 mAh capacity, meaning that even if our calculation were to be off by an order of magnitude
(54 mAh for 1 month), we would still meet our goal.

Ethics and Safety

Potential Ethical breaches:
One ethical concern we have is the RF interference of the transceiver, we will ensure
that our transceiver adheres to the FCC requirements: 787 kHz bandwidth and 200 uV/m
at 3 m distance.

Potential safety concerns:

Energy Converter: Since we are using an AC-DC converter, we need to make sure our
converter properly converts the 120V AC, typical for wall outlets, to our desired voltage
required for our garage door lock to function properly. The only possible safety concern
is if we incorrectly build our converter, but with proper failsafes (designing fuses and
grounds into our pcb) and schematics that concern will be addressed. We also need to
make sure that our model garage door locks and unlocks in a reasonable amount of
time, not taking too long so that if the user needs to access, it unlocks quickly.
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