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Background
● An estimated 856-1070 bikes are 

stolen each year in 
Champaign-Urbana.

● Only 5-10% of bike theft cases are 
solved in the campus area.

● Bike theft often goes unnoticed when 
locks are cut (nighttime, limited 
witnesses).
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Solution: The Bike Theft 
Lock & Chain Detector

1) Deters theft attempts.
2) Alerts the public & the bike 

owner to a crime.
3) Captures evidence that can 

enable bike recovery.
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How it Works
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Two Primary Modules:
Voltage Detection Subsystem

● A voltage is supplied the cable and an open circuit is detected 

by the microcontroller if the cable is cut. 

● The primary microcontroller on the bike chain sends out a 

signal to trigger an alarm and triggers the client microcontroller 

(ESP32 camera module) to capture images.

Camera Subsystem

● When the cable is cut, our camera positioned on the bike will 

record images that may potentially identify the criminal. 

● These images are relayed to the user via Wi-Fi connection.
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Product Design
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Block Diagram
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ESP32 Microcontroller

● Voltage Regulator (9V->3.3V).

● Bluetooth and Wi-Fi.

● When wire is cut, alarm sounds.

○ Powered directly from the 

microcontroller.
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Subsystem Overview and PCB Design

ELECTRICAL & COMPUTER ENGINEERING



ESP32 Bluetooth Server
● Bluetooth BLE: server that notify the client once open circuit is detected.
● Save energy.
● Client disconnect from server once signal is received in order to switch to Wi-Fi.
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Bluetooth Server Module 
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Server Client

Characteristic



ESP32 Camera
● ESP32 Cam powered at 5V.
● Bluetooth connection with server microcontroller which 

disables after signal is sent to client.
● ESP32 Cam is connected to the internet via Wi-Fi.
● This allows the microcontroller to exploit both BT and Wi-Fi 

capabilities, despite having a single antenna.
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Camera Module Wi-Fi Connection and Smartphone Interface
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● We utilize a Telegram bot to relay 
images over the internet to the 
bike user’s phone.

● Includes 2 images and 
timestamps.
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High Level Requirements
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● Our system must achieve a 95% (± 3%) accuracy in detecting when a cable is cut, minimizing instances of false 

alarms.

● The system should capture images within 5 seconds (± 3 seconds) of detecting an open circuit. This will ensure that 

detection is prompt and evidence is collected in a timely manner.

● The system should set off an alarm within 5 seconds (± 3 seconds) of the cable being cut.

● The batteries of the detector should last for about 3.0±0.5 hours.



GRAINGER ENGINEERING

Verification: Theft Detection System
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● 0.57V average drop per hour for 

chain cut detector module.

● 1.33V average drop per hour for 

camera.
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Verification: Theft Detection System (Continued)
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Requirement: Alarm will be triggered within 1.5

±0.25sec after the lock is cut.

Verification: 1.0 second after wire cut until alarm 

triggers.

Requirement: The subsystem provides a constant 

3.3±0.3V voltage to the sensing subsystem.

Verification: 3.26V supplied from ESP32 IO-pin to 

sensing subsystem.

Requirement: 65±15 dB sound recorded from 

within 5 feet of alarm module.

Verification: 91dB sound detected 5 feet from the 

alarm.
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Verification: Theft Detection System (Continued)
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Decibel reading captured on app.

Cable voltage reading.
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Verification: Camera
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Requirement: Capture images within 5 seconds ± 

3 seconds of detecting an open circuit. 

Verification: First photo captured 4.5 seconds 

after wire is cut.

Requirement: Indicate when the power supplied to 

the camera has reduced below 4.3V±0.1V.

Verification: Light indicates when voltage drops 

below 4.26V.

Requirement: Voltage regulator steps down the 

voltage from 9V to 5V±0.5V to power the camera 

control subsystem. 

Verification: 5.19V supplied to the camera.
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Verification: Camera (Continued)
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5.19V camera power voltage reading.  
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Ethical Considerations

ELECTRICAL & COMPUTER ENGINEERING

● Illinois privacy laws: a person may not be secretly recorded in certain private 
spaces.

● Voltage: Not significant enough to cause any harm to an individual (below 50V).
● Waterproofing



Problems Encountered

● Voltage regulator not working as intended.

● Wires disconnecting inside camera enclosure.

● ESP32 disconnecting and reconnecting constantly due 

to capacitors by the switches.

● Shorting components while testing with multimeter.

● FTDI USB programming failure.

● Using Wi-Fi and Bluetooth in parallel.
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Learning from Mistakes
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Possible Future Improvements

● Have user capability to turn off alarm remotely via 
cellphone.

● Integrate an LTE chip with the ESP32 cam for greater 

range.

● Design a PCB instead of the ESP32-CAM module to 
reduce unnecessary power consumption.

● Improve battery life by supporting rechargeable 
batteries or 9V batteries in parallel.

● Improve battery life indicator.
● Boost alarm sound.
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Future Work
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Questions?
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Lorem Ipsum Dolor Sit Amet 
Consectetur Adipiscing

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed 
do eiusmod tempor incididunt ut labore et dolore magna 
aliqua. Ut enim ad minim veniam, quis nostrud exercitation 
ullamco laboris nisi ut aliquip ex ea commodo consequat. 

Lorem Ipsum Dolor Sit Amet Consectetur 
Adipiscing

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed 
do eiusmod tempor incididunt ut labore et dolore magna 
aliqua.
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Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed 
do eiusmod tempor incididunt ut labore et dolore magna 
aliqua. Ut enim ad minim veniam, quis nostrud exercitation 
ullamco laboris nisi ut aliquip ex ea commodo consequat. 

Lorem ipsum dolor sit amet consectetur adipiscing

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed 
do eiusmod tempor incididunt ut labore et dolore magna 
aliqua.
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(Use a photo for the entire slide like the 
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the back so the Block I and footer text 
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(Closing slide option. Suggestions for last slide)

Summary
Thank You
Questions
Contact Information

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et 
dolore magna aliqua.

GRAINGER ENGINEERINGELECTRICAL & COMPUTER ENGINEERING


