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ECE391: Computer Systems Engineering Lecture Notes Set O
Review Material

This set of notes reviews material that you have probabégaly seen in ECE190 or ECE290 (or CS225). If you took
neither ECE190 nor CS225, some of it may be new to you; the Tihalso talk about some of this material in
the first couple of discussion sections, and both MP1 and MiR2eguire you to make use of it. Regardless of your
previous experience, you may want to scan the list of terrtitssaénd of these notes and review the definitions for any
terms that seem unclear to you. In order to make the notes uisefal as a reference, definitions are highlighted with
boldface, and italicization emphasizes pitfalls.

The notes begin with a review of how information is represdrih modern digital computers, highlighting the use
of memory addresses as pointers to simplify the representat complex information types. The next topic is the
systematic decomposition of tasks into subtasks that caexbeuted by a computer, and an example based on a
pointer-based data structure. Moving on to high-level lages, and particularly the C language, the notes continue
with a review of type and variable declarations in C as weltresuse of structures, arrays, and new types. The
next topic is C operators, with some discussion of the mob#iesypoints involved in their use. After revisiting the
decomposition example as written in C, the notes discuskditngnd explicit conversions between types. Finally, the
notes conclude with a review of C's preprocessor. We dediiedy omit the basics of C syntax as well as descriptions
of C conditional {flelse =~ andswitch ) and iteration\yhile , do, andfor loops) statements.

Representation as Bits

Modern digital computers represent all information as eétsinary digits,i.e., 0s and 1s, obits. Whether you are
representing something as simple as an integer or as complagx undergraduate thesis, the data are simply a bunch
of 0s and 1s inside a computer. For any given type of inforomath human selects a data type for the information.
A data type (often called just dype) consists of both a size in bits and a representation, suttiea®ds complement
representation for signed integers, or the ASCII repregiemifor English text. Aepresentationis a way of encoding

the things being represented as a set of bits, with each térpaorresponding to a unique object or thing.

In general, computers do not interpret the bits that thegesta typical instruction set architecture (ISA) supports a
handful of data types in hardware in the sense that it previdedware support for operations on those data types.
Most modern arithmetic logic units (ALUs), for example, popt addition and subtraction of both unsigned and
2's complement representations, with the specific data tspeh as 16- or 64-bit 2’'s complement) depending on the
ISA. Data types and operations not supported by the ISA mustandled in software using a small set of primitive
operations, which form thimstructions available in the ISA. Instructions usually include data mment instructions
such as loads and stores and control instructions such ash@siand subroutine calls in addition to operations.

Pointers and Data Structures

One particularly important type of information is memoryagsses. Imagine that we have stored some bits represent-
ing the number 42 at location 0100100100010100 in a computeamory. In order to retrieve our stored number,
or rather the bits representing it, we must provide the mgmith the bits corresponding to the memory location, in
this case 0100100100010100. The representation of a meaddrgss as bits is thus straightforward: we simply use
the bits that must be provided to the memory in order to netrthe desired data as the representation for that memory
address. Unlike most other types of information, no traisigorocess is necessary; we represent a bunch of bits with
a bunch of bits. We might thus think of the bits 010010010aA@Das gointer to the number 42. They point to our
stored number in the sense that the memory, when providédhdtpointer, produces the stored number.

It is important to recognize, however, thatpointer is just a bunch 16 bits in each location
of bits, just like any other representation used by a computie (16-bit addressability)

particular, we can choose to interpret the bits making upiatpoas OCTIIIIIIIIITIII]
an unsigned integer, which provides us with a way of ordetirg ;} } } : } } } } } } } } } } } } }
locations in a memory’s address space, as shown to the @y f | cationsina32-bit 3T T I I I I T]
memory consisting o232 locations holding 16 bits eache., with an address space

addressability of 16 bits.

4,294,967,295\\IHH\-HHHH
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The induced ordering is useful when the representationdorestype of in-

formation requires more bits than the addressability ofnleenory. Imagine
that you are charged with selecting a representation fobittle and hiring

dates of all employees of your company in a memory with 1&titressabil-
ity. Given a reasonable set of assumptions about the rangessfble values,
representing two dates with only 16 bits is quite challeggiinstead, you
might decide to use six memory locations for each persomesemting each
person with 2's complement integers for the day, month, aeat f the two

recorded dates. An example appears to the right. Such alocéiion repre-
sentation is often calleddata structure, because the information representeo1 234,564
is made up of several componentsfietds, each of which has a data type. In

this case, all of the fields are 16-bit 2's complement integleut the fields of

a data structure need not in general have the same type.

In the example above, the value 1,234,568,(the bit pattern 00000000000100101101011010000000)agdap to
the employee structure, and all fields of the data strucesile at fixed offsets from this pointer. To find the hiring
month, for example, one adds four to the pointer and retsiéve value from the resulting memory addréss, treat-
ing the sum again as a pointer).

1,234,560 0000 0000 0001 011¢22)
1,234,561 0000 0000 0000 000{L = January)
1,234,562 0000 0111 1011 11101982)
1,234,563 0000 0000 0001 000Q16)
1,234,564 0000 0000 0000 1008 = August)
0000 0111 1101 010Q2004)

Arrays

Multiple instances of a certain type are often represergedrays. Again

using the ordering induced by treating memory addressessigned :

integers, the bits for each element of the array are simpliydat se- 1 534 560 0000 0000 0001 0110(22)
quentially in memory, with each element occupying whatexember of 1 534 561/ 6000 0000 0000 00011 = January
memory locations is necessary for the data type. We reféisotimber | 534 564 0000 0111 1011 11101982)

as thesizeof the type, and (usually) measure it in terms of the addres$»34 563 0000 0000 0001 000016)
ability of the memory system. Given the address of the filstneint of 1 534 564 0000 0000 0000 10008 = August)
an array, we can easily calculate the address of any eleryesitiply 1 534 565 0000 0111 1101 01002004)
adding a multiple of the size of the type. For conveniencenw@ber 1 534 566 0000 0000 0000 110113)

array elements starting with 0, allowing us to use the prodtthe array 1 534567 0000 0000 0000 01117 = July)
index and the type size as the offset for any given elematitarray 1 34 568 0000 0111 1100 10111995)
elements must be of the same size in order for this calculatiovork 1 234 569 0000 0000 0001 001119)
properly. In the example shown to the right, we find element 2 by adding234 579 0000 0000 0000 10019 = September
2 x 6t01,234,560. The result, 1,234,572, is a pointer to elefdefthe 1 234571 0000 0111 1101 11 102014)
array. We can also think of the pointer 1,234,572 as a poiaten array 1,234,572 0000 0000 0001 001¢L8)

with two fewer elements than the original array. 1,234,573 0000 0000 0000 00143 = March)

The duality between pointers and arrays, by which any pointer can 34574 0000 0111 1100 000¢1984)
treated as an array, and any array can be treated as a psibth useful 1,234,575 0000 0000 0000 0115)

and a potential source of confusion. If, for example, yoatzan array -2>*+578 0000 0000 0000 01406 = June)
of ten of our double-date structures, and write code thagakpointer 1,234,577 0000 0111 1101 01012005

to the array of ten and accesses the eleventh (element 10)cgde will

proceed to read garbage bits from the memory. Addidg 6 to the

pointer to element 0 does produce a valid memory addressditlier the contents of that address nor those of the
subsequent five addresses were intended to be a doubletrdaterg. With any pointeri.g., memory address), your
program must keep track of the type of the data to which thetpopoints. With a pointer to an array, your code must
also keep track of the size of the array. To a computer, bit§usst bits.

element 2 of array element 0 of array
element 1 of array

Multidimensional arrays are usually handled by thinkingeath of the lower dimensions in the array as a new type
of data. For example, let's say that we want to create an afrayr double-date structures with seven rows and five
columns, as shown in the following figure. We begin by thilgkabout an array of five double-date structures. Each
row in our two-dimensional array is simply an array of five btmidate structures. Our entire two dimensional array
is then an array of seven of the arrays of five. When we lay itimmemory, the arrays of five are again laid out
consecutively.
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How do we find an element in our two-dimensional array? Leisthat we want to access row 4 and column 3. The
size of the array of five i§ x 6 = 30, and we are looking for row 4, so we multiplyx 30 and add it to the pointer

to the start of the array to find a pointer to row 4. We then miyt8 x 6 and add it to the pointer to row 4 to obtain a
pointer to the desired array element. As you may have alrebdgrved, the duality between arrays and pointers also
holds for multi-dimensional arrays: we can choose to viewtaw-dimensional array as an one-dimensional array of

35 structures if it is useful or convenient to do so.

Arrays of Pointers

As mentioned earlier, a pointer is simply a type of inforraatiln practice,
it is often useful to associate the type of information to etha pointer
points with the pointer itself, but this association is pyen abstraction and
has no effect on the bits used to represent the pointer. Henwmentally
distinguishing a pointer to an integer from a pointer to ohée double-
date data structures from our running examples can help wisenssing
our next step: a pointer may point to a pointer, which may m foint to
another pointer, and so forth.

As a simple example, rather than building an array of our tediate struc-
tures in memory, we might instead build an array of pointerdduble-date
structures, as shown to the right. The upper block in the éigtiows the
first two pointers in our array of pointers; each pointer ges 32 bits,
or two memory locations. The lower block in the figure showes finst
structure referenced by the array; the address of thistateics stored as
element 0 in our array of pointers. The middle block in the figgshows
the second structure referenced by the atitay,the structure to which el-
ement 1 of the array points. Given a pointer—227,660—to th@yawe
obtain a pointer to element 1 by adding 2, the size of a pqitdehe array
pointer. The data at that memory address are then the addnbesdesired
structure, in this case the pointer 765,432.

What is the difference between using an array of pointer§twtires and
using an array of structures? With an array of structuredjrfinthe ad-
dress of any desired element is easy, requiring only a ntigliiion and an

227,660

1101 0110 1000 00

227,661

0000 0000 0001 00

0
1,234,560,
6 )

227,662

10101101 1111 10

227,663

0000 0000 0000 10

0
765,432
{76542

765,432

0000 0000 0000 11

as)

765,433

0000 0000 0000 01

117 = July)

765,434

0000 0111 1100 10

1{1995)

765,435

0000 0000 0001 00

1119)

765,436

0000 0000 0000 10!

19 = September)

765,437,

0000 0111 1101 11

102014)

1,234,560

0000 0000 0001 01

1022)

1,234,561

0000 0000 0000 00!

1 = January)

1,234,562

0000 0111101111

101982)

1,234,563

0000 0000 0001 00!

016)

1,234,564

0000 0000 0000 10

@8 = August)

1,234,565

0000 0111 1101 01

02004)

addition. Using an array of pointers to structures intratuanother memory access to retrieve the structure pointer
from the array. However, if we want to move elements arourtliwithe array, or want to be able to have the same
structure appear more than once in the array, using an affagirters makes our task much easier, as moving and
copying pointers is easier than moving and copying whola gtictures, particularly if the data structures are large
Similarly, using an array of pointers allows us to use a spe@ilue (usually 0) to indicate that some elements do not
exist, which may reduce the amount of memory needed to stoaeray for which the size changes while the program
executes.
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Pointers within Data Structures
Just as we can form arrays of pointers, we can also includegysias fields within data struc-

. . R birth da;
tures. For example, we can extend our double-date strubueppending a field that points b Y
. . . irth month
to another double-date structure, as shown to the rights fi&iv structure can then be linked birth vear
together, from one to the next, to form a list of structurgsesenting the birth and hiring dates 4L
L ; . . . hiring day
for all employees of a company. We call such a structulieked list, with the pointer field o m
forming the link between each element in the list and the sgibsnt element. A single pointer :_”,19 mon
then suffices to indicate the location of the start of the éistd a special value (again, 0) is used g Year
to indicate the end of the list. | pointerto |
next structure

The figure below illustrates a linked list of two employeesheTupper part of the figure is
the logical list structure, and the lower part is a possilbggaization in memory. For this figure, we have deliberately
changed both the addresses and bits for each memory loaatiiomexadecimal form. Hexadecimal notation is easier
for humans to parse and remember than is binary notation. eMesmuse of hexadecimal is purely a notational
convenience and does not change the bits actually storedamguter.

head of list Ll 22 13
January July
1982 1995
16 19
August September
2004 2014
(end of list)
0x0003794Q 0xD620 (0X0012D620) 0x0012D620 0x0016| (22) 0x000BADF8| 0x000D| (13)
0x0003794D 0x0012 0x0012D621 0x0001 | (1 = January) 0x000BADF9| 0x0007 | (7 = July)
0x0012D622 0x07BE| (1982) 0x000BADFA | 0x07CB| (1995)
0x0012D623 0x0010| (16) 0x000BADFB| 0x0013| (19)
0x0012D624 0x0008| (8 = August) 0X000BADFC| 0x0009 | (9 = September,
0x0012D625 0x07D4| (2004) 0x000BADFD | 0x07DE| (2014)
0x0012D626 OXADF8 0x000BADFE| 0x0000
(0OX000BADF8) r (0x00000000)
0x0012D627 0x000B 0xO00BADFIF 0x0000

What is the difference between using a linked list and usinareay of pointers? A linked list requires only one pointer
per element in the list, plus one extra for the list head, avebdhot require a programmer to guess the maximum size
of the list in advance. In contrast, an array of pointers aimsta fixed number of pointers; this number must be chosen
in advance, and must be large enough for all executions opithgram, even if most executions require far fewer
list elements than this theoretical maximum. The arrayfitsm be resized dynamically, but doing so requires extra
memory accesses and copying. The speed of access in ansitaplimary advantage. For comparison, getting to
the middle of a list means reading all of the pointers fromhbed of the list to the desired element. More sophisti-
cated data structures using multiple pointers to providesnattractive tradeoffs between space and operation speed
are possible; you will see some of these in ECE391, but aragsatmed to have already done so.

Systematic Decomposition

We are now ready to shift gears and talk about the processmifitua specification for a program into a working
program. Essentially, given a well-defined task expressaome suitably high level of abstraction, we want to be
able to systematically transform the task into subtaskisd@ia be executed by a computer. We do so by repeatedly
breaking each task into subtasks until we reach the desved i.e., until each of the remaining tasks requires only
a machine instruction or two. The name for this procesysematic decompositionand the ECE190 textbook by
Patt and Patélprovides a detailed introduction to the ideas; the basieseplicated here for review purposes.

lvale N. Patt, Sanjay J. Patéhtroduction to Computing Systems: from Bits & Gates to C &®| second edition, McGraw Hill, New York,
New York, 2004, ISBND-07-246750-9.
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sequential - iterative conditional *

first
subtask

* subtask when subtask when

second condition holds condition does
subtask subtask for not hold

one iteration

| | I

y

When writing a program, it is often helpful to get out a shefgbaper and draw a few pictures of the data structures
before trying to write code. Similarly, it is often usefuldéaplicitly draw the organization of the code, which is where
systematic decomposition comes into play. Begin by draveirgingle box that implements the entire task. Next,
repeatedly select a box that cannot be implemented withgdesmachine instruction and break it down into smaller
tasks using one of the three constructions shown aboveer&gl iterative, or conditional. Some tasks require a se-
guence of subtasks; for these, we use the sequential cotsiribreaking the original task into two or more subtasks.
Some tasks require repetition of a particular subtask. & heske use of the iterative construction; determining the
condition for deciding when the iterative process shoultlierritical to using such a construction. Finally, somé&sas
divide into two (or possibly more) subtasks based on somdition. To make use of the conditional construction,
this test must be stated explicitly, and the steps for eattooe clearly stated.

does some
condition hold?

are we done
iterating?

Example: Decomposing Linked List Removal

As an examp|e, let’'s decompose the current current current current current
. _ (first iteration)  (second iteration) (third iteration) (fourth iteration) (fifth iteration)
task of removing one of our double Mlelt]

date data structures from a linked
list. For this task, we are given two head —_,
input variables. The variableead
holds a pointer to the list head, and
the variableelt holds a pointer to
the element to be removed from the
list. The variable names represent
the addresses at which these values ptr_to_link ptr_to_link ptr_to_link ptr_to_link ptr_to_link

. (second iteration) (third iteration)  (fourth iteration)  (fifth iteration) (last iteration)
are stored. Thus, at theegister
transfer language (RTL) level, we obtain a pointer to the first list element by readiogn M[head] , the memory
location to whichhead points. The figure to the right shows a picture of the list vatie possible value afit , for
which the dotted line and cross indicate the change to be reetthe data structure in order to remade from the
list.

ptr_to_link -
(first iteration) — -

The basic operation for removal is thus to iterate over thediements until we find the element that we want to
remove, then change the element’s predecessor’s link tu foihe element’s successor, as illustrated in the diagram
For this purpose, we make use of two additional variablesitieskeep in registers. The firgttr _to _link , points to

the link that might be changete., either the link field of a list element or to the memory looatin which the pointer

to the first element is held. The secondirent |, is simply the value to whichtr _to _link points. Wherturrent

has the value 0, we have reached the end of the listciilnent variable is thus a pointer to a double-date structure,
while theptr _to _link variable is a pointer to a pointer to a double-date structure
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initialize
variables

'

are we done
with the list?

' +

write new
link value

'

have we
found elt?

find and remove )
desired element handle one advance to remove element mark list
element next element from list as done
and advance L *

R !

We are now ready to systematically decompose the problemfldl chart on the left above shows the process after
one step of refinement in which we have dedicated a subtaskitizing theptr _to _link andcurrent variables.

For the next step, we decompose the task of finding and remdivéndesired element from the list. As discussed, this
step requires that we iterate over the elements of the tisyesuse an iterative construction, first testing whether we
have reached the end of the list, then handling one eleméngédterated subtask. We next decompose the process for
handling a single list element into two cases using a cantificonstruction. If the current list element is not eqoal t
elt , we move on to the next element in the list. If the currentdisment is equal telt , we remove it from the list

by overwriting the link pointer, at which point we are dondhthe task and can leave the loop. To do so, we update
our variables to indicate that the loop has completed. Téterédinement shown, at the right side of the figure above,
shows a sequential decomposition of the task of removindeanent into overwriting the link pointer and marking
the list as done (by setting tlearrent  variable to ONOT by changing the lit

At this point, we are ready to transform the tasks into RTL-
level instructions. We use three registers in our code. Reg-
ister R1 holdtr _to _link , i.e., the pointer to the pointer [ START }—= R1<-head |
to the element being considered for removal as we traverse
the list. Register R2 holdsurrent , a pointer to the ele-
ment being considered. We firdrrent by dereferenc- == -—--
ing ptr _to _link ,i.e. by reading from the memory loca-
tion to whichptr _to _link points. Finally, register R3 is
a temporary used to hold a pointer to the successeit of
when removing it.

R2 equals 0

zation)

I
|
I
I
I
I
I
We initialize our variables by setting R1 equal iead !
and dereferencing R1 to find R2. We compare R2 with & .
to decide whether or not we have finished the list. If not& |
we check whether we have fourdtt by comparing it !
with R2. If not (the left side of the conditional), we must
advance R1 to point to the link field of the next element |

in the list. Since R2 already points to the data structure, |

we need merely add the offset of the link field, whichis 6 '_ _| { RL<-R2+6 ‘ ‘R3 <- M[R2 + 61
assuming our example memory, and store the resultin R1.
We then dereference the new value of R1 to find the new *

value of R2 and continue with the next iteration. Once ‘ R2 <- M[R1] ‘ ‘ M[R1] <~ R3 %
we findelt (the right side of the conditional), we read
the value of the link field in the current element (again
at offset 6 from R2) and write it into the predecessor’s
link field (pointed to by R1), completing the removal of
elt . We then set R2 to 0 to end the loop. Once we have | END
fully decomposed the problem, two minor optimizations
become apparent (dashed lines in figure).

| (optimization)
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As an exercise, try to systematically decompose the probleimserting a new element into a linked list, given the
address of the head of the list and the address of the newdisieat. The simple version inserts the element at the
front of the list, but try writing a second version that irtsehe element at the end of the list.

Designing Iterations

Systematic decomposition provides a sound basis for omsfsfeps in programming, but addresses only the procedu-
ral aspects of a program. While low-level programming tasksalmost always procedural in nature, many high-level
decisions involve reasoning about the choice of interfhetween large code modules and the data structures used to
implement those code modules. In practice, success witietlatter design problems requires substantial program-
ming experience and exposure to previous approaches, ahdtisense is more the topic of our course than review
material.

However, systematic decomposition can also sometimeddeeaide that favors structure over clarity and simplicity,
and you should already be aware of alternative systemagicoaphes (or, perhaps, extensions) that can help you to
build your programming skills. Towards this end, we outlireev a more experienced programmer designs an iterative
task by asking a sequence of questions about the iteration:

1. What is the task to be repeated?

Whatinvariants hold at the start of each iteratioine., what statements do we know to be true at these times?
Under whastopping conditionsshould we end the iteration?

What should be done when we stop? The action might be élifféor each stopping condition.

How do we prepare for the first iteration?

6. How do we update variables between iterations?

ok wnN

You might notice that the early description and figure usedéscribe the linked list removal problem hinted at the
answers to these questions, which reflects the degree ttwhigprocess becomes internalized and automatic. The
concept of an invariant alone is quite powerful and usefahany other contexts, such as the design of data structures
and algorithms, while stopping conditions are fully analogto the base cases in recursive constructs.

We end by explicitly reviewing the answers for the case dfdihlist removal and showing that this approach leads
directly to the optimized form of the process. The task to dmented is consideration of a single list element for
removal. We define two variables to help with the removal,rdiedj their contents as our invariants. In particular
ptr _to _link points to the link that might be changed, angrent  is the value to whiclptr _to _link points. Note
that these definitiondo not necessarily hold in the middle of the iteratidfe end the loop when we either (1) reach
the end of the list, in which case we did not find the elementeadmoved (and might choose to return an error
condition), or (2) find the element to be removed, in whichecas do so. To prepare for the first iteration, we need
merely initialize our two variables to match their definimyariants. To update, we change the variables to point to
the next element. Asurrent  is defined to be the value to whighr _to _link points, we can always use one subtask
to setitup oncetr _to _link is ready, whether we are preparing for the first iterationnyr@ther.

Data Typesin C

We're now ready to move up a level of abstraction and to reutesvsame set of concepts as they appear in the
language C. High-level languages typically associatesyypth data in order to reduce the chance that the bits making
up anindividual datum are misused or misinterpreted aotédly. If, for example, you store your name in a computer’s
memory as a sequence of ASCII characters and write an asgprolgkam to add consecutive groups of four characters
as 2's complement integers and to print the result to theescte computer will not complain about the fact that your
code produces meaningless garbage. In contrast, mostéigHanguages will give you at least a warning, since such
implicit re-interpretations of the bits are rarely intemtal and thus rarely correct. The compiler can also gendrate
proper conversion code automatically when the transfaomatre intentional, as is often the case with arithmetic.
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Some high-level languages, such as Java, go a step furttiecctunally prevent programmers from changing the type
of a given datum (in most cases). If you define a type that sgmts one of your favorite twenty colors, for example,
you are not allowed to turn a color into an integer, despigefétt that the color is represented as a handful of bits.
Such languages are said togieongly typed.

The C language is not strongly typed, and programmers agddriaterpret any bits in any manner they see fit. Taking

advantage of this ability in any but a few exceptional cakegjever, usually results in arcane and non-portable code,
and is thus considered to be bad programming practice. Vastisconversion between types in more detail later in

these notes.

Each high-level language defines a numbgrrohitive data typesi.e., types that are always available in the language,
as well as ways of defining new types in terms of these prigstivThe primitive data types in C are signed and
unsigned integers of various sizes, single- and doubleigiom floating-point numbers, and pointers. New types can
be defined as arrays of an existing type, structures with ddielels, and enumerations.(, red, yellow, or blue).

The primitive integer types in C include both

unsigned and 2's complement representations. 2's complement unsigned
These types were originally defined so as td 8 bits | char unsigned char

give reasonable performance when code was16 bits | short unsigned short
ported. In particular, thént type is intended short int unsigned short int

to be the native integer type for the target 32 bits| int unsigned

ISA, which was often faster than trying to unsigned int

use larger or smaller integer types on a given 32 or | long unsigned long
machine.  When C was standardized, thesee64 bits | long int unsigned long int
types were defined so as to include a range 9764 bits | long long unsigned long long
existing C compilers rather than requiring all long long int unsigned long long int

compilers to produce uniform results. At the
time, most workstations and mainframes were 32-bit machindiile most personal computers were 16-bit, thus
flexibility was somewhat desirable. With the GCC compilerlanux, the C types are defined in the table above.
Although theint andlong types are usually the same, there is a semantic differeremmimon usage. In particular,
on most architectures and most compilerirg has enough bits to hold a pointer, whileian may not. When in
doubt, thesize in bytesof any type or variable can be found using the built-in C fiorcsizeof

Over time, the flexibility of size in C types has become legsanant

(except for the embedded markets, where one often wantsnevsn - .ZS complement gn3|gned
accurate bit-width control), and the fact that the size ofian 8 b'_ts ?nt8 = u?nt8 -t
can vary from machine to machine and compiler to compiler ha'=16 b!ts !m16 & u!mle _
become more a source of headaches than a helpful featute late | S2 PitS | int32 -t uint32 .t
1990s, a new set of fixed-size types were recommended farsiocl | 84 Pits | int64 -t uint64 t

in the C library, reflecting the fact that many companies Hezhdy developed and were using such definitions to make
their programs platform-independent. Although these gypshown in the table above—are not yet commonplace,
we encourage you to make use of them. In Linux, they can be mgéacluding thestdint.h  header file in user
code or thdinux/types.h header file in kernel code.

Floating-point types in C includidoat anddouble , which correspond respectively to single- and doubleipi@t
IEEE floating-point values. Although the 32-liilat type can save memory compared with use of 64ibitole
values, C's math library works with double-precision valugnd single-precision data are uncommon in scientific and
engineering codes. Single-precision floating-point autyedominates the graphics industry, but even there suppor
for double-precision will be prevalent soon.

Pointer types in C are formed by appending asterisks to theera a type. For example, am « is a pointer to an

int , and adouble * is a pointer to alouble . Thevoid * type is a generic pointer, and serves as a generic mem-
ory address. Pointers can, of course, also point to pointess example, ahort *+ is a pointer to a pointer to a
pointer to ashort (read it from right to left). Using more than two levels of irettion in this manner is rare, however.
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C Variables

Variables can be defined in one of two places in C: outside pfamction, or at the start of a compound statement (a
sequence of statements enclosed by braces). Historigatlyin contrast with C++, variables in C could not be defined
in the middle of compound statements, nor in expressiens for loops). Although permitted by recent standards,
declaring variables haphazardly tends to obscure typermédion

The scopeof a variable specifies what parts of a program can accessatietble, while itsstorage classspecifies
when and where in memory the variable is stored. For C vagloth scope and storage class depend on where the
variable is defined and upon whether or not the variable diefinis preceded by the qualifietatic

Variables defined in compound statements, including fondbodies, are accessible only within the compound state-
ment in which they are defined. Defining a variable with the esamame as another variable with a broader (but
enclosing) scopshadowsthe second variable, making it inaccessible within the fiestable’s scope. Shadowing
variables makes your code harder to read and more likelyritadobugs.

A variable defined outside of a function is accessible by adedn the file after its definition. If the variable is not
preceded by thetatic  qualifier, it is aglobal variable, and is also accessible from other files provided that the
variable has been declared before being used. Here weglisggmbetween gariable definition, which results in the
creation of a new variable, andvariable declaration, which makes a variable defined elsewhere accessible. In C,
variable declarations look the same as definitions, but ezegpled by the keyworeiktern . Header files usually
include declarations, for example, but not definitions¢sim variable definition in a header file produces a separate
copy of the variable for every file that includes the header @lobal variables should be used sparingly, if at all.

Variables in C are stored either on the stack or in a statia dagion allocated when the program is loaded into
memory. Variables declared outside of functions are plandtie static data region, as are variables declared in
compound statementnd preceded by thstatic  qualifier. For any variable declared in a compound statement
and without thestatic  qualifier, space is allocated on the stack as part of the ifumiststack frame whenever the
enclosing function begins execution, and is discarded wherfunction returnd. Such variables havautomatic
storage class. Multiple copies may thus exist if a functian call itself recursively, but only one copy is accessible
by name from any given execution of the function. Note that static  variable is declared inside a compound
statementpnly one copy existd hat copy is then accessible from all executions of the amfpfunction, even if the
function calls itself recursively, and the copy persistsrewhen the function is not currently executing, although no
code outside of the compound statement can access thelgdrabame.

The short sample code below illustrates variable dectaratand definitions.

extern int a _declaration; / * must be defined elsewhere * [
int = a_global _variable;
static double a file _scope _variable;

int a _function (short int arg)

{
static long int function _var; / * unique copy in static data area */
short function _var _on_stack; / * one copy per call to a _function * [
{
unsigned char another _stack _var;
if (arg == 0)
return O;
}
/ = another _stack _var is not accessible here. */
function _var on_stack = arg - 1;
return a _function (function _var _on_stack);
}

2stack frames, also known astivation records, are covered in detail for the x86 ISA in the next set of notes.
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Structures and Arrays

Structures can be definedin C using theuct  keyword. Struc- stuct two  _date t {

ture names technically occupy a separseme spacdrom vari- short birth  _day:
ables,i.e., one can use a variable and a structure with identical  ghort birth  _month:
names without syntactic errors, but overloading the mepofra short birth  _year;
symbol in this way makes your code hard to read and should be short hiring  _day;
avoided. If not explicitly defined as a new type, as discussed short hiring  _month;
the next section, structures used to define variables mcistdia short hiring  _year;

thestruct  keyword in the type name. For example, one can de-
fine a structure to represent two dates and then define dolaitde-

variables as shown to the right. struct wo  _date t my data, your _data;

Defining a structure does not cause the compiler to allotatage for such a structure. Rather, the definition merely
tells the compiler the types and names of the structtiedis. Variable declarations for variables with these new types
look and are interpreted no differently than variable dextlans for primitive data types suchias .

A structure definition enables the compiler to generateauetibns that operate on the fields of the structure. For
example, given a pointer to a double-date structure, thgp@denmust know how much to add to the pointer to find
the address of theiring _month field. The compiler must ensure that the instructions do maate rules imposed

by the architecture, such as address alignment. For examphkt ISAs use 8-bit-addressable memory but require that
32-bit loads and stores occur as if the memory were 32-litemsable,e., only using addresses that are multiples of
four. A processor for such an ISA is in fact not capable of anfing an unaligned load, and the compiler must avoid
generating code that requires any. It does so by insertiddipg bytes into the structure to guarantee proper field
alignment for the target ISAMaking assumptions about fields offsets and size for a sirié$ thus risky business
and should be avoidedlse thesizeof function to find a structure’s size and the field names to acitefields.

As with pointers, arrays of any type can be defined in C by simaplpending one or more array dimensions to a
variable definition:

int array[10]; / * an array of 10 integers */
int multi[5][9]; / * an array of 5 arrays of 9 integers */
struct two  _date _t example[7][5]; / * an array of 7 arrays of 5 double-date structures */

Arrays are laid out sequentially in memory, and the name efatitay is equivalent to a pointer to the first subarray
(i.e., of one fewer dimensions). With the examples abavegy is a pointer to the first of temt s, multi is a
pointer to the first of five arrays of niriet s, andexample is a pointer to the first of seven arrays of five _date _t
structures.

Defining New Types in C

As we've just seen, defining and using simple structures aaysdoes not require the creation of new named types,
but building complex data structures without intermedreimes for the sub-structures or arrays can be confusing and
error-prone. New types in C can be defined usingiyipe definition commandypedef , which looks exactly like a
variable declaration, but instead defines a new data type.

Examples appear to the right. The first line createﬁ,pedef int screen width t, screen _height _t;
two new types to represent the width and height of &pedef struct two _date _t two _date _t:

screen, both of which are simpiyt s. The second line typedef struct int chessboard A[8][8];

defines our double-date structure as a structure in its own

right, allowing us to define variables, pass paramettcs,without writingstruct  over and over again. The last line
defines a chess board as an 8-by-8 array of integers. The Usg iof the type names is a convention often used to
indicate to programmers that the name is a type rather thanable.

Enumerations are another convenient method for defining symbolic namesddous sets or one-bit flags. By
default, constants in aenum start at 0 and count upwards by 1, but any can be overriddessigranent, and the
symbols need not have unique values.



(©2004-2010 Steven S. Lumetta. All rights reserved. 11

A few examples follow. The left example defines three cortstand a fourth symbol that can be used to size arrays
to hold one valued.g, a human-readable name) for each of the constants. Constamalso be added or removed,
and the last value changes automatically, enabling the tentp check that arrays have also been updated when such
changes are made. The symbolic names are also passed imtebihgger, allowing you to use them with variables
of typeconstant _t. The middle example defines specific numeric values, somérfhaare identical. The right
example defines a set of values for use as one-bit flags.

typedef enum { typedef enum { typedef enum  {
CONSTA, [+ 0 */ VALUEA = 7, | = 7 */ FLAGA =1, [ * 1 */
CONSTB, [ = 1 «/ VALUEB, [ * 8 «/ FLAGB = 2, [ * 2 x/
CONSTC, [ * 2 %/ VALUEC =6, / * 6 */ FLAGC =4, [ * 4 */
NUMCONST k 3 ] VALUED [* 7 ] FLAGD = 8 [+ 8 */
} constant _t; } value ; } flag t;

C Operators

Basicarithmetic operators in C include addition<), subtraction), negation (a minus sign not preceded by another
expression), multiplication+(), division (), and modulus%). No exponentiation operator exists; instead, library
routines are defined for this purpose as well as for a rangeooé komplex mathematical functions.

C also supportbitwise operationson integer types, including AND&j, OR ( ), XOR (), NOT (~), and left k<)
and right &>) bit shifts. Right shifting a signed integer results inaithmetic right shift (the sign bit is copied),
while right shifting an unsigned integer results itogical right shift (0 bits are inserted).

A range ofrelational or comparison operatorsare available, including equality€), inequality (= ), and relative
order , <=, >=, and>). All such operations evaluate to 1 to indicate a true refatind O to indicate a false relation.
Any non-zero value is considered to be true for the purpobtests €.g, in anif statement or avhile loop) in C.

Assignmentof a new value to a variable or memory location uses a singlalesign €) in C. The use of two equal
signs for an equality check and a single equal sign for agsigmt is a common source of erroedthough modern
compilers generally detect and warn about such mistakes.afr@ssignment, the compiler produces instructions
that evaluate the right-hand expression and copy the regalthe memory location corresponding to the left-hand
expressionThe value to the left must thus have an associated memorgssidBinary operators extended with an
equal sign can be used in C to imply the use of the current \&ltiee left side of the operator as the first operand.
For example, A += 5" adds 5 to the current value of the variablend stores the result back into the variable.

Increment ¢+) and decrement{ ) operators change the value of a variable (or memory loggtind produce a result.

If the operator is placed before the expressiopréaincrement), the expression produces the new, incremented value.
If the operator is placed after the expressiopdat-increment, the expression producs the original, unincremented
value. The decrement operator works identically, and bbttoarse require that the expression be stored in memory
(e.g, use a variable, such as+).

The address of any expression with an ad-

_ _ A =B; [* MA] <- M[B] */
dress can be obtained with thddress op- A = «B; [+ MA] < MM[B]] ]
erator (&), and the contents of an address A = « B; / *+ M[A] <- M[M[M[B]]] */
can be read using theereference opera- A = &B; /* M[A] <- B */
tor (). Combining pointers and addresses A = &&B; / * not legal: &B has no address */
with assignments confuses many. Shown A = «&B; / * M[A] <- M[B] */
to the right are a few examples translating A = &B; / *+ M[A] <- M[B] (B must be a pointer) */
C assignments on variableésandB into ~ *A = B/ * MIM[A]] <- M[B] */
RTL. Note that the variable names in the ™ A = B: /* MIMIM[A]]] <- M[B] */

= B; / * not legal: &A has no address x [

RTL correspond to the memory addresses
at which the variables are stored.

The C language suppompeinter arithmetic , meaning that addition and subtraction are defined for potgpes. The
compiler multiplies the value added (or subtracted) by the ef the type to which the pointer points, then adds (or
subtracts) the result from the address to produce the nawgroirhus adding one to a pointer into an array produces
a pointer to the next element of the array.
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Two operators are used fbeld accesswith structures. With a struc- o date t my _data;

ture, appending a period followed by a field name accesses thawo _date _t + my.data _ptr = &my _data;
corresponding field. With a structure pointer, one can deegice the

structure and then access the field, but the notation is crsoime, my.data.hiring _day = 21;

so a second operator() is available for this purpose. The code to( * my-data).hiring -month = 7,

the right gives a few examples using our double-date strectu my_data->hiring  _year = 1998;

Severalogical operatorsare available in C to combine the results of multiple testiions: logical AND &&), OR

(I ), and NOT (). As with relational operators, logical operations evgdua either true (1) or false (0). The AND
and OR operators ushortcut evaluation, meaning that the code produced by the compiler stops dvaduzperands

as soon as the final result is known. As you know, ANDing anyltesith O (false in C) produces a false result. Thus,
if the first operand of a logical AND is false, the second opdra not evaluated. Similarly, if the first operand of a
logical OR is true, the second operand is not evaluated.t8ltting simplifies code structure when some expressions
may only be evaluated safely assuming that other conditiom$rue. For example, if you want to read from a stream
f into an uninitialized buffebuf and then check for the presence of the proper string, you cite: w

if (NULL != fgets (buf, 200, f) && 0 == strcmp (buf, "absquatul ate") {
[+ found the word! */
}

Calling the string comparison functietremp on an uninitialized buffer is not safe nor meaningful, thube file is
empty,i.e, if fgets returnsNULL, the second call should not be made. Shortcutting guarsititaeit is not.

Example: Linked List Removal Function in C

Let's now revisit our instruction-level linked typedef struct two _date _t two _date _t:
list example and develop it as a function in
C. First, we'll need to extend our double-date struct two  _date .t {

structure to include a pointer. short birth  _day;
. I short birth  _month;
As shown to the right, the type definition can short bith  _year;
precede the structure definition—in fact, by short hiring  _day;
putting the type definition in a header file and short hiring  _month;
keeping the structure definition in the source short hiring  _year;
file containing all structure-related functions,
you can prevent other code from making as- /= pointer to next structure in linked list */

sumptions about how you have implemented o -date _t= link;
the structure. I3

The next step is to develop thHanction signature for the linked list removal function. A function signature o
prototype specifies the return type, name, and argument types for éidanbut does not actually define the function.
This information is enough for the compiler to generatesctilthe function as well as to perform basic checks for
correct use and to generate necessary type conversioriscassid later.

The information needed as input to our function consistspafiater to the element to be removed and a pointer to the
head of the linked list. The element being removed might keditkt in the list, and our function will be more useful
if it can also update the variable holding this pointer rathan requiring every caller to do so.

As you may recall, C arguments grassed by valuemeaning that the arguments are evaluated and that théimgsul
values are copied (usually onto the stack) when a functiaraliied. No C function can change the contents of a
variable based only on the value of the variable, thus we imsstad pass a pointer to the pointer to the head of the
linked list, allowing the function to use this address toramthe head as necessary:

[ = function returns 0 on success, -1 on failure (e.g., element n ot in list) */
int remove _two _date (two _date _t*x head_ptr, two _date _t* elt);
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The code for the function is not much different structurditym that developed earlier for an instruction-level im-
plementation, but allows us to express the approach a fiithee clearly, and with explicit information about data

types:

[ = function returns 0 on success, -1 on failure (e.g., element n ot in list) */
int remove _two _date (two _date _t*+ head_ptr, two _date _t+ elt)
{

two _date _t*+ ptr _to _link;

two _date _t* current;

int ret  _val = -1;

ptr _to link = head;

current =  =ptr _to _link;
while (NULL != current) {
if (elt == current) {
*ptr _to _link = elt->next;
current = NULL;
ret _val = 0;
} else {
ptr _to _link = &current->next;
current =  *ptr _to _link;
}
}

return ret  _val;

A more succinct version is also possible using similar ofations as before, but the syntax of multiple levels of
indirection,i.e., pointers to pointers, does tend to be a little confusingstt fi

/= function returns 0 on success, -1 on failure (e.g., element n ot in list) * [
int remove _two _date (two _date _t+* head_ptr, two _date _t+ elt)
{
two _date _t* ptr _to _link;
for (ptr  _to _link = head; NULL != *ptr _to _link; ptr _to link = &( *ptr _to _link)->next) {
if (elt == *ptr _to link)  {
ptr _to _link = elt->next;
return O;
}
}
return -1;

Changing TypesinC

Changing the type of a datum is necessary from time to timesdmetimes a compiler can do the work for you. The
most common form ofmplicit type conversion occurs with binary arithmetic operations. Integer arittiman C
always uses types of at least the sizénof, and all floating-point arithmetic usésuble . If either or both operands
have smaller integer types, or differ from one another, tiragiler implicitly converts them before performing the
operation, and the type of the result may be different frooséhof both operands. In general, the compiler selects the
final type according to some preferred ordering in which flagpoint is preferred over integers, unsigned values are
preferred over signed values, and more bits are preferredfewer bits. The type of the result must be at least as
large as either argument, but is also at least as large s afor integer operations anddauble for floating-point
operations.

Modern C compilers always extend an integer type’s bit wikifore converting from signed to unsigned. The original
C specification interleaved bit width extensiongtio with sign changes, thuslder compilers may not be consistent,
and implicitly require both types of conversion in a singpeaation may lead to portability bugs.
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The implicit extension tint can also be confusing in the sense that arithmetic that seewwrk on smaller integers
fails with larger ones. For example, multiplying two 16-litegers set to 1000 and printing the result works with
most compilers because the 324hit result is wide enough to hold the right answer. In contrastitiplying two
32-bit integers set to 100,000 produces the wrong resuéiuscthe high bits of the result are discarded before it can
be converted to a larger type. For this operation to prodoeeotrrect result, one of the integers must be converted
explicitly (as discussed later) before the multiplication

Implicit type conversions also occur due to assignmentdik&larithmetic conversions, the final type must match the
left-hand side of the assignmemt g, a variable to which a result is assigned), and the comgiteply performs any
necessary conversiofince the desired type may be smaller than the type of the ealsigned, information can be
lost. Floating-point values are truncated when assigned toénse@nd high bits of wider integer types are discarded
when assigned to narrower integer typB&te that a positive number may become a negative number bitseare
discarded in this manner.

Passing arguments to functions can be viewed as a spe@adtassignment. Given a function prototype, the compiler
knows the type of each argument and can perform conversgparaof the code generated to pass the arguments to
the function. Without such a prototype, or for functionstwitariable numbers of arguments, the compiler lacks type
information and thus cannot perform necessary conversieading to unpredictable behavior. By default, however,
the compiler extends any integers to the width ofran.

Pointer types can also be automatically converted, but sodersions are much more restrictive than those for
numeric types. Automatic conversion of pointer types osanly for assignment (and argument passing), and is only
allowed when one of the pointers has tyoéd .

Occasionally it is convenient to use ex-
plicit type cast to force conversion from
one type to anotherSuch casts must be
used with caution, as they silence many of
the _warnings that a co_mpiler might oth_- printf ("9%f
erwise generate when it detects potentlal}
problems.One common use is to promote

integers to floating-point before an arithmetic operatias shown to the right. The type to which a value is to be
converted is placed in parentheses in front of the value.dstmases, additional parentheses should be used to avoid
confusion about the precedence of type conversion over offerations.

int numerator = 10;
int denominator = 20;

\n", numerator / (double)denominator);

Explicit type casts can also be used to force the compilgett pointers as integers, and to treat integers as addresse
(cast them back to pointers). Obviously, since the numbéitefrequired for a pointer as well as structure sizes can
vary based on ISA, operating system, and compiler, suck oasst be used with caution.

The C Preprocessor

The C language uses a preprocessor to support inclusiomwfion information (stored in header files) within multiple
source files as well as a macro facility to simplify unificatiof source code with multiple intended purposes, such as
portability across instruction set architectures.

The most common use of the preprocessor is to enable theaudigfinition of new types, structures, and function
prototypes within header files that can then be included fBreace within source files that make use of them. This
capability is based on thiaclude directive, #include , as shown here:

#include <stdio.h> / * search in standard directories */
#include "my _header.h" / * search in current followed by standard directories */

The preprocessor also supports integration of compile-tionstants into the original source files before compitatio
For example, many software systems allow the definition gfal®| such as\DEBUGNo debug) to compile without
additional debugging code included in the sources.

Two directives are necessary for this purpose: deéine directive #define , which provides a text-replacement
facility, andconditional inclusion (or exclusion) of parts of a file withiif /#else /#endif directives.
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These directives are also useful in allowing a single o
header file to be included multiple times without causig i‘qefml\j?((M:EAD?;ADEM)
ing problems, as C does not generally allow redefi; eline 3 . :
Iyt - ) L / = actual header file material goes here */
nition of types, variablesgtc, even if the definitions )
. #endif / * MYHEADERH */
match. Most header files are thus wrapped as shown to

the right.

The preprocessor performs a simple linear pass on the sandogoes not parse or interpret any C syntax. Definitions
for text replacement are valid as soon as they are defined rendeaformed until they are undefined or until the
end of the original source file. The preprocessor does rézegpacing and will not replace part of a word, thus
“#define i 5 " will not wreak havoc on youif statements.

Using the text replacement capabilities of the preproaatses have drawbacks, most importantly in that almost none
of the information is passed on for debugging purposes.slastdefined constants have thus been deprecated; use
anenum instead, which in combination witlypedef enables your debugger to support symbolic names rather than
forcing you to repeatedly translate.

In contrast, many systems still make use of parametrizadégkacement, also known aseprocessor macros A
macro definition includes a comma-separated list of argusredter the macro name. The arguments can then be used
in the replacement text. Consider, for example, the follgndefinition of a macro to calculate the cube of a number:

#define CUBE(a) ((@) * (@) * (a)) /= correct definition * [
#define CUBE (a) ((@) * (@) * (a)) !/ * no space allowed before arguments * [
#define CUBE(a) (a * a x a) /| * CUBE 4 +3) > (4 +3 * 4+ 3 x 4+ 3) */
#define CUBE(a) (@) * (@) * (a) / = similar potential precedence problems * [

Macros provide two main advantagesin C. First, as C provitliessupport for variable types, macros provide a way to
emulate such support. For example, to define the same atithatgorithm on both integers (faster) and floating-point
numbers (better dynamic range), one has to either copy ithe @omake use of macros to produce the two versions.
Similar usages are attractive when developing types ofctdjeith some shared properties, such as instructions in a
simulator or widgets in a drawing tool. However, as with othses of define directives, most systems do not pass
information about macros to debuggers. In languages like & Java, templates or simply class hierarchies can be
used instead, but sometimes at the cost of performance.

Some of the potential pitfalls with macros are shown in thanegles above. More subtle errors are also possible,
which is why people generally use a different conventiomfigicro namese(g, all capital letters) than for function
names. Consider, for exampl&UBE(i++) "—after text replacement, the variables incremented not once but three
times, with unpredictable results.

Defining macros for more than expressions can be problemdaédo interference between text replacement and C
syntax. For example: unlike functions, macros can chargeatues of their arguments by simply replacing the macro
call with an assignment, which can be confusing for programsmot familiar with macros.

Consider the range-limiting variable update shown to tgbtriThe back-

slashes at the end of each line are necessary to tell theopesgsor that #define. BACKOFF( -‘(’)")5_ \
the macro definition continues on the next line. This macrids/the ;((‘W)* (*;v) - ’1E-6) { §
argument issue by requiring a pointer to the variable to lzaghd. How- «( _w) - 1E-6- \

ever, writing a multi-line macro such as that shown aboveepaeveral }
additional problems.

For example, the macro as defined breaks if used as a simEenstat:

if (should _backoff)

BACKOFF (&var); / * semicolon is NOT part of the macro * [
else

SOMETHINGELSE (&var);

Wrapping the macro up as a compound statement i braces:{ ... }) does not solve the problem because of the
spurious semicolon in the user’s code.
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Instead, we wrap the entire macro asla {} while (0) loop, as #define BACKOFF( w) \
shown to the right. This approach works well in the sense tiat do { \
macro is fully equivalent to a function call returninvgid : it is a (-w) *= 05 \
single statement from the compiler’'s point of view, but mhostfol- it ( (m z 152) { s

\

lowed by a semicolon when used. Also, most modern compildts w
not generate additional instructions for the wrapper cesten when } while (0)
compiling without optimization.

One final use of macros is worth discussing here: their usepparting assertions for debugging. The GNU prepro-
cessor used withcc supports additional symbols that identify the current fitel ine of the macro instance, thus an
assertion defined as follows can print the file name and limebar of the failed assertion:

#define ASSERT(x) \
do { \
it (1) | \
fprintf (stderr, "ASSERTION FAILED: %s:%d \n", _FILE _, _LINE_); \
abort (); \
} \
} while (0)
Terminology
You should be familiar with the following terms after reaglithis set of notes.
¢ information storage in computers e variablesin C
— bits — declaration
— representation — definition
— data type — scope
— data structure — storage class
— fields — shadowing

— size of a type
— addressability of memory
using memory addresses

static ~ qualifier
global variable
automatic (stack) variable

— pointer — stack frame/activation record
— dereference e C operators
— pointer-array duality — arithmetic
— linked list — bitwise
e transforming tasks into programs — comparison/relational
— systematic decomposition — assignment
(sequential, iterative, and conditional tasks) — pre- and post-increment and decrement
— flow chart — address and dereference
— register transfer language (RTL) — pointer arithmetic
— invariant — structure field access
— stopping condition — logical
¢ high-level language data types — shortcutting
— strongly typed languages e functionsin C
— primitive data types — function signature/prototype
— sizeof built-in function — pass by value
e structures, arrays, and new typesin C e type conversion
— data structure in C — implicit type conversion
— struct  keyword — explicit type cast
— fields e the C preprocessor
— enumerations — include directive
— type definition — define directive

name space — preprocessor macro



