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Requirements
Integrity/End-to-End verifiability

Collected as cast: Each voter should be convinced that their 
vote was collected correctly

Counted as collected: Tallying is publicly verifiable

Secrecy

Honest voters’ votes are not revealed by the system (beyond 
what the tally reveals)

Incoercibility: Even corrupt voters should not be able to 
convince an adversary about their vote (i.e., no vote-buying)
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Use MPC?

Impractical

In the front-end, want voters not to have to do 
crypto, and arrive/leave one by one

OK in the back-end, but needs to be very 
efficient if a large election

Doesn’t account for incoercibility (unless security 
requirement augmented)
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Coercion: voters can get rewards from adversary by following 
adversary’s instructions in a detectable fashion

What is not coercion?

e.g. Adversary rewards the entire set of voters if all votes 
are for candidate A

Voters cannot follow arbitrary instructions from the 
environment and still collect the reward

Unavoidable coercion (even in the Ideal world)

We need to protect against further coercion than is possible in 
the Ideal world
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Hence REAL/c and REAL/u 
only as distinguishable as
IDEAL/c and IDEAL/u

∀    and    
∃    and   s.t.
∀  
IDEAL/c ≈ REAL/c
and
IDEAL/u ≈ REAL/u

Env

FF

IDEAL/uncoerced

Defining 
Incoercibility

Definition says nothing about the 
existence/choice of the Ideal 
coercion simulator     

i.e., if coercion can be 
simulated in Ideal, it can be 
simulated in Real too

Real as incoercible (and 
secure) as Ideal if: 
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First Try
Front-end:

Voters encrypt their votes using a threshold encryption 
scheme, and submit the vote; receives a receipt showing the 
ciphertext
The encrypted vote is publicly posted

Back-end:
A mix-net shuffles, decrypts the set of votes. Publicly tallied

Each candidate/observer can have a mix-net server
Public proofs given to each other (or to the public at 
large, using Fiat-Shamir heuristics)

Requires voters to use/trust 
computational devices

Provide encryption 
devices that have been 
“verified” by the public?
(Perception of) threats: 
difficulty in verifying 
devices, substituting 

devices...
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Challenge

Keep it simple for the voter 

No crypto to ensure vote collected as cast

Public list will contain information that proves to the voter that 
the vote collected is as cast

Should not allow voter to prove to a vote-buyer how the vote 
was cast
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Right-hand side: Vote-mark and encrypted
candidate list (and a serial number)

Right-hand part has enough information for tallying. Will be 
posted publicly. Also serves as receipt.

Auditing assures that w.h.p the two parts are consistent

Voter retains a copy of the right-hand part (possibly with a 
digital signature, verified by helpers outside the booth) as a 
receipt to verify the publicly posted vote. Left-hand part 
must be destroyed before leaving the polling-booth.
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Tallying: combine vote-mark and encrypted 
candidate list into an encrypted vote

Candidate list is cyclically permuted by s positions

Encryption encodes s

Homomorphically add vote-mark position to encryption 
of s, to get encryption of candidate’s index

Additive homomorphism: Use Paillier, or El Gamal 
with messages in the exponent (since only a few 
messages possible)
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To ensure collected as cast, need to ensure 
that the ballot papers are correctly formed

Auditing: before voting, select a random subset of ballots 
and have them decrypted

If no errors found in a large random sample (say half the 
ballots) probability of more than a few bad ballots is very 
small (say, 2-t probability that more than t bad)
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Officials should ensure ballot-sheet turned in is the same as 
ballot-sheet given

Randomization attack: Coercer can ask voters to mark the first 
candidate, thereby ensuring they vote randomly

Comparable to coercing to not cast a vote (allowed in Ideal)
Discarded receipt attack: If corrupt election authority learns that 
a receipt was discarded, can safely change the collected vote
Retained left-hand part: can be used to sell votes

Ensure it is destroyed. Also make decoys available
Printer’s key known: Attack if also (LHS,RHS) pairing known

13



Some Other Schemes

14



Some Other Schemes
Several schemes recently

14



Some Other Schemes
Several schemes recently

Few security definitions/proofs

14



Some Other Schemes
Several schemes recently

Few security definitions/proofs

Punchscan

14



Some Other Schemes
Several schemes recently

Few security definitions/proofs

Punchscan

Two-layer ballot-sheet

14



Some Other Schemes
Several schemes recently

Few security definitions/proofs

Punchscan

Two-layer ballot-sheet

the question, an assignment of candidates to codes (ran-
domized by ballot), and physical, circular holes half-an-inch
wide which reveal codes on the bottom sheet. The codes on
the bottom sheet match the codes on the top sheet, though
their order on the bottom sheet is randomized.

Alice, the voter, selects a candidate, determines which
code corresponds to this candidate, and uses a “bingo dauber”
to mark the appropriate code through the physical hole. The
use of this thick marker causes both sheets to be marked.
Then, Alice separates the two sheets, destroys one, and casts
the other. Individually, each sheet displays the voter’s choice
as either a code or a position, but the correspondence of
code to position is only visible when both sheets are to-
gether. A hash-committed permutation on both sheets al-
lows the administrators to reconstitute the discarded half
and recover the vote. Because Alice chooses which half to
destroy and which half to cast, she can eventually get as-
surance, with 50% soundness, that her ballot was correctly
formed: the election officials eventually reveal what the kept
halves should look like.

q r m x

8c3sw

Adam - x 

Bob - q

Charlie - r

David - m
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Figure 7: The Chaum Ballot: A ballot is composed
of two super-imposed sheets. Alice, the voter, marks
both sheets simultaneously using a dauber. The two
sheets are separated, one is discarded, and the other
is scanned and posted on the bulletin board. This
same half is also the voter’s receipt.

Auditing Prêt-a-Voter and Punchscan. In both Prêt-a-
Voter and Punchscan, there are two ballot auditing com-
ponents: verification of the correct ballot form, and verifi-
cation of correct tallying. In both schemes, a system-wide
cut-and-choose is performed before the election: for a ran-
domly selected half of the ballots, election officials reveal
the randomization values used in creating the ballots. These
audited ballots are thus spoiled, as they no longer protect
ballot secrecy. The remaining ballots, now proven to be al-
most all correct with very high probability, are used in the
actual election.

Once ballots are cast, they are shuffled, and the post-
election audit consists of Randomized Partial Checking [17]
on the shuffle and the prior permutation commitment.
Punchscan adds an additional verification of ballot form after
the election, thanks to the voter decision of which half to
keep and which half to discard. This guarantees that any
cheated ballot that made it through the initial audit will be
detected with 50% probability.

Limitations. In the case of Prêt-a-Voter, significant syn-
chronous involvement of election officials is required during
all audits. It is particularly challenging to interactively re-
veal the randomization values for half the ballots while keep-
ing the other half truly secret. Consequently, this audit is
performed by election officials in advance. Individual voters
must trust that this audit was performed correctly, in par-
ticular that election officials didn’t collude to produce faulty
ballots. This is a slightly weaker verification property than
we would like: ideally, voters should get direct assurance
that their vote was recorded as intended, without having to
trust election officials.

In the case of Punchscan, there is also some degree of
dependence on synchronous involvement of the election of-
ficials. While the additional check performed on the ballot
form certainly alleviates this situation—Alice now gets di-
rect assurance that her ballot was correctly formed—this
assurance comes after the close of elections. This delay may
reduce Alice’s trust in the system, since the error correction
protocol will likely be onerous.

3. THE SCRATCH & VOTE METHOD
We assume a single race for now. Section 4 naturally

extends these techniques to multiple races.

3.1 Election Preparation
At some point prior to election day, the list of candidates

is certified by election officials and publicized for all to see.
The l candidates are ordered in some fashion for purposes of
assigning index numbers (alphabetical order is fine). This
ordering need not be known by individual voters. Thus,
election laws on candidate ordering should not apply to here.

Election officials then jointly generate a keypair for the
election, where official Oi holds share sk (i) of the decryp-
tion key sk , and the combined public key is denoted pk . A
parameter M is chosen, such that 2M is greater than the
total number of eligible voters. Election officials ensure that
b = |n| is large enough to encode a multi-counter for l candi-
dates, each with M bits, i.e. b > Ml. A vote for candidate
j is thus encoded as Encpk (2

(j−1)M ). When all is said and
done, the election parameters are publicized:

params =
“
pk , M, {cand1, cand2, . . . , cand l}

”

Example. With l = 4 candidates, a candidate ordering is
assigned: Adam is #1, Bob #2, Charlie #3, and David
#4. With 2 × 108 eligible voters (big enough for the entire
US), we set M = 28 > log2(2 × 108). A Paillier public key
with |n| = 1024 bits is largely sufficient for this single-race
election. In fact, we could have up to 35 candidates for
this single race, or 7 races with 5 candidates each, without
having to alter cryptographic parameters.

3.2 Ballot Preparation
The Ballot. Our first S&V ballot is based on the Ryan Prêt-
a-Voter ballot[8]. Each ballot is perforated along a vertical
midline. On the left half of the ballot is the list of candidate
names, in a randomized order. The right half of the ballot
lines up scannable checkboxes (represented as lines in our
diagrams) with each candidate on the left half. The voter
will mark one of those checkboxes.
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use of this thick marker causes both sheets to be marked.
Then, Alice separates the two sheets, destroys one, and casts
the other. Individually, each sheet displays the voter’s choice
as either a code or a position, but the correspondence of
code to position is only visible when both sheets are to-
gether. A hash-committed permutation on both sheets al-
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and recover the vote. Because Alice chooses which half to
destroy and which half to cast, she can eventually get as-
surance, with 50% soundness, that her ballot was correctly
formed: the election officials eventually reveal what the kept
halves should look like.
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Figure 7: The Chaum Ballot: A ballot is composed
of two super-imposed sheets. Alice, the voter, marks
both sheets simultaneously using a dauber. The two
sheets are separated, one is discarded, and the other
is scanned and posted on the bulletin board. This
same half is also the voter’s receipt.

Auditing Prêt-a-Voter and Punchscan. In both Prêt-a-
Voter and Punchscan, there are two ballot auditing com-
ponents: verification of the correct ballot form, and verifi-
cation of correct tallying. In both schemes, a system-wide
cut-and-choose is performed before the election: for a ran-
domly selected half of the ballots, election officials reveal
the randomization values used in creating the ballots. These
audited ballots are thus spoiled, as they no longer protect
ballot secrecy. The remaining ballots, now proven to be al-
most all correct with very high probability, are used in the
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Once ballots are cast, they are shuffled, and the post-
election audit consists of Randomized Partial Checking [17]
on the shuffle and the prior permutation commitment.
Punchscan adds an additional verification of ballot form after
the election, thanks to the voter decision of which half to
keep and which half to discard. This guarantees that any
cheated ballot that made it through the initial audit will be
detected with 50% probability.

Limitations. In the case of Prêt-a-Voter, significant syn-
chronous involvement of election officials is required during
all audits. It is particularly challenging to interactively re-
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ing the other half truly secret. Consequently, this audit is
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must trust that this audit was performed correctly, in par-
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we would like: ideally, voters should get direct assurance
that their vote was recorded as intended, without having to
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Once ballots are cast, they are shuffled, and the post-
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the election, thanks to the voter decision of which half to
keep and which half to discard. This guarantees that any
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detected with 50% probability.

Limitations. In the case of Prêt-a-Voter, significant syn-
chronous involvement of election officials is required during
all audits. It is particularly challenging to interactively re-
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ing the other half truly secret. Consequently, this audit is
performed by election officials in advance. Individual voters
must trust that this audit was performed correctly, in par-
ticular that election officials didn’t collude to produce faulty
ballots. This is a slightly weaker verification property than
we would like: ideally, voters should get direct assurance
that their vote was recorded as intended, without having to
trust election officials.

In the case of Punchscan, there is also some degree of
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ficials. While the additional check performed on the ballot
form certainly alleviates this situation—Alice now gets di-
rect assurance that her ballot was correctly formed—this
assurance comes after the close of elections. This delay may
reduce Alice’s trust in the system, since the error correction
protocol will likely be onerous.
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ponents: verification of the correct ballot form, and verifi-
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cut-and-choose is performed before the election: for a ran-
domly selected half of the ballots, election officials reveal
the randomization values used in creating the ballots. These
audited ballots are thus spoiled, as they no longer protect
ballot secrecy. The remaining ballots, now proven to be al-
most all correct with very high probability, are used in the
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Once ballots are cast, they are shuffled, and the post-
election audit consists of Randomized Partial Checking [17]
on the shuffle and the prior permutation commitment.
Punchscan adds an additional verification of ballot form after
the election, thanks to the voter decision of which half to
keep and which half to discard. This guarantees that any
cheated ballot that made it through the initial audit will be
detected with 50% probability.

Limitations. In the case of Prêt-a-Voter, significant syn-
chronous involvement of election officials is required during
all audits. It is particularly challenging to interactively re-
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ing the other half truly secret. Consequently, this audit is
performed by election officials in advance. Individual voters
must trust that this audit was performed correctly, in par-
ticular that election officials didn’t collude to produce faulty
ballots. This is a slightly weaker verification property than
we would like: ideally, voters should get direct assurance
that their vote was recorded as intended, without having to
trust election officials.

In the case of Punchscan, there is also some degree of
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ficials. While the additional check performed on the ballot
form certainly alleviates this situation—Alice now gets di-
rect assurance that her ballot was correctly formed—this
assurance comes after the close of elections. This delay may
reduce Alice’s trust in the system, since the error correction
protocol will likely be onerous.
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of two super-imposed sheets. Alice, the voter, marks
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ponents: verification of the correct ballot form, and verifi-
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cut-and-choose is performed before the election: for a ran-
domly selected half of the ballots, election officials reveal
the randomization values used in creating the ballots. These
audited ballots are thus spoiled, as they no longer protect
ballot secrecy. The remaining ballots, now proven to be al-
most all correct with very high probability, are used in the
actual election.

Once ballots are cast, they are shuffled, and the post-
election audit consists of Randomized Partial Checking [17]
on the shuffle and the prior permutation commitment.
Punchscan adds an additional verification of ballot form after
the election, thanks to the voter decision of which half to
keep and which half to discard. This guarantees that any
cheated ballot that made it through the initial audit will be
detected with 50% probability.

Limitations. In the case of Prêt-a-Voter, significant syn-
chronous involvement of election officials is required during
all audits. It is particularly challenging to interactively re-
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ing the other half truly secret. Consequently, this audit is
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must trust that this audit was performed correctly, in par-
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we would like: ideally, voters should get direct assurance
that their vote was recorded as intended, without having to
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ficials. While the additional check performed on the ballot
form certainly alleviates this situation—Alice now gets di-
rect assurance that her ballot was correctly formed—this
assurance comes after the close of elections. This delay may
reduce Alice’s trust in the system, since the error correction
protocol will likely be onerous.
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ordering need not be known by individual voters. Thus,
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election, where official Oi holds share sk (i) of the decryp-
tion key sk , and the combined public key is denoted pk . A
parameter M is chosen, such that 2M is greater than the
total number of eligible voters. Election officials ensure that
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j is thus encoded as Encpk (2

(j−1)M ). When all is said and
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Example. With l = 4 candidates, a candidate ordering is
assigned: Adam is #1, Bob #2, Charlie #3, and David
#4. With 2 × 108 eligible voters (big enough for the entire
US), we set M = 28 > log2(2 × 108). A Paillier public key
with |n| = 1024 bits is largely sufficient for this single-race
election. In fact, we could have up to 35 candidates for
this single race, or 7 races with 5 candidates each, without
having to alter cryptographic parameters.

3.2 Ballot Preparation
The Ballot. Our first S&V ballot is based on the Ryan Prêt-
a-Voter ballot[8]. Each ballot is perforated along a vertical
midline. On the left half of the ballot is the list of candidate
names, in a randomized order. The right half of the ballot
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Figure 10: The Punchscan Scratch & Vote ballot sep-
aration. Alice separates the top and bottom sheets,
depositing the bottom sheet in the appropriate re-
ceptacle. The top sheet is effectively an encrypted
ballot. Note how the “codes” for each candidate are
intuitively chosen, not random.

Pre-voting Verification. Just like in the original Prêt-a-
Voter-based S&V ballot, Alice chooses two ballots. She au-
dits one by scratching off the scratch surface and having a
helper organization verify the randomization values for the
ballot’s candidate ordering. Alice then votes with the sec-
ond ballot, as the audited ballot with the scratch surface
removed is now void. One notable advantage of S&V is that
Alice can perform the audit before she casts her ballot.

Casting the Ballot. Alice marks her ballot in isolation.
Unlike the original Punchscan method, the markings in the
top-sheet bubbles do not bleed through to the bottom half.
When she is ready, Alice detaches the bottom half of the
ballot and discards it in the proper receptacle (where, again,
she can easily grab another bottom half to claim that she
voted for someone else.)

Alice then presents the top sheet of her ballot to the elec-
tion official, who treats it exactly like in the Prêt-a-Voter
Scratch & Vote ballot: verify the scratch surface, detach
and discard it, and scan the remainder. Again, this remain-
der serves as Alice’s receipt.

Scan &
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Figure 11: Casting a Punchscan Scratch & Vote bal-
lot. An election official verifies that the scratch sur-
face is intact, then tears it off and discards it in view
of all observers. The remainder is scanned and cast.
Alice then takes it home as her receipt.

6. THREAT MODEL
We consider various threats and how Scratch & Vote han-

dles them. We cover the threats thematically rather than
chronologically, as some threats pertain to multiple steps of
the election lifecycle.

6.1 Attacking the Ballots
Election officials. An election official might create bad
ballots in two ways: a completely invalid ballot or, more
perniciously, a valid ballot that does not match the human-
readable candidate ordering. In either case, the first line
of defense is the voter cut-and-choose: only a small num-
ber of such ballots can go undetected, since half of them
will get audited randomly. In the case of completely invalid
ballots, the verification is much more stringent: election of-
ficials would have to answer for certified ballots that do not
have a proper NIZK proof, and only valid ballots can have
proper NIZK proofs.

External parties. External parties may wish to introduce
fraudulent ballots, most likely as a denial-of-service attack
against voters at certain precincts, or, by vastly increas-
ing the number of complaints, as a denial-of-service attack
against election officials. These problems are thwarted by
the certified ballot list. The moment an election official dis-
covers an uncertified ballot, he can begin an investigation.
If officials fail to catch the problem, the voters’ helper or-
ganizations will. Consequently, fraudulent ballots should be
caught before the voter enters the isolation booth.

Collusion between officials and voters. A single mali-
ciously crafted ballot could alter the count significantly in
the homomorphic aggregation. This is particularly problem-
atic if the officials collude with a voter who won’t perform
the proper cut-and-choose audit because he is very much
interested in using the fraudulent ballot. Once again, the
NIZK proof on the bulletin board prevents this from ever
happening, providing a universally verifiable guarantee that
each cast ballot only contributes a single vote to a single
candidate for each race.

6.2 Attacking Ballot Secrecy
Leaky Ballots. Election administrators could leak informa-
tion about the ballot candidate ordering using the cipher-
text randomness. This threat is somewhat lessened with the
use of seed-based randomness, where a portion of the seed
is public and selected after the individuals ballot seeds are
picked. However, this topic requires further exploration.

Tampering with the scratch surface. Eve, a malicious
voter, may attempt to remove the scratch surface from her
ballot, read the randomization values, and replace the scratch
surface undetected. This would allow Eve to sell her vote,
given that her encrypted vote will be posted on the bulletin
board, along with Eve’s full name, for all to see and audit.
We must assume, as a defense against this threat, that the
scratch surface is sufficiently tamper-proof to prevent such
an easy replacement that would fool an election administra-
tor. Real-world experiments will be necessary to determine
if this is feasible.
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Back-Ends
Efficient (and publicly verifiable) MPC for tallying encrypted 
votes

Using mix-nets: Shuffle, decrypt and tally

Using homomorphic counters: Tally and decrypt

A single counter that is the concatenation of counters for 
each candidate

To add to a counter for a candidate, must add after 
appropriately shifting

In Prêt à Voter, information on RHS: encryptions of the 
shifted value to be added for each possible mark
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Subliminal channels from polling booth to the adversary 
that facilitate coercion

Coerced voters could be asked to bring along a 
“verifier” (implemented as scratch cards etc.) to which 
they should “prove” that they are voting as promised

Aggravated by allowing voters to audit at the polling-
booth

Internet voting? 

Coercion is hard to prevent, but can be mitigated by 
allowing voters to change votes any time
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“Standard” (a.k.a plurality rule or First Past the Pole): each 
voter has a single vote and candidate with most votes win

Approval voting: a voter can vote for arbitrary number of 
candidates; candidate with most votes win

Condorcet voting: voters provide a full-ranking; defines a 
“tournament” between candidates, so that A beats B if A 
appears above B in more rankings than vice versa. If the 
tournament has a champion who beats everyone else, that 
candidate wins. Several special rules for handling cycles.

Multiple round tallying: Supplementary vote, Instant Run-off 
elections, Single Transferable Vote

Front-end and back-end need to be modified
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Summary
Several recent proposals for electronic voting

Crypto tools based on homomorphic encryption

Aims to get unprecedented level of confidence from 
individual voters and public auditors (E2E security)

Challenge: Increases risk of coercion

A cyber-physical system with avenue for new protocol 
techniques and attacks

Few satisfactory security definitions yet (let alone proofs)
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