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LECTURE

11

Fully Homomorphic Encryption I

Informally, a cryptosystem that supports arbitrary computation on ciphertexts is known
as fully homomorphic encryption (FHE)[5]. Throughout the course, we have studied en-
cryption schemes for information transfer from one party to another party. However, if we
were to compute on data using our traditional encryption schemes, it would require that
data must be decrypted before it can be analyzed or manipulated. Naturally, one can ask
whether it is possible to compute on encrypted data. That is, can we compute a known
function on encrypted data without having access to the secret key.

Such an FHE scheme can be used for privacy-preserving outsourced storage and compu-
tation. In today’s lecture, we will see what is fully homomorphic encryption (FHE) scheme
and how to build an FHE scheme. We will also look at intuitive ways to construct FHE for
addition and multiplication.

Fact 11.1. Lattice cryptography is the only way we know to do leveled or fully homomorphic
encryption as of October 2019.

11.1 Recap

We provide a quick primer on the notation used in this section.

• All boldface values like sss,aaa are vectors where bold Capital AAA is a matrix.

• All plain values like q, e are scalars. All scalars apart from field modulus q are in field
Zq.

• The values aaa,AAA are public value seen by all parties, sss is secret value and e, eee are errors

Before stepping into how to build LWE-based FHE schemes, let’s briefly recap how to
build a private and public encryption scheme[2] based on the LWE problem. The Decisional
LWE assumption is as follows: given a matrix AAAn,m, and a corresponding LWE vector result
bbbm, determine whether bbbm is the resulting vector of a set of noisy linear equations whose
coefficients are in AAAn,m, OR whether the vector bbbm was simply drawn from sampling values
uniformly randomly from Zm
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Definition 11.2. Decisional LWEn,m, q,X : For all non-uniform probabilistic polyno-
mial time adversary A

| Pr
sss←Zn×1

q

AAA←Zn×m
q

eee←Xm

[A(AAA,sssTAAA+ eeeT ) = 1]− Pr
AAA←Zn×m

q

bbb←Zmq

[A(AAA,bbb) = 1]| = negl(n)

where q is a prime within O(2n), m = O(n log q)[3] and norm ‖ eee ‖= ω(log n). Where
ω(f(n)) means that e should be larger than f(n) asymptotically.

Next, we revise the secret key encryption (SKE) built from LWE which has m = 1. The
secret key here is a vector sss ∈ Zn

q . We refer to the previous lecture[1] for the definition of
SKE and only give an instantiation of one using LWE.

KeyGen(1n) : sss← Zn
q

Enc
sss←Zn×1

q

aaa←Zn×1
q

eee←X

(sss, µ ∈ {0, 1}) : (aaa, (b = sssTaaa+ e+ µbq
2
c) mod q)

Dec(sss,aaa, b) : b− 〈sssT , aaa〉 = (e+ µbq
2
c) mod q =

{
0 if b− sssTaaa mod q ∈ [−q4

q
4 ]

1 if b− sssTaaa mod q ∈ [ q4
3q
4 ]

LWE can also be used to build public key encryption(PKE) with public key pk = (AAA,bbbT =
sssTAAA+eeeT )) and secret key sk. Just as before, the interested reader can look at the definition
of PKE in the notes from the previous lecture[1]. Here we only provide an instantiation of
the scheme using LWE.

KeyGen
AAA←Zn×m

q

aaa←Zn×1
q

eee←Xm

(1n) : (sk = sss, pk = (AAA,bbbT = sssTAAA+ eeeT ))

Enc
rrr←{0,1}m

(pk = (AAA,bbbT ), µ ∈ {0, 1}) : (c1c1c1 = AAArrr, c2 = (bbbTrrr + µbq
2
c) mod q)

Dec(sk = sss, (c1c1c1, c2)) : c2 − sssTc1c1c1 = eeeTrrr + µbq
2
c mod q =

{
0 if c2 − sssTc1c1c1 mod q ∈ [−q4

q
4 ]

1 if c2 − sssTc1c1c1 mod q ∈ [ q4
3q
4 ]

Remark 11.3. Generally, we want the noise eee introduced to the equations that are sampled
from a distribution with zero mean and low standard variation. For the correctness of the
encryption scheme, we will require that the noise distribution bounds the noisy by ‖ e ‖≤ q/4
with high probability. As shown in the above decryption scheme, if the norm of noise is
bounded by q/4, the boundary between the case µ = 1 and µ = 0 is very clear and the
probability that decryption algorithm giving the wrong plaintext is very small. In practice,
X is usually a discrete Gaussian distribution over Zq. With Gaussian distribution that has
mean µ = 0 and standard variation σ to be very small, according to its probability density
function:

f(x) =
1√
2πσ

e−
x2

2σ2

we can get that the probability that the error goes beyond q/4 is negligible when σ � q/4.
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Remark 11.4. We also recall that parameters e, eee in both of the schemes above are neither
in the public key nor in the secret key! That is neither the Encryption algorithms or the
Decryption algorithms use it. But, it is also important for the security of the above schemes
that errors are not known to other parties even though it is not a part of the secret key.

11.2 Fully Homomorphic Encryption (FHE)

Let us consider the scenario shown in 11.1. A client has a secret value of x. The client
wants the server to do some computation on x without revealing what x is. To accomplish
the following we do we follow the below protocol: First, a ciphertext ct = Enc(x) is sent to
the server along with the desired function f . The server then computes a new ciphertext
ct∗ = Enc(f(x)) by evaluating x on another function g which is publicly computable from
f . After receiving ct∗ from the server, the client can use its secret key sk to get the desired
result of f(x). Note that in the following example, the server learns the function f so it is
aware of what computation is taking place, but cannot figure the values underneath.

Fully Homomorphic Encryption[6] refers to an extension of Encryption scheme with ad-
ditional keywords Fully and Homomorphic. Homomorphic in FHE refers to homomorphism
in mathematics: the encryption and decryption functions can be thought of as homomor-
phisms between plaintext and ciphertext domains. Fully refers to the fact that we can
evaluate any function. There is another variant called Levelled Homomorphic encryptions
where we restrict ourselves to evaluating only functions with certain complexity(depth).

Even though the Fully Homomorphic encryption scheme is our actual goal, in practice we
also consider a simplification leveled fully homomorphic encryption scheme. Leveled FHE
does not allow us to compute arbitrary functions f but only functions with a bounded depth
d. Informally, we already know what is the maximum number of sequential operations that
need to be performed (depth of the arithmetic circuit) and use that to construct our FHE.

client server

x

ct=Enc(x)

ct

please compute ''f''
on x

ct*=g(ct)

ct*

Dec(ct*)=Dec(Enc(f(x)))=f(x)

Figure 11.1: Outsourced Computation
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FHE allows operations and analysis of encrypted data without revealing the original one,
which removes the privacy barriers in several real-life applications.

Definition 11.5. Let C be a class of circuits where for each f ∈ C, f : {0, 1}n → {0, 1}.
An encryption scheme (KeyGen,Enc,Dec,Eval) is C-homomorphic if ∀f ∈ C, all cipher-
texts ct1, . . . , ctn, Eval(f, ct1, . . . , ctn) = ct∗ such that if ∀i, ∃mi, ri s.t. cti = Enc(mi; ri),
then Decsk(ct∗) = f(m1, . . . ,mn) and the Encyption scheme(Gen,Enc,Eval) is IND-CPA
secure.

Definition 11.6. We say that an encryption scheme (KeyGen,Enc,Dec,Eval) is fully
homomorphic if it is C-homomorphic ∀C.

At a high level, given ciphertexts ct1, . . . , ctn that encrypt m1, . . . ,mn, FHE should allow
anyone to output a ciphertext ct∗ that encrypts f(m1, . . . ,mn) for any desired function f
by evaluating another function g which is publicly computable from f . Thus, the key holder
could use the secret key sk to decrypt ct∗ and get the result of f(m1, . . . ,mn).

Note that each multi-bit output function f : {0, 1}n → {0, 1}k can be split into k single-
bit output functions f1, . . . , fk where ∀i, fi : {0, 1}n → {0, 1} and also we can generalize the
definition by regulating the input length of circuits in C from n to poly(n).

Remark 11.7. In the Leveled homomorphic setting, it is possible to hide the function f
being evaluated under a Universal function evaluator. That is if we know the bound of the
number of gates and depth of the circuits being evaluated, we can use the function f as an
argument to another universal function evaluator.

Eval(U, f, args) = f(args)

11.3 Construction of Fully Homomorphic Encryption:

As described previously, FHE is an encryption scheme (KeyGen, Enc, Dec) with an ad-
ditional algorithm called Eval. In particular, we want to construct such a Eval namely
for two operations, Addition, and Multiplication. Constructing such an FHE scheme which
must work for all functions f might seem like a daunting task, but can use the following
fact to ease our task.

Fact 11.8. All functions can be expressed by arithmetic circuits consisting of only addition
and multiplication gates. Therefore, we only implement our FHE operations for Addition
and Multiplication. We can recursively compute every gate in the arithmetic circuit homo-
morphically to get the output of the function.

Definition 11.9. An arithmetic circuit over a field Zq is a directed acyclic graph whose
vertices are called gates. Gates of incoming degree 0 are inputs to the circuit. All other
gates are labeled + or ×.

We usually consider arithmetic circuits with fan-in 2, in which case all of the + and ×
gates have in-degree 2. The figure 11.2 shows such a arithematic circuit.

Let us start with the simplest possible way to build an FHE for the addition operation.
For simplicity, let us consider that we want to single-bit numbers and output a single bit
number. This is equivalent to implementing the XOR operation.
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Figure 11.2: Arithematic circuit

11.4 FHE: Addition Operation

Remark 11.10. It is important to know that on the rest of this page, the symbols + are
being used interchangeably with ⊕. When we are saying addition, we XORing the messages.
We maintain this notion to be consistent with the literature in FHE.

Consider an encryption of message µ1 under the public key (sssTAAA + eeeT ,AAA). We call
sssTAAA + eeeT as bbb. One intuitive naive way to implementing addition might be addition of
ciphertexts.

Claim 11.11. c1 + c2 is an encryption of µ1 + µ2

c1 = (Ar1Ar1Ar1, br1br1br1 + µ1

⌊q
2

⌋
)

c2 = (Ar2Ar2Ar2, br2br2br2 + µ2

⌊q
2

⌋
)

cadd = c1 + c2 = (AAA(r1r1r1 + r2r2r2), bbb(r1r1r1 + r2r2r2) + (µ1 + µ2)
⌊q

2

⌋
)

It is possible to extend this to multi-bit XOR outputs by simply repeating the circuit
multiple times. However, it would only help in computing XOR for two k bit numbers. Let
us try to decrypt the ciphertext cadd and check what it decrypts to:

Dec(sk, cadd) = bbb(r1r1r1 + r2r2r2) + (µ1 + µ2)
⌊q

2

⌋
− sssTAAA(r1r1r1 + r2r2r2)

= (sssTAAA+ eeeT )(r1r1r1 + r2r2r2) + (µ1 + µ2)
⌊q

2

⌋
− sssTAAA(r1r1r1 + r2r2r2)

= eeeT (r1r1r1 + r2r2r2) + (µ1 + µ2)
⌊q

2

⌋
So applying the decryption algorithm we get µ1 + µ2 given the total error is small

|e1 + e2| ≤ q/4 where ei =‖ eeeTririri ‖). The important observation to note here is to perform
addition on two ciphertexts we need to assume hardness of LWE for stronger security pa-
rameters. Therefore, if we want to perform l addition operations, we would have to keep
our ‖ eeeTririri ‖) ≤

⌊
q
2

⌋
/l. The image shows the decryption algorithm works. With a very high

probability, decryption of encryption of 0 would be in the blue color zone and the decryption
of encryption of 1 will be in the orange zone.
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0 q/2 qq/4 3q/4

Figure 11.3: Decryption Error

Corollary 11.12. To compute addition + modulo 2k (instead of XOR ⊕) of k bit numbers
µ1 and µ2, we must modify the encryption scheme by changing the factor which is multiplied
with the plaintext from q

2 to q
2k+1 .

c1 = (Ar1Ar1Ar1, br1br1br1 + µ1

⌊ q

2k+1

⌋
)

c2 = (Ar2Ar2Ar2, br2br2br2 + µ2

⌊ q

2k+1

⌋
)

cadd = c1 + c2 = (AAA(r1r1r1 + r2r2r2), bbb(r1r1r1 + r2r2r2) + (µ1 + µ2)
⌊ q

2k+1

⌋
)

On the basis of the similar argument described above, the error of the equations for 1
addition be constrained by ei ≤ q

2k+1 .

Remark 11.13. It is also possible to implement a similar addition for the private key
encryption scheme using LWE. That is, adding two ciphertexts c1 and c2 corresponding to
µ1 and µ2 would also result in encryption of message µ1 + µ2.

11.5 Towards FHE multiplication:

Let us try to apply a similar logic for multiplying two ciphertexts. The components of
the vectors and dimensions do not check out, but we plan to investigate what happens
when we try to directly multiply the ciphertexts. By multiplication of ciphertexts, we mean
component-wise multiplication of the ciphertext tuple.

c1 = (Ar1Ar1Ar1, br1br1br1 + µ1

⌊q
2

⌋
)

c2 = (Ar2Ar2Ar2, br2br2br2 + µ2

⌊q
2

⌋
)

cmult = c1 ∗ c2 = (AAAr1r1r1 ∗Ar2r2r2, bbbr1r1r1 ∗ bbbr2r2r2 + (µ1 ∗ µ2)
⌊q

2

⌋ ⌊q
2

⌋
+ br1br1br1µ2

⌊q
2

⌋
+ br2br2br2µ1

⌊q
2

⌋
)

Again, we ask the reader to look over the fact that the dimensions in this system of
equations do not match. We are trying to investigate the possible problems to motivate to
a possible solution.

Problem 11.14. Applying the decryption step does not result in something clean which
can be easily decrypted directly.

Intuitively, we can see that the problem is that decrypting the first term does not get rid
of the noise directly. We are going to investigate this problem deeper in the next lecture,
but the high level idea is that if we naively multiply the ciphertexts and try to decrypt
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them, we are not able to reason about the noise. Following is a high level idea of how to
fix this: transform a ciphertext c2 with an operation G−1(c2) before multiplying it with c1.
This transformation must ensure that the values of G−1(c2) are small so that the error is
contained, but also must preserve the correctness of the scheme. There our final scheme
would be cmult = c1 ∗G−1(c2).
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