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Phishing

• What is phishing?


• Have you been phished recently?


• Are you good at detecting phishing? What do you look for?



Modern Phishing Infrastructure

• What is needed for a successful phishing attack?


• Phishing email


• Design, distribution


• Phishing website


• Domain, hosting, design, credential capture


• Monetization


• Direct abuse, lateral attacks, resale, more phishing 



Commoditization

• Early security: single attacker performs end-to-end compromise / exploit


• Kits provide software that automate compromise tasks


• Marketplaces provide compromise services 

• Specialists commoditize security vulnerabilities


• Phish email design, malicious hosting, domain generation, …


• Phish markets


• Sell compromised accounts


• Vertical integration


• Phishing-as-a-Service



Defending from Phishing

• Email security: minimize threat of spoofed email


• DKIM/DMARC


• Email scanning: find/block suspicious emails, scan attachments / links


• Spam filters, ProofPoint, Barracuda


• Browser defenses: identify suspicious web pages, blacklist hosts, highlight potential 
brand impersonation


• Chrome SafeBrowsing


• User training: education, fake phishing campaigns



Why is Detection Hard?

• Constantly evolving attacks


• New text, new vectors (attachments, zip files, google doc, email rendering, 
…)


• Polymorphism


• Attackers have access to detection tools


• User training has questionable value



Risk-Based Authentication

• Assign risk factors to each authentication attempt


• Require extra authentication (email/SMS/…) for more risky logins


• Report risky behavior to users / security teams


• In the limit, deny authentication altogether


• What are costs / benefits of this?


• What are the risk factors?



Risk Factors

• IP address / geolocation


• Location consistency: does it make sense for this user?


• Location reputation: do attacks often come from here?


• Device / browser fingerprinting: user consistency and automation detection


• User activity: time of day, biometrics, types of activity


• Attack detection: login fits patterns of attack campaigns


• How secure are these?


• How can these be reconciled with privacy?



Attack Compromise Detection

• Account Security Interfaces


• Expose account activity to users


• Compromised Account Detection


• Notify users of suspicious activity


• Force re-authentication, password change, account recovery



Machine Learning in Phishing

• Big reliance on learning in detection


• Identify suspicious email, websites, domains, activity


• ML innovation quickly adopted


• Feature-based classifiers -> deep learning -> LLMs


• Scale a big issue 


• False positives and false negatives highly costly



Un-phishable Credentials

• Passwords are:


• Static, portable, reusable


• Multi-factor authentication


• SMS, Authenticator, Duo, security key


• Proxy attacks, “MFA fatigue”


• Passkeys


• Non-portable (double-edged!)



Perspective

• Phishing is three decades old. Why haven’t we solved it?


• Will we still be dealing with phishing in a decade or three?
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Next Steps

• Start reading


• Volunteer for present / scribe


• Next lecture: reading / reviewing papers


• 1pm start!! 

• Never too soon to start thinking projects!


