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Why are we talking about Blockchain?

An overwhelming 85% requests

There are some very interesting and important 
networking+system+theory challenges

Disclaimer: I hold a portfolio of cryptocurrency



Overview

What is blockchain?

Blockchain applications

What are some major challenges?



Bitcoin

The first “killer app” of 
blockchain
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Electronic Currency System

Alice -> Mo
300

Payment and 
settlement 
networks

Today



Electronic $$$
without central authority

Build
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Essentially a consensus database or 
“ledger”
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What’s the core of EC?

Large-scale Key-value Consensus
Without Trust
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okay… PBFT?
It is complicated… but, basically, closed 

membership limits scalability
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Nodes will only accept valid 
transactions

sign_b(B->A, 300)

sign_b(B->M, 300)

sign_a(A->M, 30)

sign_a(A->M, 30)

e.g. sign_b(B->A, 800) is not valid
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Who to listen?
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Leader Election!

Everyone has different views



Challenge 2: IC Consensus

sign_b(B->A, 300)

sign_a(A->M, 30)

Alice Bob Mo

sign_a(A->M, 30)
sign_b(B->M, 300)

Who is the leader?

sign_a(A->M, 30)



Challenge 2: IC Consensus
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easy-to-verify puzzle!
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Challenge 2: IC Consensus
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blocks are built by solving puzzles (Mining)



Challenge 2: IC Consensus

Alice Bob Mo

sign_a(A->M, 30)
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Miner Incentives: TX fees and 
mining reward
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Consensus on a chain of blocks of Txs
blocks are built by solving puzzles (Mining)
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Challenge 2: IC Consensus

Alice Bob Mo

sign_a(A->M, 30)
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Fork of blockchain

Block1 Block1TX1
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Block2Block1 Block3

Longest chain wins, what’s the issue?

Block3’



Challenge 2: IC Consensus

Alice Bob Mo

sign_a(A->M, 30)
sign_b(B->M, 300)

Fork of blockchain

Block1 Block1TX1
TX2

TX3

Block2

Block2Block1 Block3

50% attack, rewrite of the entire history

Block3’
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Transaction Model: UTXO
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Output: 1 BTC->Alice, 2 BTC -> Bob, 2BTC -> Mo



BTC for real

Input: Genesis

Output: 25 BTC->Satoshi

Input: 1[0]

Output: 5 BTC-> Mo, 20 BTC -> Satoshi

Transaction Model: UTXO

Input: 2[0]

Output: 1 BTC->Alice, 2 BTC -> Bob, 2BTC -> Mo

UTXO in-memory list for easy validation



BTC for real

Mining Mechanism
Proof of Work (PoW)

H(Block3, new TX, nounce) < 0x0000aef1e….

Block2Block1 Block3

Solution Difficulty



BTC for real

Mining Mechanism
Proof of Work (PoW)

H(Block3, new TX, nounce) < 0x0000aef1e….

Block2Block1 Block3

Solution Difficulty

Control block 
interval











50X



Bitcoin

Large-scale Ledger Consensus
Without Trust
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Blockchain

Large-scale Shared State Consensus
Without Trust

Anything

Anything

Anything



Smart Contract

Large-scale VM Memory State Consensus
Without Trust



Smart Contract

Large-scale VM Memory State Consensus
Without Trust



What does this give us?

Smart Contract



What does this give us?

Smart Contract

Unalterable Program
that carries out only pre-defined logics

a.k.a “smart contracts”



Blockchain Applications



consensus on state
without p2p trust

Core Value Proposition

Open p2p system that achieves



Launch your own currency

Name Lunch Owed

Alice 1

Bob 2
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It’s just a program that maintains a 
map



Launch your own currency

Name Lunch Owed

Alice 1

Bob 2

Mo 0

It’s just a program that maintains a 
map

Useless?



Launch your own currency

Tokenize physical properties’ 
ownership



Launch your own currency

Tokenize physical properties’ 
ownership

Gold
USD

Paintings
House

Super expensive wine



http://www.4kphoto.net/4k-dragon-fantasy-gold-human

http://www.4kphoto.net/4k-dragon-fantasy-gold-human




Reform copyright
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Reform copyright

Have an idea?

Write an paper

Don’t want to put on arxiv cuz of $$$

Encrypt it

Put the hash of file on blockchain

Proof of originality!



Decentralized Autonomous Organization

E.g. Crowd VC

on chain



Decentralized Autonomous Organization

Vote on which 
startup to invest

on chain



Prediction Market

Stand behind your money

I am not suggesting it is legal or illegal



Integrated ID and PII control

Education 
Record

Health Record

Banking Record

Marriage Status

Mo



https://cointelegraph.com/news/kim-dotcom-explains-how-megaupload-20-will-take-bitcoin-to-the-moon



Not so fast



Technology Challenges in Blockchain



Privacy and Confidentiality

https://etherscan.io/address/
0xe7e8a4d3d0c6b43855be85f35bf86c38b370c01a

Challenges

“Mixer” as a hacky solution

Privacy by construct: Zcash, Monero



Correctness and Formal Verification

Challenges



Correctness and Formal Verification

Challenges



Off-chain data injection authenticity concerns

Challenges



Off-chain data injection authenticity concerns

Challenges

???



Security

Challenges



Security

Challenges



Legalization and Regulation Risks

Challenges
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BTC ETH Visa
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Scalability Scalability Scalability

Challenges

Transaction per second

BTC ETH Visa



Scalability Scalability Scalability

Challenges

Why?

What are possible solutions?

Next class


