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An overwhelming 85% requests

There are some very interesting and important
networking+system+theory challenges

Disclaimer: | hold a portfolio of cryptocurrency




What is blockchain?

Blockchain applications

What are some major challenges!?



Bitcoin

The first “killer app” of
blockchain



Electronic $$$



A Key Value Store




A Key Value Store

whose values are changed by transactions

Alice -> Mo
300




A Key Value Store

whose values are changed by transactions




Today
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Today

Payment and
settlement
networks

Alice -> Mo
300




Build

Electronic $$%
without central authority






Essentially a consensus database or
“ledger”







Large-scale Key-value Consensus
Without Trust

Alice m4ee
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Alice -> Bob 700
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Use private-public-key to sign txs

700
300 > Alice -> Mo 1
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Paxos?Raft!?

Alice ||

Bob |




Bob ||

Paxos?Raft!?

Malicious parties!
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Paxos?Raft!?

Malicious parties!
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Paxos?Raft!?

Malicious parties!

Alice -> Bob, 700

2 Alice -> Mo, 700
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okay... PBFT?

Alice -> Bob, 700

& Alice -> Mo, 700
Alice 1

Bob |




okay... PBFT?
It is complicated... but, basically, closed
membership limits scalability
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Alice m4ee

Alice -> Bob, 700

Alice -> Mo, 700
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Everyone just broadcast out
whatever T Xs s/he can sign

Alice |1

Bob ||




Everyone just broadcast out
whatever T Xs s/he can sign

sign_a(A->M, 30)

Bob ||




Everyone just broadcast out
whatever T Xs s/he can sign

sign_a(A->M, 30)




Nodes will only accept valid
transactions

e.g.sign_b(B->A, 800) is not valid

sign_a(A->M, 30)

sign_b(B->A, 300)

sign_a(A->M, 30)

"[:8 700

" sign_b(B->M, 300
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Everyone has different views

sign_a(A->M, 30)

sign_a(A->M, 30)

sign_b(B->M, 300

Bob ||




Everyone has different views

Who to listen?

sign_a(A->M, 30)

sign_a(A->M, 30)

sign_b(B->M, 300




Everyone has different views

Who to listen?

| eader Election!

sign_a(A->M, 30)




Who is the leader?

Alice Bob Mo

sign_a(A->M, 30) sign_a(A->M, 30) sign_a(A->M, 30)
sign_b(B->A, 300) sign_b(B->M, 300)



Solve a very hard-to-compute
easy-to-verify puzzle!

Alice Bob Mo

sign_a(A->M, 30) sign_a(A->M, 30) sign_a(A->M, 30)
sign_b(B->A, 300) sign_b(B->M, 300)



Solve a very hard-to-compute
easy-to-verify puzzle!

Alice Bob Mo
sign_a(A->M, 30) sign_a(A->M, 30) sign_a(A->M, 30)
sign_b(B->A, 300) sign_b(B->M, 300)

_ , 513 7

513 7

23 1;5 5 11915 698195 6

98 6 98 o 8 6 3
8 6 3 8 5 3 a 8l 13 1
Z ARE 5 a ANE 1 : 5 :
7 2 6 i 2 5 6 16

6 16 5 S 218 - 219 5




Solve a very hard-to-compute
easy-to-verify puzzle!

Alice Bob Mo
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The “newest” puzzle is based on
the solution of old puzzle

Alice Bob Mo

TX1 X4 i
sighi—atA>M;-30)
TX2 sigh—b(B->M,300)

TX7
TX3

Blockl



The “newest” puzzle is based on
the solution of old puzzle

Alice Mo
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The “newest” puzzle is based on
the solution of old puzzle

Alice Bob Mo

TX1 stigh—atA->M-30}
BlOCkl BlOCkl BlOCk2 .

TX2 sigh—=b{B->M;-300)

TX3

Consensus on a chain of blocks of Txs
blocks are built by solving puzzles (Mining)

Blockl w. mumed Block2' B SRS E 00 3 RPN




Miner Incentives: T X fees and
mining reward

Alice Bob Mo

TX1 stigh—atA->M-30}
BlOCkl BlOCkl BlOCk2 .

TX2 sigh—=b{B->M;-300)

TX3

Consensus on a chain of blocks of Txs
blocks are built by solving puzzles (Mining)
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Alice Bob Mo

o sigh—a{A->M-30)
Blockl Blockl Block? |

o sigh—b{B->M:300)

TX3

Block] k. mmmmmd Block2 L. ouna

Block3



Fork of blockchain

Alice Bob Mo

TX1 sighi—a{A->M;-30)
BlOCI(l BlOCkl BlOCk2 .

TX2 sigh—=b{B->M;-300)

TX3

Block| g Block? . s Block3

! Block3’




Fork of blockchain
Alice Bob Mo
ke Block?2 sigh—atA->M;30)
TX2 - |
TX3

Longest chain wins, what’s the issue!

Block| g Block? . s Block3
! Block3’




Fork of blockchain
Alice Bob Mo
ke Block?2 sigh—atA->M;30)
TX2 - |
TX3

50% attack, rewrite of the entire history

Block| g Block? . s Block3

! Block3’




‘ Input: Genesis
' Output: 25 BTC->Satoshi

Transaction Model: UTXO




Transaction Model: UTXO

‘ Input: Genesis
't Output: 25 BTC->Satoshi

- Input: 1[0]
Output: 5 BTC-> Mo, 20 BTC -> Satoshi |




Transaction Model: UTXO

‘ Input: Genesis
' Output: 25 BTC->Satoshi

- Input: 1[0]
Output: 5 BTC-> Mo, 20 BTC -> Satoshi |

‘ Input: 2[0]
| Output: | BTC->Alice, 2 BTC -> Bob, 2BTC -> Mo




Transaction Model: UTXO

‘ Input: Genesis
I Output: 25 BTC->Satoshi

Input: 1[0]

UTXO in-memory list for easy validation




Mining Mechanism
Proof of Work (PoVWV)

H(Block3, new TX; nounce) < 0x0000aefle..

____________ = T

Solution Difficulty

Block| e Block2 . s Block3




Mining Mechanism
Proof of Work (PoVWV)

H(Block3, new TX; nounce) < 0x0000aefle..

____________ = T

Solution Difficulty

el s COntrOI bIOCk

interval
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Large-scale Ledger Consensus
Without Trust

Alice m4ee




Anything " i

Large-scale Shared State Consensus
Without Trust

Anything ',

| Anything |




Large-scale VYl Memory State Consensus
Without Trust




Large-scale VYl Memory State Consensus
Without Trust

State State'
14c5f8ba: 14c5f8ba:
- 1024 eth ; - 1014 eth
Transaction

bb75a980: From: bb75a980:
- 5202 eth 14c5f88a - 5212 eth
it . . If lcontract.storage(tx.data[0]]:
! Comvacraao et = st T 752080
[0, 235235, 0, ALICE ... % VaI;:: % [0, 235235, CHARLIE, ALICE ..
892bf92f: Data: 892bf92f:
-0 eth 2, -0 eth s o
send(tx.value / 3, contract.storage[0]) CHARLIE send(tx.value / 3, contract.storage

X send(tx.value / 3, contract.storage(1))
z::g:tt::::::j: ; g gz::::g::::::gzgg Slg: s:nd(t:.valu: /3, cgntract.stgragglzn

30452fdedb3d [ALICE, BOB, CHARLIE ]

[ALICE, BOB, CHARLIE ] 7059f2ceb8al
4096ad65: 4096ad65:
- 77 eth - 77 eth




What does this give us!?



What does this give us!?

Unalterable Program
that carries out only pre-defined logics

a.lk.a ““smart contracts’’



Blockchain Applications



Open p2p system that achieves

consensus on state
without p2p trust



It’s just a program that maintains a
map

Name Lunch Owed

Alice

Bob
Mo



It’s just a program that maintains a
map

Name Lunch Owed

Alice

Bob



Tokenize physical properties’
ownership



Tokenize physical properties’
ownership

Gold
USD
Paintings
House
Super expensive wine



IR \ iy /



http://www.4kphoto.net/4k-dragon-fantasy-gold-human
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Have an idea?




Have an idea?

Write an paper




Have an idea?

Write an paper

Don’t want to put on arxiv cuz of $$$



Have an idea?

Write an paper
Don’t want to put on arxiv cuz of $$$

Encrypt it



Have an idea?

Write an paper
Don’t want to put on arxiv cuz of $$$
Encrypt it

Put the hash of file on blockchain



Have an idea?

Write an paper
Don’t want to put on arxiv cuz of $$$
Encrypt it
Put the hash of file on blockchain

Proof of originality!






Vote on which
startup to invest




Probability (%)
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Stand behind your money

BREMAIN

BREXIT

| am not suggesting it is legal or illegal
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Not so fast



Technology Challenges in Blockchain



Privacy and Confidentiality

https://etherscan.io/address/
Oxe7e8a4d3d0c6b43855be85135bi86c38b370c01a

“Mixer” as a hacky solution

Privacy by construct: Zcash, Monero



Correctness and Formal Verification
| | . |

050 MILLION HACK JUST
SHOWED THAT THE DAO WAS
ALL TOO TIUMAY




Correctness and Formal Verification
| P11
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Off-chain data injection authenticity concerns

Theresa May Calls for New Election in
Britain, Seeking Stronger ‘Brexit’ Mandate

D+ STEVINERLANGIR NTL 18207 000 ‘2_807
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Security




Security

IMAGINATION -

HIS LAPTOP'S ENCRYPTED. HIS LAPTOP'S ENCRYPTED.

LETS BUILD A MILLION-DOLLAR | | DRUG HIM AND RIT HIM WITH
cwm To CRACK \T THIS $5 WRENCH UNTIL

o Socot 1Tk Hamlsusmmm

BLPST‘OUR

g @%’VR



Legalization and Regulation Risks

WOMENEFORBES MAR10,2017 @ 04:20 PN 40,795 & The Littis Black Book of Billionaire Secrets

SEC Rejects Winklevoss Bitcoin ETF, Sending Price
Tumbling

Q0ODO

Laura Shin, @ c<rimsuox
[ cover Bitcoin, blockchoin, fintech, personal finance and career FULL BIO v

&

Opiricns exaressed 7y Forbes Contr btors are their own.

On Iriday, government regulators dampened the
dreams of bitcoin enthusiasts, speculators and
entrepreneurs Tyler and Cameron Winklevoss when it
declined to approve the twins’ proposal for a bitcoin



Scalability Scalability Scalability

BTC ETH Visa

Transaction per second



Scalability Scalability Scalability

BTC ETH Visa

Transaction per second



Scalability Scalability Scalability

I
BTC ETH Visa

Transaction per second



Challenges o

Scz:

BTC Visa

Transaction per second




Scalability Scalability Scalability
Why!

What are possible solutions?

Next class



