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DoS in the real world

Source: Arbor Networks

Disclaimers:

® Survey of |l network operators, not direct
measurement
e Arbor sells network security solutions :-)



DDoS 1s frequent and can be big

Average Number of DDoS Attacks per Month
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Figure 17 Source: Arbor Networks, Inc.
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Many types of attacks
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Figure 6: Largest Observed Attack Vectors

Source: Arbor Networks, Inc.

[2009 data]

B Flood-Based (e.g, UDP, ICMP)
" Protocol-Based (e.g, RST, SYN, Frag)
Application-Based (e.g, URL, GET, DNS, SQL)

. Other

Application-Layer DDoS Attacks
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Figure 7 Source: Arbor Networks, Inc.
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Motivation

Attack Motivations Considered Common or Very Common
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Figure 20 Source: Arbor Networks, Inc.

B Political/ideological
" Nihilism/vandalism
Online gaming
B Criminals demonstrating capabilities
" Social networking
.~ Misconfiguration/accidental
B Unknown
% Inter-personal/inter-group rivalries
7 Competitive
7, Criminal extortion attempts



DDoS defense

“destination-based
remotely triggered

DDoS Mitigation Tools Used blackholin g”
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Figure 27 Source: Arbor Networks, Inc.

B Access control lists (ACLs)

| Destination-based remote-triggered blackhole (D/RTBH)
Intelligent DDoS mitigation systems (IDMS)

M Firewall

| Source-based remote-triggered blackhole (S/RTBH)
Load-balancer

M PS

% Content delivery network (CDN)

7 FlowSpec

% DPI systems

% None

% Other



DoS in context

Most Significant Operational Threats
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Figure 6 Source: Arbor Networks, Inc.

B DDoS attacks towards your customers

| Infrastructure outages due to failure/misconfiguration
Botted/compromised hosts on your network

B Infrastructure outages due to DDoS

"l DDoS attacks towards your infrastructure

| DDoS attacks towards your services

B New vulnerabilities

% Zero-day exploits

7 Under-capacity for bandwidth

7 Hacktivism

% Other



Week after next: midterm project presentations

Be ready by Tuesday of that week

5 minute presentation, 5 minute questions

= What problem are you solving?

= Why has past work not addressed the problem!?
= What is your approach for solving it?

= What are your preliminary results & progress!?




