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This paper advocates the use of a monitor-and-recover program-
ming paradigm to enhance the reliability of software, and proposes
an architectural design that allows software and hardware to coop-
erate in making this paradigm more efficient and easier to program.

We propose that programmers write monitoring functions as-
suming simple sequential execution semantics. Our architecture
speeds up the computation by executing the monitoring functions
speculatively in parallel with the main computation. For recovery,
programmers can define fine-grain transactions whose side effects,
including all register modifications and memory writes, can either
be committed or aborted under program control. Transactions are
implemented efficiently by treating them as speculative threads.

Our experimental results suggest that monitored execution is
more amenable to parallelization than regular program execution.
Code monitoring is sped up by a factor of 1.6 by exploiting single-
thread instruction-level parallelism, and by another factor of 1.6
using thread-level speculation. This results in an overall improve-
ment of 2.5 times and a sustained 5.4 instructions-per-cycle per-
formance. A monitored execution that used to be 2.5 times slower
executes with a degradation of only 12% when compared to the
performance on the baseline machine. We also show that the con-
cept of fine-grain transactional programming is useful in catching
buffer overrun errors through a number of real-life examples.

1. INTRODUCTION

Developments in semiconductor technology and computer archi-
tecture over the past years have led to tremendous increases in com-
puting performance. Today’s high-end microprocessors offer much
more computing power than the vast majority of existing software
applications can fully utilize. On the other hand, non-performance
metrics such as security, availability, reliability, and usability have
become much more important. Errors and vulnerabilities in soft-
ware programs have caused tremendous losses of data and pro-
ductivity in the workplace, catastrophic mission failures and much
more. Researchers are beginning to look at how the abundance of
computing power that is available can be leveraged to address these
“quality-of-life” computing issues.

Despite much work in the past on code verification and error de-
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tection tools, it remains the case that only small amounts of critical
software can be proven to be correct. As the old saying goes, “to
err is human.” We believe that program errors can never be fully
eliminated from complex software. As a complement to code ver-
ification techniques, we advocate introducing additional code into
programs to monitor whether they are behaving correctly and to
recover from errors. Because code monitoring can add significant
overhead to a program’s execution time and error recovery code can
be complex, we propose the use of computer architecture support to
make this “monitor-and-recover” style of programming both more
efficient and easier to write.

1.1 Contributions

In this paper, we identify two programming idioms that enhance
software reliability and propose an architectural design to support
these schemes.

Efficient fine-grain code monitoring. To monitor the execution
of a program properly, it is often necessary to invoke monitoring
functions at relatively fine granularity throughout the execution of
a program. Monitoring may be performed at procedural or basic
block boundaries or even for all memory operations. Unfortunately,
monitoring can add many more operations to a program. The run-
time overhead has curbed the use of monitoring in production code,
and to some extent, even in the software development and debug-
ging cycle.

Monitoring functions need to observe the main program’s state,
but unless anomalies are detected, they do not have any effect on the
execution of the main program. Thus, these functions can often be
run in parallel with the main program as well as with each other. To
keep programming simple, we propose that programmers simply
identify these monitoring codes and assume that they are executed
sequentially like any other functions in the program. The hardware,
however, will execute these monitoring functions in parallel with
the original program speculatively.

The concept of thread-level speculation (TLS)[1, 10, 22, 25, 29]
has been proposed previously to speed up the execution of sequen-
tial programs. As originally proposed, a sequential program is di-
vided up into threads, which may or may not be dependent upon
one another. The hardware executes the threads simultaneously, but
monitors the read and write operations of each thread to detect any
data dependences that are violated due to the parallel execution. If
a hazard is detected, the hardware aborts the thread that is supposed
to execute later in the original sequential execution, eliminating all
its side effects. The advantage of this approach is that the hardware
can follow multiple threads of control at the same time, allowing
operations that are far apart to be executed simultaneously.

Because of the fine granularity of monitoring functions, we adopt
an architecture most similar to the proposed DMT machine[1]. Our
proposed machine builds on the concept of simultaneous multi-



threading (SMT)[33], where a dynamic scheduler allows threads
to share a common pool of hardware resources. Data hazards be-
tween threads are handled by augmenting the functionality of the
load-store queues. We use value prediction to minimize rollbacks
due to data hazards.

Fine-grain transactional programming. Writing error recovery
code is difficult because the code must reverse any side effects that
are no longer desired. Borrowing the concept of transactions from
databases, we propose that a program be structured as a series of
transactions. Each transaction is a unit of computation whose side
effects, which include all changes made to registers and memory,
can be committed or discarded as a unit. Error recovery can be
achieved by simply applying an end-to-end check of the integrity
of the computation and rolling back the transaction to its initial state
if necessary.

To support transactional programming, we introduce a number
of instructions with which the software determines when to start a
transaction and ultimately whether to commit or abort. The TLS
machine executes the transaction as a speculative thread; the side
effects are saved in the speculative buffers, which can then be com-
mitted or discarded. The size of these buffers limits the amount of
side effects that can be allowed in a transaction, so we suggest using
the processor data cache to buffer larger amounts of transactional
state.

Empirical validation. We have evaluated our proposed archi-
tecture through a number of case studies. Our experiments with
four different examples of execution monitoring show that the hard-
ware reduces the overhead of monitoring overall by a factor of 2.5,
and even provides a respectable factor of 1.6 speedup once single-
thread instruction-level parallelism (ILP) benefits are factored out.
Our machine consistently executes 5.4 instructions per cycle (IPC),
which is significantly greater than typical results obtained when
TLS is applied to ordinary sequential programs. We also show that
the concept of fine-grain transactional programming is useful in
catching buffer overrun exploits through a number of real-life ex-
amples.

Evolution of new programming paradigms. This research tries
to look ahead to the future and proposes architectural concepts that
promote new and more effective programming paradigms that are
considered impractical on today’s architectures. The more tradi-
tional approach to computer architecture research has been to tune
our architectures according to the characteristics of existing ap-
plications. If we only optimize for today’s applications, the ma-
chines will be ill-suited to new programming paradigms; on the
other hand, without an efficient implementation, new paradigms
are hard to get established. Our proposed research approach is an
attempt to break this cyclic dependency; we hope this will lead to
a better combination of programming paradigms and architectures
that together improves our ability to create reliable software.

In the past, so much energy has been devoted to squeezing the
last drops of performance out of existing applications that we are
seeing diminishing returns from new architectural features that are
proposed. Programs written in new paradigms have different char-
acteristics, and thus provide opportunities for new architectural de-
velopment. In particular, achieving significant performance gains
by applying thread-level speculation to existing non-numeric pro-
grams has proven difficult. We show in this paper that the self-
monitoring programs are more amenable to thread-level specula-
tion.

1.2 Organization of the Paper

The rest of the paper is organized as follows. Section 2 dis-
cusses the concept of execution monitoring: its uses, associated

programming tools, and the characteristics of the monitoring func-
tions. Section 3 motivates the need for transactional programming
and proposes some concrete high-level syntax for expressing trans-
actions. Section 4 presents our proposed architecture. We discuss
how the architecture supports procedural speculation and transac-
tional programming, our value prediction scheme, and our cache
design for storing the speculative state. Section 5 evaluates the ma-
chine and our primitives on some sample codes. We then discuss
related work and conclude in Sections 6 and 7, respectively.

2. EXECUTION MONITORING

The concept of execution monitoring has been used in the past
for a variety of purposes: architectural evaluations, off-line perfor-
mance tuning, on-line optimization, program debugging tools, and
dynamic program verification. Execution monitoring is so common
that new programming languages as well as binary and bytecode
rewrite tools have been developed to facilitate adding instrumen-
tation to programs. Here, we advocate additional support for ex-
ecution monitoring at the architectural level in order to make this
paradigm more efficient.

2.1 Uses of Execution Monitoring

Practitioners often use profiling to understand the bottlenecks in
their system and tune the performance of programs. Dynamic lan-
guages like Java have been shown to benefit greatly from dynamic
optimizations. These optimizations rely on profile data gathered
by instrumenting the program to identify the frequently executed
code regions or frequently used parameters. Execution monitoring
is also widely used in computer architecture research to determine
how programs behave under different architectural models.

Apart from performance analysis and optimization, execution
monitoring has also been used in a variety of ways to improve soft-
ware reliability. Application-specific assertions are added to the
code by programmers, and safe languages add checks to ensure,
for example, that there are no null dereferences or out-of-bound
array accesses during execution.

A number of execution monitoring tools have been developed to
watch for common errors in programs. StackGuard is an exam-
ple of a tool that stops buffer overrun attacks, which have been a
major cause of recent software vulnerabilities[6]. StackGuard in-
serts checks into the code to ensure that the run-time stack has not
been inappropriately tampered with. Execution monitoring tools
that help find memory management errors are widely used. For ex-
ample, Purify monitors memory accesses to detect memory leaks,
duplicate frees and illegal access errors such as reading past the end
of heap-allocated objects or from uninitialized memory[12].

While StackGuard and Purify are designed to find specific types
of programming errors, DIDUCE is a more general tool that
helps programmers find all kinds of application-specific bugs[11].
DIDUCE instruments Java bytecode to watch the data values ac-
cessed at various code points in the program. It creates a model
of the correct behavior as the program runs, reports a potential er-
ror whenever it encounters a violation of the model extracted and
then relaxes the model. By doing so, DIDUCE usually alerts the
programmers of errors as they first appear, rather than waiting for
the corrupted data to cause program exceptions or failure. This
technique has been demonstrated to help programmers quickly di-
agnose bugs that result from algorithmic errors in handling corner
cases, errors in expected inputs, and developers’ misconceptions
about the APIs of software components they use. DIDUCE also
helps programmers find hidden errors, errors that can silently com-
promise the integrity of the result and cause even greater damage
than obvious errors that crash a program.



Today, these execution monitoring tools are used mainly during
the debugging phase of software development. In fact, there are
also many advantage to including execution monitoring codes in
production software. By detecting run time errors in the software,
execution monitoring can prevent errors from silently compromis-
ing the integrity of the system and data. In addition, it may be
possible for software to capture error information and send it back
to the developers for analysis, alert the user to take precautions be-
fore a harder failure occurs, or even attempt to recover from errors.
However, the large overhead introduced by execution monitoring
has not only made execution monitoring infeasible in production
software, but also limited its usage in software development.

2.2 Tools for Execution Monitoring

Extensive monitoring code is usually inserted automatically by
a program. For example, a compiler might insert relevant safety
checks at all appropriate code points. ATOM[27] and EEL[16] are
examples of binary rewrite tools that help programmers instrument
binaries. BCEL is an example of a Java bytecode rewrite tool[7].
These tools allow users to insert calls to user-supplied routines at
specified code points, such as before or after basic blocks, proce-
dure calls, or data accesses.

Support for execution monitoring is one of the motivations be-
hind the development of aspect-oriented programming[15]. To en-
hance modularity of software, aspect-oriented programming allows
programmers to create an aspect that groups together behavior that
cuts across typical divisions of responsibility in a given program.
For example, monitoring code to be inserted at the beginning and
at the end of every function would be organized as an aspect. The
aspect compiler would automatically weave these functions into the
main computation. In this way, all the source code related to mon-
itoring is written in one place, making it easy for the programmer
to write and maintain the software.

2.3 Speeding up Monitoring Functions

Monitoring functions represent pure overhead if the program is
correct. In the rare event that an error is caught, it is important that
the monitoring function communicate the failed check to the orig-
inal program. This is usually achieved via a raised exception, an
error return code, or by just terminating the main program. Produc-
tion software programs, especially server programs where avail-
ability is paramount, often check for unexpected inputs or condi-
tions and then needs to recover without terminating the program.

To enhance the performance of these checks, we propose that
the software, typically an instrumentation tool, convey to the ar-
chitecture which functions are monitoring functions. The program-
mer writes code following the simple semantics that the monitoring
functions and the normal computation are executing sequentially.
In fact, on a TLS machine, each call of a monitoring function may
spawn a new thread; the original thread executes the monitoring
function and the new thread executes the code after the call specu-
latively in parallel. The TLS architecture ensures that the sequen-
tial semantics are preserved. The monitoring function only sees
the program state at the beginning of the call and the subsequent
changes that it itself makes; the state of the speculative computa-
tion is buffered and not observed. If a data or control hazard is
detected, that is if the speculative thread uses data that is later pro-
duced by the monitoring function call, or if the speculative thread
was not supposed to execute at all, it is rolled back and not allowed
to commit.

Typically the monitoring function reads the state of the main
computation and operates on its own data structures. It may com-
municate with the main function by returning an error code that

indicates success or failure. These kinds of results can be very ac-
curately predicted because the program is expected to be correct.
Thus, the speculative thread should not typically need to be rolled
back.

It is possible that multiple monitoring functions might be in-
voked in rapid succession. If they are pure functions that sim-
ply return a predictable result, then parallel execution is possible.
However, some of these monitoring codes may update internal data
structures that are then read by later monitor calls. The TLS hard-
ware will guarantee the sequential semantics even if data hazards
occur between the calls. We expect these dependences to be rather
sparse, especially if the monitoring routines are spaced out with the
main computation.

2.4 Summary

In our proposed model, programmers can create monitoring
functions simply by assuming that these functions will be called
and executed sequentially. A code instrumentation tool inserts calls
to the monitoring functions and marks these routines as speculative.
The machine then exploits the fact that monitoring functions are
mostly independent from the main computation and uses thread-
level speculation to overlap their execution. When the program is
correct, the monitoring functions run faster because they are over-
lapped with the main computation; if the monitoring functions find
an error, the hardware allows the error be processed as if the pro-
gram had executed sequentially.

3. FINE-GRAIN TRANSACTIONAL PRO-
GRAMMING

Once an error is detected, it is important for many programs to
recover from the error and not just terminate the computation. For
example, the software may be providing services that cannot be
interrupted, or the program may have some volatile state that is
difficult or impossible to reconstruct. Even for software that can
easily be restarted, the overhead involved in restarting a process
may represent a denial-of-service vulnerability.

Clearly, it is preferable that software check its inputs and not
make any erroneous updates to its state. However, despite all pre-
cautions, programmers still make mistakes. It is often easier to
introduce end-to-end checks that examine the integrity of a compu-
tational state, but that means the program must now recover from a
compromised state.

Transactions are a powerful abstraction that can be used to ad-
dress this difficulty. We envision that programs in the future be
built as a composition of transactions. Each transaction is a unit
of computation whose side effects, which include all changes to
registers and memory, can be committed or discarded as a unit. If
checking code detects a problem, the transaction is aborted and the
pre-transaction state restored. This provides the programmer with
an extremely simple approach to error recovery.

Transactions have been extensively used in database applica-
tions; these are rather heavy-weight transactions that typically in-
volve writing to permanent storage. The concept of transactions
has also been applied at the operating system level, where changes
of virtual memories and even system calls can be “undone”[13, 17,
23].

Transactions used for the sake of error containment and recovery
can be very fine-grained, on the order of tens and hundreds of in-
structions. As such, we must reduce the overheads involved in im-
plementing these transactions. By keeping transaction state in the
speculative buffers of a TLS machine, we can provide extremely
low-overhead transaction support.



3.1 Examples of Transactional Programming

Let us motivate the use of end-to-end checks with the single most
common source of security vulnerabilities: buffer overruns. De-
spite the large number of man-years devoted to solving this prob-
lem, additional security holes based on overruns continue to be dis-
covered. Many vulnerable programs are written in C; because C
is unsafe, these programs can often be manipulated with carefully
crafted inputs to write past the intended buffers. Manual inspec-
tion has proven to be inadequate, because vulnerabilities have been
found even in codes that have already been audited for security
holes[6]. It is in general impossible to determine if a program may
overrun its buffer statically. And dynamic techniques that insert
array bound checks into C are too slow to use in practice[14].

The need for end-to-end checks has prompted the development
of tools like StackGuard[6], which verifies that portions of the C
run-time stack have not been improperly overwritten. Unfortu-
nately, by the time a problem is detected, damage has already been
done.

Using transactional programming, the programmer only has to
identify routines that are potentially problematic, as opposed to
finding the exact errors. For example, many servers have been
found with security vulnerabilities in input parsing functions. One
approach is to make the input handling routine a transaction and
monitor its computation. If any errors are found, the entire transac-
tion is aborted and that particular input can be skipped. The input
handling routines can create necessary data structures as normal,
knowing that all side effects will be wiped out cleanly, without
any corruption of data structures, if the transaction is eventually
aborted.

Transactional programming also makes it convenient to write
programs that may need to “undo” portions of the computation.
An example can be found in network protocol processing code. In
the implementation of HTTP proxy caches, for example, there can
be a considerable amount of effort dedicated to ensuring that HTTP
inputs are reasonable. Unreasonable requests can result in crashes
or the allocation of excessive or unauthorized resources. When an
unreasonable request is detected, perhaps midway through process-
ing, any partially constructed data structures that have been created
must be cleaned up. By treating the processing of the request as
a separate thread with its own private memory state, the model
for such validation is simplified considerably. Input validation is
considered a separate transaction that can be aborted, and when
aborted the resources are reclaimed. This compares favorably to
the conventional model of error handling “cleanup” code that is
infrequently exercised or tested, and can contain subtle bugs or re-
source leaks.

3.2 Programming Constructs

To make the concept of transactional programming more con-
crete, we propose that the programmer writes transactions using
the following syntax:

TRY {
the original code ..
if (error-detected())
ABORT;
} CATCH {
return an error code;
}

return ok;

}

Although the t ry. . cat ch syntax we have adopted above re-
sembles that of traditionally exception handling constructs, the se-

mantics is quite different. In conventional exception handling, the
stack is unwound and the control flow returns to the cat ch block
when an exception is signaled, but side effects made to all other
data structures are not removed. The exception handler must be
careful in restoring all the data structures to a clean state. In our
case, the hardware automatically buffers up all the memory writes
and discards them when an abor t is issued, guaranteeing that the
memory is restored to its state just before the t ry statement. It
is this ability that allows the program to recover from attacks that
overwrite data structures beyond those expected.

To support this operation, we propose three machine instruc-
tions:

TRY {ADDR). This instruction indicates the start of a transaction.
In TLS terminology, the thread at the point becomes specu-
lative and all the side effects are buffered. If the transaction
is aborted, the speculative state is discarded and the flow of
control branches to the given (ADDR) address.

ABORT. This instruction indicates that the transaction is to be
aborted. The hardware discards the speculative state, and the
program counter is set to the address specified by the last
TRY instruction.

COMMIT. This instruction indicates that the transaction is to be
committed. The machine commits the speculative state, and
the execution continues as usual.

Compiling the high-level construct discussed above to machine
instructions yields:

TRY <L1>;
the original code ..
if (error-detected())
ABORT;
COW T;
return ok;
L1: return an error code;

3.3 Discussion

Different granularities of transactions require different imple-
mentation techniques. Architectural support is necessary to min-
imize the overhead of transactions of the finest granularity. Con-
versely, hardware support is unsuitable for implementing coarser-
grain transactions. Statements nested under these architectural-
supported transactions cannot execute any system calls unless op-
erating system support is provided. If the code is run in a multi-
threaded environment, threads can read shared state, but if a thread
wishes to write into any shared state, then locks must be held until
the speculative state is committed.

Ideally, we want to provide the programmer a system that au-
tomatically adapts and chooses a combination of architectural and
operating system techniques to implement transactions of any gran-
ularity. One possibility is for the machine to raise an exception
when the state of the transaction overflows the available hardware,
and have the system switch to an operating-system based technique
to support the coarse granularity.

4. THE ARCHITECTURE

There have been quite a number of architectures proposed for
thread-level speculation. They all provide three basic functions:

e multiple simultaneous threads of control,

e buffering of speculative state so that side effects can be dis-
carded and false dependences can be eliminated, and



e detection of true data dependence violations between threads
and the ability to discard or commit the speculative state to
maintain sequential semantics.

The various architectural proposals vary widely in the degree of
coupling between the threads in the system. At one extreme, spec-
ulative thread parallelism has been proposed for large-scale shared
memory multiprocessors[3, 9, 28]. More common proposals, such
as those based upon chip multiprocessors, are fairly loosely cou-
pled and typically provide inter-thread communication through the
level-2 cache[5, 10, 29]. Some propose relatively novel architec-
tures, such as the ring of processing elements found in the Multi-
scalar[25]. The most tightly-coupled implementations include the
DMT machine[1], which adds speculative thread support to a si-
multaneous multithreaded (SMT)[33] version of a traditional su-
perscalar processor. In the DMT, threads communicate through
forwarded registers and an expanded load-store queue.

Our objective is to support the speculative execution of both ex-
ecution monitoring code as well as fine-grained transactions. Both
of these scenarios generate relatively fine-grained threads, which
are likely to perform poorly on a loosely-coupled TLS machine.
Thus, our proposed architecture is based on a tightly-coupled SMT
machine, and whose design is similar to the DMT machine pro-
posal.

TLS machine proposals also vary in the way they divide the com-
putation up into speculative thread. Parallelizing loop iterations is
the most common technique[10, 29, 32]. Some researchers have
proposed speculating on procedure continuations, that is, the codes
that immediately follow a procedure call[1, 19]. Other techniques
include using a compiler analysis to divide the static program into
threads[35], using fixed-interval chunks of instruction traces[22],
or applying a predetermined heuristic to dynamically partition the
program[4].

While our architecture can support all the above options, this
paper focuses on the support of execution monitoring and transac-
tions. Execution monitoring is a special case of speculative pro-
cedure continuations, the main difference being that software is
responsible for selecting when speculation should be performed.
Software can exploit higher-level program knowledge to pick the
functions, in this case monitoring calls, whose speculation is more
likely to succeed. The support of transactions, as discussed in Sec-
tion 3, requires the addition of a few instructions so that at run
time the software can control whether transactions are committed
or aborted. These relatively small additions give the software the
necessary hooks to make better use of the basic TLS hardware.

We now give an overview of the architecture, followed by the
details of how the speculative threads are controlled, and the addi-
tion of value prediction to the scheme. Finally, we discuss how we
support transactions.

4.1 Overview

Our architecture is an extension of a simultaneous multi-
threaded machine (SMT)[33], which in turn is based on a super-
scalar architecture. Figure 1 shows a block diagram of our machine.
The main features of a superscalar machine include a standard 5-
stage pipeline:

1. Fetch instructions from the instruction cache into the instruc-
tion queues.

. Decode the instruction and rename registers.

. Issue ready instructions and execute.

. Write back register results.

. Commit instructions in the original program order.
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Figure 1: Machine Architecture

Simultaneous multi-threading extends the superscalar processor
by allowing the machine to execute multiple threads on the same
set of functional units, using primarily the same hardware schedul-
ing mechanism as the superscalar. To store the contexts associated
with the multiple threads, architectural registers (including pro-
gram counters), the register renaming table, and the branch predic-
tor’s return-address stack are all duplicated for each thread. The
fetch unit is modified to arbitrate instruction fetch between the
threads, while branch misprediction recovery as well as instruction
retirement are modified to operate on a per-thread basis. Having a
common pool of physical registers and functional units, SMT al-
lows the threads to share the hardware resources in a more fluid
manner.

The following is a high-level description of all the features added
to support thread-level speculation. More details are provided in
Sections 4.2 through 4.4.

Thread control logic. This unit initiates threads, detects when
threads stop, and either validates the speculation or restarts
the speculative thread. It keeps track of the priorities of spec-
ulative threads, with higher priorities being given to those
that would have occurred earlier had the code been executed
sequentially.

Speculative memory state and data hazard detection. The
load-store queue (LSQ) is replicated per thread to buffer the
speculative memory state. This fine-grain support allows
stores by a thread be observed by a later thread within two
clocks. The queues are augmented with address comparators
and snooping logic to detect memory data dependence viola-
tions between the threads. The original five-stage pipeline is
augmented with a final commit stage that issues the buffered
speculative stores to memory when the thread commits.

Additional architectural register sets per thread. We add a
set of “input” registers per thread, representing the starting
state of each thread. We refer to the per-thread architectural
registers that are updated during thread execution (known as
the “retirement” register file in a superscalar) as the “output”
registers. We presume a register file organization very simi-
lar to the DMT’s, where single-cycle copies of the registers
from thread to thread are possible. Note that in TLS, the out-
put registers are no longer known to be correct and final, as
the speculative thread could potentially be restarted. A sin-
gle “final” register set is updated when threads commit and
are no longer speculative; no recovery is possible once final
registers are updated.

Modified arbitration policies. As in typical SMT implemen-
tations[34], our machine can fetch from a maximum of 2



threads per cycle. With TLS, however, all threads are not cre-
ated equal. Only the sequential thread is guaranteed to make
forward progress, while all the other threads are speculative
and may be rolled back. Thus our policy is to fetch from the
two highest priority threads whose fetches are not blocked.
We also prioritize the arbitration for shared resources each
cycle to favor the higher-priority threads.

A value predictor. To improve the success of speculation, a value
predictor is used to predict the results of procedure return val-
ues and load instructions that would otherwise cause thread
squashes.

Buffered transaction state in the cache. To support coarser-
grain transactions, each cache line is augmented with a single
bit to mark whether the data is speculative.

4.2 Procedural Speculation

Procedural speculation is supported with a design very similar to
that in the DMT architecture. The design supports nested procedu-
ral speculation as well as exception handling.

In procedural speculation, it is the code following the proce-
dure that is being executed speculatively, since the called func-
tion executes first according to the original sequential semantics.
A thread’s current context is used to execute the called function,
and a new thread context speculatively executes the computation
after the call.

A speculative thread may encounter three kinds of potential haz-
ards: memory data hazards, register data hazards, and control haz-
ards. Memory data hazards are detected as a thread runs, whereas
register data hazards are checked only when a thread is ready to
commit. A thread is rolled back whenever a data hazard is de-
tected; when that happens, all the lower-priority threads that have
read from other speculative threads must also be rolled back. A
control hazard occurs if the procedure call preceding a speculative
thread generates an exception and never returns to the call site. In
that case the speculative thread stays in the system until it is evicted
from the machine.

The lowest-priority thread is evicted whenever a higher-priority
thread wishes to spawn but there are no thread resources available.
This ensures that resources are applied to the most important and
least speculative threads. Useless threads wind up being evicted
from the machine, but poor load balance or control mispredictions
can cause useful threads to be evicted as well.

A thread executes until it reaches the end of the program, or it
meets the speculative thread started on its behalf, or it gets evicted
from the system. Its state is committed when it becomes the head
thread, that is, the thread with the highest priority in the system.
We describe each of the operations in more detail below.

Creating a new thread. To create a new thread, an empty thread
context is selected if available. If all contexts are full, a new
context is made available by discarding the lowest-priority
thread. This requires invalidating all its state in the reser-
vation stations, execution units, load-store queues, rename
tables and fetch structures.

The “output” register state of the current thread is flash-
copied in a single cycle into the “input” register set of the
new thread. We also keep an additional set of “input” reg-
ister renaming tables per thread, also flash copied from the
current thread’s mappings, so that cross-thread input regis-
ter mappings are not lost if a thread mis-speculates and must
be restarted. The new thread’s program counter is set to the
instruction after the call (the return address) and it begins

fetching from there. In addition, the return address stack of
the current thread is copied to the new thread. Our system
allows only one new thread to be created per cycle, again fa-
voring higher-priority threads, and there is no additional cost
to starting a thread, apart from the pipeline startup delays as-
sociated with redirecting fetch.

Stopping a thread. During the execution of a thread, the thread
control logic watches the fetch addresses of all the threads.
If any thread T; attempts to fetch from the same address as
the start PC of the next speculative thread T;1 in the priority
list, instruction fetch for thread 73 is blocked and 7 waits to
become highest priority. We refer to this as a thread meet.
Note that a stopped thread may be restarted if data hazards
arise before the thread can be committed.

Committing a thread. When a speculative thread becomes the
head thread 77, the thread is no longer speculative and the fi-
nal commit stage becomes active. In that stage, any buffered
speculative stores are issued to memory, up to the commit
width of the machine and subject to the availability of store
ports. T4’s speculatively written output registers are also
committed to the final register file, again subject to the com-
mit width. Note that 77 can continue to fetch and execute
while the thread is committing, as long as fetch has not been
stopped by a meet with the next thread T». If T4 finishes
committing and has not met with 7%, it continues executing
as the sequential thread and thus does not buffer any specu-
lative state. The store addresses produced by T3 will still be
snooped by lower-priority threads to detect potential hazards.

Memory data hazards. A lower-priority thread must watch the
writes of higher-priority threads to ensure that there are no
data hazards. These hazards are detected in the load-store
queues. All loads and stores of a speculative thread are
buffered in program order in a single queue, and these queue
entries are not released until the speculative thread commits.
Store entries contain both the address and the data for the
store. Load entries contain the address as well as a bit indi-
cating whether the load was satisfied by an earlier store entry
in the same queue.

When the address of a store in the LSQ resolves, it is checked
against all loads with resolved addresses in the queues of
lower-priority threads. The following two conditions are
checked:

1. Do the addresses match or overlap?

2. Was the load satisfied within its own thread by a earlier
store in the same queue?

If condition 1 is true and condition 2 is false, then there is
in fact a data hazard, and the lower-priority thread (with the
load) is restarted (using its saved “input” register state) so
that the memory dependence will be observed. In addition,
any other lower-priority threads that have read any specu-
lative data from other threads are restarted as well, as they
may have read corrupt data from the thread we are restart-
ing. Note that we do not restart when both conditions 1 and
2 are met. This effectively implements “memory renaming”
between the threads, and prevents some unnecessary restarts
due to false dependences.

Register data hazards. Register validation takes place when the
head thread T’ has both finished the commit process and met



with the second-priority thread in the list 7. At this point,
we know that any memory dependence violations would have
been detected and handled, and that the final registers have
been updated by 7. We compare the final register state writ-
ten by T4 with the input register state of 7. If any register
values do not match, and have been read by 7%, then T must
be restarted with the final register values. If the register val-
ues match, T ’s context is freed, T» becomes the head thread,
and then begins its commit process.

Performance optimizations. If a thread is restarted due to a data
hazard, any threads it has created in the past are now un-
needed orphan threads, as the restarted thread will create
any desired child threads again as it reexecutes. Because of
nested thread creation, however, there may be valid threads,
representing speculation at outer procedure levels, that are
lower in the priority list than these orphans. Because of that
lower priority, they would be targeted for eviction sooner
than the orphaned threads. To prevent this, the control logic
for each thread watches the status of its parent thread. If a
parent is restarted or deleted, the newly orphaned thread will
stop execution as soon as access to the thread priority list is
available. Transitively, any children of the orphaned threads
will be deleted in later cycles.

4.3 Value Prediction

All new threads receive a starting copy of the spawning thread’s
register state at the time they are created as its predicted starting
state. We refer to this primitive form of value prediction as “spawn
prediction”. For procedural speculation, this prediction tends to
work very well, with the exception of the return value register. The
speculative threads would have restored caller-saved registers be-
fore using them, and callee-saved registers would be restored by
the callee before it returns if it changes their values. Thus, no data
hazards are expected to be observed for any of the register values
except for the return value. In addition, data hazards may exist
through updates to memory (e.g. pointer arguments or global vari-
ables).

To improve the success of speculation, we have implemented
value prediction for both procedure return values and load instruc-
tions that cause thread restarts. Entries in the predictor are indexed
by the thread-starting address for return value predictions and the
instruction address for load predictions. When a thread is initiated
or a load is dispatched, the predictor is checked for an entry. If
there is a hit, and the confidence values for the prediction entry are
sufficiently high, the predicted value will be installed in the return
value register for procedure threads, or in the destination register
for loads. The value predictor used is the Hybrid Local/Global pre-
dictor described in[5], but augmented with a 2-bit saturating depen-
dence confidence predictor.

If thread T meets with thread 7%, and a return value prediction
had been made for T, the standard register validation process (de-
scribed in Section 4.2) is used to check the values and restart T% if
necessary. In addition, the value predictor is accessed and updated
with the correct return value from 7.

Load value validation is accomplished by keeping in the
load/store queue both the “latest” or most recent value written to
the load address by an earlier thread, as well as the predicted value
that used for execution. A predicted load will still issue to the
LSQ and initialize the “latest” value with the most recent match-
ing store in the queue, or with the value from memory if there is no
match. As stores from higher-priority threads commit in sequential
program order, the load/store queue will be checked for address
matches with any predicted loads in future threads. Without value

prediction, these matches would cause a thread restart, but with
load value prediction, we simply update the “latest” value for the
load and allow that thread to keep running. This has the effect of
hiding “silent” stores that do not present a true data dependence.

When the thread is ready to commit its speculative state, the “lat-
est” load values are now indeed correct, and can be compared with
their respective predicted values. Any incorrect predictions will
cause the thread to discard its state and restart.

Entries are introduced into the value predictor on demand when a
thread is restarted either because of an incorrect return value regis-
ter (after simple “spawn” value prediction has failed) or because of
a memory dependence violation. The value predictor is updated as
a thread commits its speculative state. The dependence confidence
is incremented if a correct prediction did (or would have) prevented
a violation and restart, or decremented if a prediction (even if cor-
rect) would not have been needed to prevent a violation.

We should note that the load value predictor was motivated more
by traditional TLS speculation on normal sequential code than by
monitor-and-recover applications. The instrumentation examples
we present here do not make extensive use of value prediction for
load instructions.

4.4 Speculative Transaction Implementation

For transactions, all the important decisions are made by the soft-
ware; programs use the TRY(ADDR) , COMMIT, ABORT instruc-
tions to dictate when the speculation starts, when to commit the
speculative state, when to abort the speculation. Unlike the case of
procedural speculation, the hardware does not have to detect data
hazards nor initiate roll backs on its own.

Let us first consider the simple case when transactions cannot
be nested. When a TRY{ADDR) instruction is issued, the machine
does not need to start another thread, it only needs to save the cur-
rent state in case an abort instruction is issued. This is achieved on
our hardware by flash-copying the current register state into its in-
put register state. Register mappings are also flash-copied, and any
outstanding register writebacks (resulting from instructions issued
before the transaction began) must update both the current and the
input registers. In addition, the address supplied in the Try state-
ment is also stored as the target should an abort be issued. From
this point on, any stores that are issued are part of the speculative
state.

If the program executes an ABORT instruction, the speculative
memory state is discarded, the registers are restored to the saved
input register values, the program counter is set to the address the
user specified with TRy, and the thread proceeds with normal non-
speculative execution. If coMMIT is executed instead, the specu-
lative memory state is committed, and the thread resumes normal
execution.

While architecture-supported transactions are very efficient, they
are limited by the amount of speculative state that can be stored in
the hardware. The load/store queues, which hold the speculative
state for procedural speculation, are expensive because of the logic
needed to support data hazard detection. (In our simulated archi-
tecture, we assume that every thread has a load/store queue holding
only 64 entries.) With traditional TLS, we can always discard a
speculative thread if the speculative state storage is exhausted, but
that is not the case with transactions.

It is thus highly desirable to increase the amount of specula-
tive buffering to support coarser-grain transactions. \We observe
that data hazard detection is unnecessary for the implementation
of transactions. All we need to do is to keep the speculative me-
mory state from overwriting the sequential state. We can expand
our speculative storage with a simple extension to the data cache.



All data written into the cache during speculative execution is la-
beled “speculative”. If a transaction is commits, all the speculative
bits in the cache are cleared. If a transaction is aborted, however,
the speculative cache lines are invalidated. A cache line that is
marked speculative cannot be written back to the memory hierar-
chy. If such a line must be evicted from the cache due to conflict
or capacity issues, an exception is raised indicating that there are
insufficient architectural resources to handle this transaction.

A single “speculative” bit per cache line is all the additional
storage that is required for single-threaded transactional programs.
To support transactions under multi-threaded execution, a bit per
thread would be required. Similarly, nesting of transactions may
be supported by introducing more bits per thread. We currently
use the level one cache for this purpose; this same approach can be
applied to all the levels of the cache. If very coarse-grain transac-
tions are desired, this approach could potentially be adapted to the
management of the virtual memory at the operating system level.

Parameter | SMT1 | SMT2 [ SMT4* [ SMT4
fetch width | 4 8 16 16
issue width | 4 8 16 16
commit 4 8 16 16
width
res stations | 128 256 512 512
Isq entries 64 p.t. 64 p.t. 64 p.t. 64 p.t.
int ALUs 4 8 16 16
FP ALUs 4 8 16 16
mem. ports | 2 4 4 8
fetch ports 2 ports, priority scheduled
branch 8k/8k entry gshare /
predictor bimodal, 8k meta predictor
value 128kb AMA[5]
predictor
L1 Dcache 32k, 4-way SA (32B Tines),

1 cycle latency
L1 Icache 32k, 2-way SA (32B Tines),

1 cycle latency
L2 cache 512K, 4-way SA (64B Tines),

6-cycle latency
memory 100 cycles latency

Figure 2: Parameters of the Simulation

5. SIMULATION RESULTS

We have implemented a simulator of our architecture based on
the SimpleScalar 3.0c out-of-order simulator for the Alpha instruc-
tion set[2]. We extended the simulator to support simultaneous
multithreading and thread-level speculation as discussed in Sec-
tion 4. System calls are executed by trapping through to the host
operating system and cannot be executed speculatively. Thus spec-
ulative threads must be delayed until they become non-speculative
if they attempt to make a system call. System calls are not allowed
inside transactions.

Figure 2 shows the simulator parameters. Parameters labeled
“p.t.” represent per-thread values for non-shared resources, so an
SMT?2 processor with four threads would have 64 load-store queue
entries per thread, or 64 x 4 = 256 entries across the whole ma-
chine. We simulate four sample SMT configurations, with the
larger configurations typically having two or four times the over-
all base SMT1 resources. Memory interfaces are more limited. As
discussed in Section 4.1, the fetch unit services a maximum of two

threads per cycle. For the data cache, the SMT4* configuration still
has four memory ports, but we also present results for the more un-
realistic SMT4 machine with eight memory ports. Note that in the
text, we use the shorthand SMTm/tn notation to refer to an SMTm
machine running with n thread contexts available.

Benchmarks we tested were all compiled using gcc 2.91.66 with
- O2 optimization. The version of ATOM used was 2.17d. Com-
plete instruction counts were obtained using a fast functional simu-
lator, while performance statistics were gathered from simulations
of the first 1.5B instructions of the program.

5.1 Monitoring Functions

Our first set of experiments evaluate the performance of appli-
cations after adding instrumentation with the help of an automated
tool. We experimented with three execution monitoring tools. The
first two, Pixie and Third Degree, come as prepackaged tools with
Compaq’s ATOM. Pixie counts basic block execution frequencies
and can be useful for profile-based optimizations. Third Degree,
like Purify, finds potential memory access errors in programs. The
third tool we experimented with is a simple version of DIDUCE.
As discussed in Section 2.1, DIDUCE monitors data accessed by
instructions to look for anomalies in programs and help locate al-
gorithmic errors. DIDUCE was originally implemented for Java,
but we created a simple version with ATOM that tracks the values
generated by load instructions. DIDUCE allows users to adjust the
level of instrumentation according to their needs. To simulate dif-
ferent degrees of instrumentation, we tested two configurations: a
heavy-weight version where every static load instruction in the pro-
gram is instrumented, and a more lightweight version where only
every 10th static load in the binary is instrumented. We will refer to
the former experiment as DIDUCE and the latter as DIDUCE.1.

We applied these instrumentations to two programs: \ortex, an
object-oriented database, and Perl, the PERL language interpreter,
both from the SPECint benchmark suite. We used the training sets
from CINT95 (specifically jumble.pl for Perl) for inputs.

Figure 3 shows an overview of how our monitoring examples
performed. The first column shows the dynamic instruction counts
before and after instrumentation, where the increases range from
2.6x when DIDUCE.1 is applied to Perl to 24x when DIDUCE is
applied to Vortex. To see the effect on performance, we ran the
programs on the SMT1/t1 machine where the slowdowns fall in a
similar range, from 2.5x to 26.4x. When we increase the resources
of the machine to the most generous SMT configuration but still
execute with only one thread (SMT4/t1), the computations speed
up by an average factor of 1.5x due to the additional ILP exploited.
But by adding TLS features supporting eight thread contexts to the
machine (SMT4/t8), we are able to obtain an additional 1.6x per-
formance gain over the single-threaded SMT4 that has comparable
resources. Overall, performance goes up by an average of 2.5x rel-
ative to SMT1/t1. Whereas DIDUCE.1 is originally slower by a
factor of 2.5 and 3.5 for Perl and Vortex, the additional overhead is
only 12% and 36% of the original computation on an SMT4/t8 ma-
chine, respectively. This kind of improvement makes using execu-
tion monitoring in production software a possibility. The heaviest
instrumentation, DIDUCE on Vortex, takes only 11.2 times longer,
down from more than 26 times. The tables also note the committed
IPC of the individual runs, which on average have gone up from
2.2t05.4.

Also of interest is the performance of the programs with more
limited SMT resources and varying numbers of thread contexts
available. The overall IPCs achieved with the SMT2, SMT4* and
SMT4 configurations with 1, 4 and 8 threads are shown in Figure 4.
The base IPC with SMT1/t1 is also plotted as a single data point.



Program Inst Monitoring Slowdown Speedups IPC
SMT1/t1 | SMT4/t1 | SMT4/t8 | 4/1vs. 1/1 | 4/8 vs. 1/1 | 4/8 vs.4/1 | SMT1/t1 | SMT4/t1 | SMTA4/t8
\ortex 3.1B - - - - - - 2.3 - -
Pixie 19.5B 6.8 4.8 2.9 14 2.3 1.6 2.1 2.9 4.8
Third 55.0B 17.6 10.2 6.7 1.7 2.6 15 2.3 3.9 5.9
DIDUCE.1 | 10.8B 35 2.1 14 1.7 2.6 1.5 2.2 3.7 5.7
DIDUCE 75.7B 26.4 17.8 11.2 15 2.4 1.6 2.1 3.1 49
Perl 2.9B - - - - - - 2.0 - -
Pixie 18.4B 55 3.8 1.9 15 2.9 2.0 2.3 3.4 6.7
Third 61.2B 194 13.7 9.7 14 2.0 14 2.2 3.1 4.4
DIDUCE.1 7.6B 2.5 1.6 11 1.6 2.3 14 2.1 3.3 4.8
DIDUCE 53.4B 16.2 10.0 5.5 1.6 3.0 1.8 2.3 3.7 6.8
Harmonic Mean | 15 ] 2.5 ] 1.6 ] 2.2 ] 33] 5.4

Figure 3: Summary of Vortex and Perl Monitoring

Most of the programs show limited performance improvement go-
ing from four to eight available threads, with the notable exception
of the Pixie implementations of both Vortex and Perl where the
threads are relatively short.

Some of the programs, like Third Degree applied to Vortex and
the DIDUCE instrumentation of Perl have significant gains in per-
formance when the four memory ports of SMT4* are increased
to eight in SMT4. In our SMT architectures, however, there is
a one-to-one correspondence between load-store queue ports and
memory ports. Because additional memory ports are so costly, we
experimented with an architecture that has eight load-store queue
ports but only four memory ports, allowing load instructions that
hit stores buffered in the load-store queues to issue more quickly
than with SMT4*. We call this machine SMT4+ and tested it with
eight threads. Figure 5 shows the resulting IPCs compared to the
other SMT4 machines that have either four or eight memory and
LSQ ports. The performance of SMT4+/t8 comes very close to
that of SMT4/t8, suggesting that the SMT4+ architecture could be
a very cost-effective design.

To further understand the performance of programs on our pro-
posed architecture, we show in Figure 6 some internal statistics
from the SMT4+/t8 runs. We show the average number of threads
active each cycle, as well as what ultimately becomes of those
threads: whether they are committed, evicted to make room for
higher priority threads, or orphaned and deleted. Of the threads
that do retire, we show what percentage had been restarted due
to memory or register data violations before commit, as well as
the number of instructions they executed and committed. For the
cycle-based metrics, we distinguish between machine cycles and
“thread cycles”, where n threads active during one machine cycle
represents n thread cycles. Thus the LSQ full percentage expresses
a likelihood that an active thread will find its own load-store queues
full in any given cycle.

Programs that achieved the best speedups, such as Perl instru-
mented with either Pixie or DIDUCE, tend to have low violation
rates and threads of consistent and moderate length. Third Degree
applied to Perl, on the other hand, results in widely varying thread
lengths and thus load imbalance, with only 42% of forked threads
ultimately committing. In that benchmark there are also a signif-
icant number of register violations, the bulk of which are return
values that were not correctly predicted. Both Pixie and DIDUCE
applied to Vortex seem to suffer from rather poor front-end per-
formance, fetching from the maximum two threads only 33% and
25% of the time and having the highest instruction cache miss rate
among our benchmarks.

Application | SMT4*/t8 | SMT4+/t8 | SMT4/t8
\ortex
Pixie 4.2 4.7 4.8
Third 4.8 55 5.9
DIDUCE.1 4.9 5.6 5.7
DIDUCE 3.9 4.9 49
Perl
Pixie 5.9 6.7 6.7
Third 4.2 4.3 4.4
DIDUCE.1 4.5 4.7 4.8
DIDUCE 5.4 6.7 6.8

Figure 5: Effects of Memory vs. LSQ Ports on IPC

5.2 Speculative Transactions

To demonstrate the ability of our proposed machine to moni-
tor for buffer overruns and recover from them using transactions,
we examined some sample vulnerabilities in common UNIX pro-
grams. We use detection methods based on two tools designed to
catch these types of errors: Libsafe[31] and StackGuard[6]. Lib-
safe is a library of replacement versions for unsafe C string li-
brary functions, while StackGuard instruments the run-time stack
to check if the return addresses have been tampered with.

Our first example is an ftp daemon implementation bf t pd, ver-
sion 1.0.22. The program has a vulnerability when processing
an ftp chown command, due to a call to sscanf () from the
crmd_chown()) routine. We wrap the cnd_chown() routine into
a transaction and return a failure code on if the transaction aborts.
The monitoring code we use to detect this error is a modified ver-
sion of sscanf () from Libsafe. Before executing the potentially
dangerous code, it does a backwards traversal of the stack and
copies frame pointer and return address values into its own private
storage. It then executes the sscanf () and traverses the stack
again to see if any frame pointers or return address were overwrit-
ten. If so, the transaction is aborted.

The second example is i mapd, the IMAP daemon from the
Pine 4.00 distribution. It contains a call to strcpy() from the
mai | _aut h() function that can potentially cause an overflow. We
wrap the mai | _aut h() function to create our transaction, and in
case of an abort we return NULL. The detection code we use is
again from Libsafe, but in this case the stack traversal only needs
to be done once. Before executing the real st r cpy() , the mon-
itoring code locates which particular stack frame contains the des-
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Figure 4: Performance of Execution Monitoring on the Proposed Architectures




Statistics Pixie Third DIDUCE.1 DIDUCE
Vortex | Perl | Vortex [ Perl | Vortex [ Perl | Vortex | Perl
average # of active threads 4.9 6.5 45 6.2 3.2 3.7 3.6 5.6
% of threads
committed 82 80 70 42 89 67 94 85
evicted 7 13 4 24 1 1 1 5
deleted 11 8 26 34 10 32 5 9
% of committed threads with
memory violation 2.2 1.6 6.2 0.8 2.3 4.5 0.1 0.0
register violation 0.0 0.0 0.7 12.5 0.0 0.0 0.0 0.0

% of committed threads with

0-10 instructions 0 0 0 10 0 0 0 0
11-25 instructions 10 7 1 12 0 0 0 0
26-50 instructions 86 91 10 19 0 0 0 0
51-100 instructions 4 2 35 15 40 21 92 98
101-200 instructions 1 0 44 13 59 70 6 2
201-500 instructions 0 0 10 29 1 9 1 0
% of thread cycles with
LSQ full 1 1 7 3 12 17 4 4
% of machine cycles with
0 fetches 29 12 12 6 22 12 42 17
1 fetch 38 31 26 15 42 33 33 35
2 fetches 33 56 56 80 36 55 25 48
% lcache miss rate 0.84 0.19 0.47 0.15 0.58 0.13 0.93 0.50

Figure 6: SMT4+/t8 Statistics

tination buffer. If the length of the source string is greater than the
size of that frame, an error is signaled and we abort the transaction.

Our final example is nt pd, the network time protocol daemon,
version 3.1.1. Inthe ct| _getitem() routine, which processes
user input strings, there is a bug in the string manipulation code
that can result in an overrun of a static buffer. We detect this error
using a process much like StackGuard instrumentation. We man-
ually add guard locations around the static variables of the proce-
dure, and initialize them to known values at the beginning of the
call. After the body of the procedure has executed, but before it
returns, we check these guard locations to see if the values have
been overwritten. If so, we abort and return NULL. If the values
are correct, we commit the transaction before returning.

We have validated our implementation on our simulator, and
measured the amount of state that was buffered in each transaction,
as shown in Figure 7. First we show the natural amount of data
generated by the original code that is wrapped by executing it with
native C library functions and no instrumentation. The next two ex-
periments show the amount of state generated in the monitor-and-
recover version of the benchmarks for both valid inputs that allow
the transaction to commit, as well as an exploit input that causes a
buffer overrun and aborts the transaction.

All of the transactions fit into our default 4-way 32k L1 data
cache. A 2-way 32k L1 unfortunately cannot buffer bf t pd- i nst
with valid inputs, but that is due to our unoptimized Libsafe imple-
mentation. Libsafe normally dereferences the frame pointer chain
to traverse the stack, but that did not work for the Alpha code we
examined. The pointers were stored at varying offsets in the frame
and did not form a linked list. Instead we used the unwi nd() and
exc_findframe_ptr () Alphasystem functions to traverse the
stack, but these routines are part of a multipurpose library and have
expensive implementations. Sample calls to these functions alone
generate up to 1,100 bytes of written data, occupying 42 cache
lines. While these routines were sufficient for a demonstration of

transaction functionality, real-life transaction support would clearly
require a more efficient implementation.

Application | Input Transactional State

bytes [ cache lines | # of stores
ntpd valid 92 5 15
ntpd-inst valid 132 8 26
ntpd-inst exploit 312 13 227
bftpd valid 772 30 294
bftpd-inst valid | 3,248 132 4,010
bftpd-inst exploit | 2,968 113 12,489
imapd valid 40 2 10
imapd-inst valid | 1,612 77 1,122
imapd-inst | exploit | 1,796 82 1,156

Figure 7: Buffer Overrun Transactions

6. RELATED WORK

As we discussed in Section 4, speculative thread-level paral-
lelism has been proposed by many different researchers, typically
for the purposes of speeding up sequential integer programs[1, 5,
10, 19, 22, 25, 29] or floating point codes with dynamic depen-
dences[3, 9, 28]. While many of the proposed machines could sup-
port the programming models we have described, our base architec-
ture most closely resembles the DMT processor[1], which is an ex-
tension of the Simultaneous Multithreading machine proposal[33].
The DMT speculatively parallelizes ordinary binaries without re-
compilation or software support. The DMT does not have an ex-
plicit value predictor, so it is limited to spawn prediction for regis-
ter. The DMT does trace buffering of the speculative thread execu-
tion which allows for selective recovery of only those instructions
which must be re-executed due to data dependences. While this is



obviously preferable, performance wise, to our scheme where all
instructions in a thread must be re-executed, the implementation
costs of this trace re-execution appear to be quite high. The DMT
speculates on procedure continuations and loop continuations (the
code after a loop), while we discuss only procedures here. Loop
speculation is not relevant to the instrumentation code and transac-
tions we have discussed here.

Transactional memory implementations have been proposed us-
ing a variety of implementations: hardware[13, 26], software[24],
and combinations thereof[17]. Rollback and recovery in large-scale
distributed systems have been studied extensively[8].

Our goal is to support fine-grained transactions with little or no
overhead so they can become prevalent in everyday code. Spec-
ulative thread-level parallelism is being considered by many mi-
croprocessor designers, and chips utilizing it have already been re-
leased[30]. If chips implementing TLS become widely deployed,
we feel it would be an excellent opportunity to leverage that func-
tionality to deliver additional usability and reliability without much
additional cost.

Executing “subordinate” code (such as prefetching code or ex-
ception handlers) in separate threads has been suggested by a num-
ber of researchers to improve performance, but those threads never
create any committed side effects[36].

Patil and Fischer have proposed Shadow Processing to hide the
overheads of run-time checking by executing the checks in a sep-
arate program on another processor[20]. This shadow program is
generated by a source-to-source tool which slices the original pro-
gram into a reduced form containing only the instructions needed
for checking. Any non-reproducible computations, such as user in-
puts or system calls, are forwarded from the original to the shadow.
They find that the resulting overheads in the original program are
typically below 10%, but the shadow process can take up to ten
times longer to complete. Of course, the continued execution of
the main program is not recoverable. Thus, unlike our scheme, it
is not generally possible for the checker to interact with or even
stop the main process before serious errors or data corruption have
occurred. For non-interactive “passive” instrumentation, however,
there is a clear performance benefit from the user’s perspective.

There have been proposals to use speculation to provide effi-
cient support for locking. Martinez and Torellas propose buffering
the states of critical sections in the processor cache to allow that
code to execute while waiting in the background for the lock to be
made available[18]. This can bring usability benefits to the pro-
gram writer in that they can use coarser-granularity locks without
suffering the usual performance degradation that results. Rajwar
and Goodman suggest speculative lock elision, where lock opera-
tions are speculatively eliminated[21]. The on-chip write buffers
are made part of the coherent state in order to allow for effectively
atomic updates.

7. CONCLUSIONS

This paper advocates the use of a monitor-and-recover program-
ming paradigm to create more reliable software, and proposes an
architectural design that allows the software and hardware to coop-
erate in making this paradigm more efficient and easier to program.

Programmers simply write monitoring functions assuming the
normal sequential execution semantics. For recovery, routines that
may not complete properly are wrapped as “transactions” whose
side effects can be discarded or committed as a whole. Our pro-
posed TRY...ABORT...CATCH syntax for transactions is similar to
that of an exception-handling construct, but it is much easier for
programmers to deal with because all side effects, including regis-
ter and memory updates, are discarded after an abort operation.

To support this monitor-and-recover paradigm efficiently, our
proposed architecture gives software the control over the basic
hardware mechanisms originally designed for thread-level specula-
tion. We let the software specify that procedural speculation should
be applied to specific monitoring functions. Because of the relative
independence between the original code and the instrumentation,
speculative parallelism is likely to be effective, thus hiding much
of the costs of monitoring. The machine still guarantees sequential
programming semantics, so exceptions or corrective actions can be
handled accurately and safely should the monitoring function fail.
We also show how our transaction construct can be translated di-
rectly into machine instructions that control when speculation be-
gins and when to abort or commit the speculative state.

Our experiments with four different examples of execution mon-
itoring suggest that TLS hardware can greatly reduce the overhead
of monitoring—by a factor of 1.6 over a very wide superscalar with
similar execution resources. Our average IPC of 5.4 is also much
greater than typical results obtained when thread-level speculation
is applied to ordinary sequential programs. We also show that the
concept of fine-grain transactional programming is useful in catch-
ing buffer overrun problems through a number of real-life exam-
ples.
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