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Motivation

* Traditional approach to developing a reactive system:

* Implementation in Java, C#, C.
* Analysis by modeling in formal framework like Maude, K, Coq.

e Can there be a unified framework for both implementation and
modeling?

* Approach must handle complex real-world systems.



Contributions

* P is a framework that unifies modeling and implementation
e Systems (and environment) as state machines interacting via events
 Built-in model checker to prove properties
* Generates executable code that integrates with other components

 Some components only needed in Modeling
e Expressedin P as Ghost Machines — used for analysis, discarded for synthesis
* For example, need a client ghost machine to analyze a server machine

* Focus on practical real-world applications

e Used toimplement Windows 8 USB stack

* Extensively used by Automated Reasoning Group at Amazon AWS with
positive results
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Example

 The Door ghost machine
receives event

* On receiving SendCmdToOpen
emits DoorOpened

e Elevator machine moves to
Opened state.

ObjectEncountered

Deferred:
Action:

i

ConsiderClosingDoor

Deferred:
Action:

send(Elevator, ObjectDetected);

raise(unit)

Object Encountered

. SendCmdToClose -
unit SendCmdToStop
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Init
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Deferred:

start —Action: (SendCmdToStop, Ignore),

(SendCmdToReset, Ignore)

if * then
raise(unit)
else if * then
raise( Object Encountered )

~

StopDoor

Deferred:
Action:

send( Elevator, DoorStopped);
raise(unit)

skip \
= SermdC'md To Open .
\\ unit unit
[ OpenDoor
Deferred:
SendC'md ToReset Action:
send( Elevator, DoorOpened);
raise(unit)
[ Reset ) ,
Deferred: == CloseDoor
Action: (SendCmdToOpen, Ignore), Eeitﬁarrejd:
(SendCmdToClose, Ignore), " chlon:
(SendCmdToStop, Ignore) i send( Elevator, DoorClosed );
; raise(unit)
skip .




Example P Program

Stmt: machine ClientMachine sends eRequest ; {
var a : ;
var server :
var lastRecvSuccessfulReqld :
state {
entry(payload :
nextReqld 1 ;

server - payload ;
goto

}

-

i
state
entry {

var index :
index — 0 ;
(index 2){

send server,eRequest,source this to (ClientInterface,id

nextReqld nextReqld 1 ;

b
ihdex index 1 ;

H

.
3’

do(payload : )
(payload . 1id lastRecvSuccessfulReqld);
lastRecvSuccessfulReqld payload . 1id ;

b

nextReqld ;

Global machine state

Code executed on entry

Event Handler




P Syntax stmt = skip

T 1= expr
program = evdecl machine™ m(init*) z := new m(init")
machine :=  optghost machine m delete
vrdecl™ actdecl® stdecl” send (expr, e, expr)
spdecl™ cldecl™ acdecl™ raise (e, expr)
leave
optghost = €| ghost return
evdec| = event edeclt assert(expr)
vrdecl =  optghost var vdecl™ stmt; stmt
actdecl = action (a,stmt)™ if expr then stmt else stmt
stdecl = state (n,{e1,ea,...,er},stmt, stmt) ™" while expr stmt
spdecl = step (n,e,n)" init = X = expr
cldecl = call (n,e,n)" expr = this | msg |arg|b|c|Ll| x| *
acdec| = act (n,e, fl)+ \ uop expr | expr bop expr
edecl = e(type)
vdecl = x:type c € int b € bool
_I:—ELIOp —f—,—,f\,VEpr

type = void | bool | int | event | id r € expr a,e,m,x € name



P Semantics

The program state is a map M : Id — MachineConfig
MachineConfig is a d-tuple (v, o, s, g) where:
« 7 is a stack of pairs (n, o), where n is an event and o : event — AU{T, L}

— A is the set of all actions for that machine.
— ofe) € A when the action can be handled
— o{e) = T when the action is differed

— o{e) = L when the action is not handled

+ o : Var — Value (including this, msg and arg
« s is the statement to be execute

s ¢ is a sequence of event-argument pairs to be handled



P Semantics: Imperative core

ﬂj[zd] — (F]’fa a, S[Ekip 5]1 q) Mlid] = (v, 0, S[x := 7], q) a(r) v

S -
M — Mlid := (v, 0, S[s], q)] (SEQ) M —s M[id := (v, o[z := v], S[skip], q)] (AssIGN)

M{id] = (7, o, S[if r then s; else s2], q) o(r) | true
M — Mid := (v, 0, S[s1], q)]

(IF-THEN)

Mid] = (v, o, S[if r then s; else s3], q) o(r) | false
M — M[id := (v, 0, S[s2], q)]

(IF-ELSE)

Mid] = (v, o, S[while r s], q) o(r) | true
M — M]Jid := (v, o, S[s; while r s], q)]

(WHILE-ITERATE)

Mlid] = (v, o, S[while r s], q) o(r) | false
M — M|id := (v, o, S[skip], q)]

(WHILE-DONE)



P Semantics: Creating machines

Mlid] = (v,0,S[z :=newm'(z1 =r1,22 =7T2,...,Tn = 7Tn)], q)
id" = fresh(m') n' = Init(m")
a, = Ae. L o(r1) 1 vy o(ra) | vo e o(rn) 4 v
"= Az. L [this := id’ = v1||To 1= Vol |, = U,
o' = Az. L [this = id'][z1 = vy][ws = va] | " ew

M — M[id := (v, o|z := id'], S[skip], q)]
[id! = ((nf'.' ﬂﬂ)a Jf-.- Entry(m", ﬂf)& E)]

Mlid] = (v, o, S[delete], q)
M — M[id = 1]

(DELETE)



Generating events: between machines

M[id] = (v, o, S[send(r1, e, 2)], q)
G'(T"l) 1 id’ D’(T‘g) v ﬂf[%df] = ('}*I, G'!, C!, qf)
M —s Mlid := (v, o, S[skip]. q)|[id" := (v, 0", C", ¢ ® (e, v))]

(SEND)

Mlid] = ((n, @) - 7, 0,skip, 1 - (e,v) - 2)  m = Name(id)
t =4{e| Trans(m,n,e) #L1L VAction(m,n,e) #1L}
d={e|ale) =T} d = (d U Deferred(m,n)) — t
lg1| C d’ e & d o' = o[msg := e|[arg := ]

s = |if Pop(m,n,a,e) V Step(m,n,e) #L
then Ezit(m, n)
else skip

— DEQUEUE
M — Mid := ((n,a) - v,0’, s;raise (e, v), q1 - q2)] | )



Generating events: within machines

Mlid] = ((n, «) - v, 0, S[raise (e, )], q)

o(r)lw 0’ = olmsg := e][arg := v] m = Name(id)
s = |if Pop(m,n,a,e) V Step(m,n,e) #1
then Exit(m,n)
else skip
(RAISE)

M — Mlid := ((n,a) - v, 0, s; raise (e, v), q)]



Handling events -1

Mlid] = ((n, @) - v, 0, raise (e, v), q)
m = Name(id) Trans(m,n,e) =L
(a(e) = a A Action(m,n,e) =1) V Action(m,n,e) = a

ag{L,T}
M — M|id := ((n, a) - v, 0, Stmt(m, a), q)]

(ACTION)

Mlid] = ((n, a) - v, o, raise (e, v), q)
m = Name(id) Step(m,n,e) =n’

M —_— M[Ed " — ((ﬂ,ﬁj CE) * Y, O, Entry(m}ﬂf}}qn

(STEP)



Handling events - 2

Mid] = ((n, «) - v, o, raise (e, v), q)
m = Name(id) Call(m,n,e) =n'
a' = Xe. if (Trans(m,n,e) #1)then L
else if (Action(m,n,e) #.L1) then Action(m,n,e)
elseif (e € Deferred(m,n)) then T
else a(e)

CALL
M — M[id := ((n',&') - (n, @) - v, 0, Entry(m, n’), q)] o

Mlid] = ((n, o) ‘-.f!,raiku(r.r.‘:.q‘,
m = Name(id) Pop(m, n, o, e)

ottt o il Ao vk bl Lat SOy 7T
M —s M[id ;= (v, o, raise (¢, v}, q}]



Handling events - 3

M[id] = ((n,«) - v, o, raise (e, v), q)
m = Name(id) Pop(m,n, a, e)

Porl
M — M[Ed = (F}H o, raise (EE U)’ Q)] ( )

Mid] = (e, 0,s,q)

M — error

(Pop-FAIL)



Call stack related control flow

M{id| = (v, o, S[return], q)
M — M[id := (v, o, Ezit(m, n); return, q)]

(RETURN)

Mlid| = ((n,«) - v, 0, return, q) m = Name(id)
M — M|id := (7, o, skip, q)]

(Popr2)



Systematic Testing

* Semantics interpreted in explicit state model checker ZING

* All possible executions enumerated and checked against
* Assertions
e Sends to uninitialized targets
e Sends to machines that have been freed
 Unhandled events

* Context switches only happen at creation, sends, and receives



Liveness Properties in P

* Machine should not get into infinite cycle of private operations
* Predicate en(m) holds iff m can take a step
* sched(m) is true iff en(m) and m takes a step

Am. &O(sched(m)).



Liveness Properties in P

 Fairness is given by predicate fair(m) defined as:
fair(m) = 0O (en(m) = sched(m))

* An erroneous execution is given by predicate:

Vm. fair(m) A 3m,e,m’. O(eng(m,e,m’) A O-deg(m/', e)).

e Every machine is fairly scheduled and an enqueued event is not deferred
indefinitely



P in Maude: Expression Syntax

--- Expressions
sort Exp .

subsort Int < Exp .
subsort Id < Exp .

op _+_ : Exp Exp -> Exp [prec 33 gather (E e) format (d b o d)]
op _/_ : Exp Exp -> Exp [prec 31 gather (E e) format (d b o d)]

subsort Bool < Exp .

op : Exp Exp -> Exp [prec 37 format (d b o d)]

op : Exp Exp -> Exp [prec 37 format (d b o d)]

op : Exp Exp -> Exp [prec 37 format (d b o d)]

op _ . Exp Exp -> Exp [prec 37 format (d b o d)]

op !_ : Exp -> Exp [prec 53 format (b o d)]

op : Exp Exp -> Exp [prec 55 gather (E e) format (d b o d)]




P in Maude: Statement Syntax

sorts Block Stmt .
subsort Block < Stmt .

op {} : -> Block [format (b b 0)]
op {_} : Stmt -> Block [format (d n++1 n--1 d)]
: Exp -> Stmt [prec 40]
: Stmt Stmt -> Stmt [prec 60 gather (e E) format (d ni d)]

--- Variable Statements
op var_; . Exp -> Stmt [prec 40 format (y o o o)]

--- Event Statements
op event_ : Id -> Stmt [prec 40 format (r o o)]

--- State Statements
op state__ : Id Block -> Stmt [prec 40 format (d r o d)]




P in Maude: Statement Syntax (Contd.)

--- Entry Statements
op entry_ : Block -> Stmt [prec 40]
op entry(_)_ : Exp Block -> Stmt [prec 40]

--- Action Statements
op on_do_ : Id Stmt -> Stmt [prec 40 format (d r o d d)]
op on_do(_)_ : Id Exp Block -> Stmt [prec 40 format (d r o d d d d d)]

--- Stmts
op goto_; : Id -> Stmt [format (o r o o)]
op send_; : Exps -> Stmt [prec 41]

--- Jumps
op if(_)_else_ : Exp Stmt Stmt -> Stmt [prec 59 format (b so d d s nib o d)]
op while(_)_ : Exp Block -> Stmt [prec 59 format (b so d d o d)]

--- Asserts
op assert(_); : Exp -> Stmt [format (b o d d d d)]




P in Maude: Machine Syntax

* Programs is a sequence of machine declarations

* We can parse complete P programs in Maude

--- Machines
op machine

R Id Block -> Stmt
op machine_sends_;_ : Id Exps Block -> Stmt




