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DES: Attacks AES Modes of 
operation



AdŵiŶiƐƚƌaƚiǀe 
DeƚailƐ

� Course website: 
https://courses.grainger.illinois.edu/csϰϵϴacϯ/faϮϬϮϬ/

� Has syllabus, instructor and TA info, office hours

� IMPORTANT: Join Piaǌǌa͊
piazza.com/illinois/fallϮϬϮϬ/ececsϰϵϴac/home

I ƐƚƌŽŶglǇ eŶcŽƵƌage claƐƐ ƉaƌƚiciƉaƚiŽŶ͘ 
If ǇŽƵ dŽŶΖƚ ƵŶdeƌƐƚaŶd ƐŽŵeƚhiŶg iŶ claƐƐ͕ ƉleaƐe 
iŶƚeƌƌƵƉƚ ŵe aŶd aƐk ƋƵeƐƚiŽŶƐ͘
PleaƐe ŵake abƵŶdaŶƚ ƵƐe Žf Žffice hŽƵƌƐ͘



Recall͗

� PRG

� PRF

� PRP



CaŶ ǁe bƵild a PRF fƌŽŵ a PRG͍

G(k)[Ϭ]

k

G(k)[ϭ]

G

Let  G: K ื KϮ be a secure PRG

Define ϭ-bit PRF  F: K п {Ϭ,ϭ} ื K   as

F(k, x∈{Ϭ,ϭ} ) с G(k)[x]



DES͗
AƚƚackƐ



EǆhaƵƐƚiǀe KeǇ Seaƌch

� For DES: given two pairs (mϭ, cϭ), (mϮ, cϮ) where cϭ с E (k, mϭ), cϮ с E (k, mϮ)
-- w.h.p. there is at most ΎoneΎ key k such that E (k, mϭ) с cϭ and E (k, mϮ) с cϮ

� DES challenges: Series of contests to highlight the lack of security of DES.
� m с   ³The unknoZn message is: XXXX « ³. 
� CT    с              cϭ cϮ cϯ                         cϰ

� Challenge: Given CT, find XXXX

� First goal: Given cϭ, cϮ, find common ϱϲ-bit key k.



SƚƌeŶgƚheŶiŶg DES agaiŶƐƚ EǆhaƵƐƚiǀe Seaƌch

Method ϭ:     TripleͲDES

� Let  E : K п M M  be a block cipher

� Define    ϯE: Kϯ п M M    as

For ϯDES:    key-size с ϯпϱϲ с ϭϲϴ bits.             ϯпslower than DES. 

(can actually attack in time   уϮϭϭϴ )  

ϯE( (kϭ,kϮ,kϯ), m) с  



Whaƚ abŽƵƚ ϮDES͍

� Define       ϮE( (kϭ,kϮ), m) с   E(kϭ , E(kϮ , m) )
key-len с ϱϲ x Ϯ с ϭϭϮ bits

m E(kϮ, ) E(kϭ, ) c

kϬ с ϬϬ…ϬϬ
kϭ с ϬϬ…Ϭϭ
kϮ с ϬϬ…ϭϬ

⋮
kN с ϭϭ…ϭϭ

E(kϬ , M)
E(kϭ , M)
E(kϮ , M)

⋮
E(kN , M)

Ϯϱϲ

entries

Takes time Ϯϲϯ.



Whaƚ abŽƵƚ ϯDES͍

� Define ϯE( (kϭ,kϮ ,kϯ), m) с   E(kϭ , D(kϮ , E(kϯ , m) )

� Same attack on ϯDES in time Ϯϭϭϴ

key-len с ϭϲϴ bits for DES

m D(kϮ, ) E(kϭ, ) cE(kϯ, )



AlƚeƌŶaƚiǀe͗ DESX

E : K п {Ϭ,ϭ}n {Ϭ,ϭ}n a block cipher

Define    EX   as       EX( (kϭ,kϮ,kϯ), m) с   kϭ E(kϮ,  m kϯ ) 

For DESX:    key-length с ϲϰнϱϲнϲϰ с ϭϴϰ bits, but attack in time ϮϭϮϬ



AES
;RjiŶdaelͿ



AES iƐ ŶŽƚ a FeiƐƚel͘ Iƚ iƐ a SƵbƐͲPeƌŵ ŶeƚǁŽƌk͘

Key sizes:   ϭϮϴ, ϭϵϮ, Ϯϱϲ bits.        Block size:  ϭϮϴ bits
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layer inversion
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⨁
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AES SƚƌƵcƚƵƌe

input

ϰ
(ϭ) ByteSub
(Ϯ) ShiftRow
(ϯ) MixColumn

⨁

kϮ kϵ

⨁

(ϭ) ByteSub
(Ϯ) ShiftRow
(ϯ) MixColumn

⨁
kϭ

⨁

kϬ

(ϭ) ByteSub
(Ϯ) ShiftRow

output

ϰ

ϰ

⨁

kϭϬ

key
ϭϲ bytes

key expansion:

invertible

ϭϲ bytes ืϭϳϲ bytes

ϰ



IŶ Each RŽƵŶd
� BǇteSƵb:    a ϭ byte S-box.    Ϯϱϲ byte table     (computable, so don’t need to hardwire) 

� ShiftRoǁs:  

� MiǆColƵmns:



AƚƚackƐ

Best key recovery attack:  
Four times better than ex. search  [BKR’ϭϭ]

Related key attack on AES-Ϯϱϲ:    [BK’Ϭϵ]

Given  Ϯϵϵ  input/output  pairs from four related keys in AES-Ϯϱϲ
Can recover keys in time уϮϵϵ



MŽdeƐ Žf OƉeƌaƚiŽŶ 
fŽƌ BlŽck CiƉheƌƐ



OŶeͲƚiŵe KeǇ

� Goal:  build “secure” encryption from a secure PRP (e.g. AES)

� Recall: what is semantic (or CPA/chosen plaintext attack) security

� ECB mode (electronic code book): E (k, m)



IŶcŽƌƌecƚ UƐe Žf BlŽck CiƉheƌƐ

Electronic Code Book (ECB) should not be applied to multiple blocks

Problem:   
� if    mϭсmϮ then   cϭсcϮ
� not semantically secure for messages that contain two blocks

PT:

CT:

mϭ mϮ

cϭ cϮ



OŶeͲƚiŵe keǇ͕  bƵƚ ŵaŶǇ blŽckƐ

Deterministic counter mode from a PRF  F : K x {Ϭ,ϭ}n ---х {Ϭ,ϭ}n (n с ϭϮϴ)

� EDETCTR (k, m)  с 

⇒ Stream cipher built from a PRF   (e.g.  AES, ϯDES)

m[Ϭ] m[ϭ] …

F;k͕ϬͿ F;k͕ϭͿ …

m[L]

F;k͕LͿ�

c[Ϭ] c[ϭ] … c[L]



OŶeͲƚiŵe KeǇƐ

Theorem:    For any LхϬ,
If F is a secure PRF over (K,;,;) then 
EDETCTR is semantically secure cipher over (K,;L,;L)

� example:    encrypted email, new key for every message.



MaŶǇͲƚiŵe KeǇƐ

Defining Security:

Example applications:    

� ϭ.  File systems:    Same AES key used to encrypt many files.

� Ϯ.  Ipsec (used in VPN):   Same AES key used to encrypt many packets.



MaŶǇͲƚiŵe KeǇƐ

If secret key is to be used multiple times   �
given the same plaintext message twice, encryption must produce different outputs.

Solutions?



MaŶǇͲƚiŵe KeǇƐ

Let  F: K п R M  be a secure PRF.

For m M define   E(k,m) с [ r R,  output  ;r͕  F;k͕rͿ mͿ ]

Is  E  semantically secure under CPA?



SŽlƵƚiŽŶ Ϯ͗ ŶŽŶceͲbaƐed EŶcƌǇƉƚiŽŶ

� nonce  n:    a value that changes from msg to msg.
(k,n)  pair never used more than once

� method ϭ:   nonce is a coƵnter (e.g. packet counter)      [SSL, IPSec]
� used when encryptor keeps state from msg to msg
� if decryptor has same state, need not send nonce with CT

� method Ϯ: nonce is random   [File Encryption]

AOLce

E
P, Q E(N,P,n)=c

BRb

Dc, n D(N,c,n)=P

k k

nonce



CBC ;CiƉheƌ BlŽck ChaiŶiŶgͿ ŵŽde

Let (E,D) be a PRP.          ECBC(k,m):    choose random Initialization  Vector and do:

E(k,�) E(k,�) E(k,�)

m[Ϭ] m[ϭ] m[Ϯ] m[ϯ]IV

� ��

E(k,�)

�

c[Ϭ] c[ϭ] c[Ϯ] c[ϯ]IV

ciphertext



DecƌǇƉƚiŽŶ CiƌcƵiƚ

D(k,�) D(k,�) D(k,�)

m[Ϭ] m[ϭ] m[Ϯ] m[ϯ]

� ��

D(k,�)

�

c[Ϭ] c[ϭ] c[Ϯ] c[ϯ]IV

In symbols:    c[Ϭ] с E(k, IV m[Ϭ] ) m[Ϭ] с D(k, c[Ϭ]) IV



CPA SecƵƌiƚǇ Žf CBC

� CBC Theorem:     For small enough LхϬ,
If E is a secure PRP over (K,X) then 
ECBC is CPA-secure over (K, XL, XLнϭ).

� In particular, security error in CBC с (Ϯ x sec. error in PRP) н (qϮLϮ/|X|)
� What if IV was predictable? Is it still CPA-secure?

Bug in SSL/TLS ϭ.Ϭ:  IV for record ηi is last CT block of record η(i-ϭ)



Whaƚ haƉƉeŶƐ if adǀeƌƐaƌǇ caŶ Ɖƌedicƚ IV



CBC ;CiƉheƌ BlŽck ChaiŶiŶgͿ ŵŽde͗ VeƌƐiŽŶ Ϯ

� Cipher block chaining with unique nonce:   key с (k,kϭ)

E(k,�) E(k,�) E(k,�)

m[0] m[1] m[2] m[3]

� ��

E(k,�)

�

c[0] c[1] c[2] c[3]QRQce

ciSheUWe[W

QRQce

E(k1,�)

IV

unique nonce means:   (key, n)  pair is used for only one message



RaŶdͲcƚƌ ŵŽde

m[Ϭ] m[ϭ] …

F;k͕IVͿ F;k͕IVнϭͿ …

m[L]

F;k͕IVнLͿ
�

c[Ϭ] c[ϭ] … c[L]

IV

IV

msg

ciphertext

Let F: K п {Ϭ,ϭ}n {Ϭ,ϭ}n be a secure PRF.

E(k,m):   choose a random  IV � {Ϭ,ϭ}n    and do:

(ϭ) Can use PRF instead of PRP and (Ϯ) is parallelizable.



SƵŵŵaƌǇ

� DES: some attacks and strengthenings

� AES: substitution-permutation network

� Modes of operation of block-ciphers


