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IŶƚƌŽdƵcƚiŽŶ

Cryptography 
is Magic

History of 
Cryptography

Math 
fundamentals



CŽƵƌƐe 
ObjecƚiǀeƐ

• Learn how cryptographic primitives work

• Use them correctly, and reason about 
security



AdmiŶiƐƚƌaƚiǀe 
DeƚailƐ

• Course website: 
https://courses.grainger.illinois.edu/csϰϵϴacϯ/faϮϬϮϬ/

• Has syllabus, instructor and TA info, office hours

• IMPORTANT: JŽin Piaǌǌa͊
piazza.com/illinois/fallϮϬϮϬ/ececsϰϵϴac/home

I ƐƚƌŽŶglǇ eŶcŽƵƌage claƐƐ ƉaƌƚiciƉaƚiŽŶ͘ 
If ǇŽƵ dŽŶΖƚ ƵŶdeƌƐƚaŶd ƐŽmeƚhiŶg iŶ claƐƐ͕ ƉleaƐe 
iŶƚeƌƌƵƉƚ me aŶd aƐk ƋƵeƐƚiŽŶƐ͘
PleaƐe make abƵŶdaŶƚ ƵƐe Žf Žffice hŽƵƌƐ͘



SSLͬTLS



SSLͬTLS

Two parts.

• HandƐhake ƉƌŽƚŽcŽl: Use ƉƵblic keǇ eŶcƌǇƉƚiŽŶ to establish shared 
secret key 

• RecŽƌd laǇeƌ͗ Transmit data using shared secret key
ƐecƌeƚͲkeǇ eŶcƌǇƉƚiŽŶ



SSLͬTLS

Two parts.

• HandƐhake ƉƌŽƚŽcŽl: Use ƉƵblic keǇ eŶcƌǇƉƚiŽŶ to establish shared 
secret key 

• RecŽƌd laǇeƌ͗ Transmit data using shared secret key
ƐecƌeƚͲkeǇ eŶcƌǇƉƚiŽŶ

We will:  -- see how these encryption schemes work.
-- understand why we think these are unbreakable.



The Magic Žf 
CƌǇƉƚŽgƌaƉhǇ



KeǇ EǆchaŶge

Key 
ϭϵϰϲϱϴϮϴϰ

Key 
ϭϵϰϲϱϴϮϴϰ



ZeƌŽͲKŶŽǁledge PƌŽŽfƐ

The clause is 
satisfiable!

I agree, but I didn’t 
learn the solution!

Given a SAT formula:



SecƵƌe CŽmƉƵƚaƚiŽŶ

Age X Age Y

Who is older?



HiƐƚŽƌǇ



SǇmmeƚƌic CiƉheƌƐ

Enc Dec



SƵbƐƚiƚƵƚiŽŶ CiƉheƌƐ

a Æ g

b Æ z

c Æ o

d Æ r

e Æ b

…..

Key a bad cab   Æ



PŽll

• What is the size of key space in the substitution cipher 
assuming Ϯϲ letters?

ϭ. ϮϲϮ

Ϯ. Ϯϲ!

ϯ. ϮϮϲ

ϰ. Ϯϲ



SƵbƐƚiƚƵƚiŽŶ CiƉheƌƐ aƌe EaƐǇ ƚŽ Bƌeak͊

UKBYBIPOUZBCUFEEBORUKBYBHOBBRFESPVKBWFOFERVNBCVBZPRUBOFERVNBCVBPCYYFVUFO 
FEIKNWFRFIKJNUPWRFIPOUNVNIPUBRNCUKBEFWWFDNCHXCYBOHOPYXPUBNCUBOYNRVNIWN 
CPOJIOFHOPZRVFZIXUBORJRUBZRBCHNCBBONCHRJZSFWNVRJRUBZRPCYZPUKBZPUNVPWPCYVF 
ZIXUPUNFCPWRVNBCVBRPYYNUNFCPWWJUKBYBIPOUZBCUIPOUNVNIPUBRNCHOPYXPUBNCUB 
OYNRVNIWNCPOJIOFHOPZRNCRVNBCUNENVVFZIXUNCHPCYVFZIXUPUNFCPWZPUKBZPUNVR



SƵbƐƚiƚƵƚiŽŶ CiƉheƌƐ aƌe EaƐǇ ƚŽ Bƌeak͊

UKBYBIPOUZBCUFEEBORUKBYBHOBBRFESPVKBWFOFERVNBCVBZPRUBOFERVNBCVBPCYYFVUFO 
FEIKNWFRFIKJNUPWRFIPOUNVNIPUBRNCUKBEFWWFDNCHXCYBOHOPYXPUBNCUBOYNRVNIWN 
CPOJIOFHOPZRVFZIXUBORJRUBZRBCHNCBBONCHRJZSFWNVRJRUBZRPCYZPUKBZPUNVPWPCYVF 
ZIXUPUNFCPWRVNBCVBRPYYNUNFCPWWJUKBYBIPOUZBCUIPOUNVNIPUBRNCHOPYXPUBNCUB 
OYNRVNIWNCPOJIOFHOPZRNCRVNBCUNENVVFZIXUNCHPCYVFZIXUPUNFCPWZPUKBZPUNVR



RŽƚŽƌ MachiŶeƐ



RŽƚŽƌ MachiŶeƐ͗ AdǀaŶced ;The EŶigmaͿ



EŶcƌǇƉƚiŽŶ 
SƚaŶdaƌdƐ

• Data Encryption Standard ;DESͿ: Ϯϱϲ keys

• Advanced Encryption Standard ;AESͿ: 
used today

• And many others…



Maƚhemaƚical 
BackgƌŽƵŶd



DiƐcƌeƚe PƌŽbabiliƚǇ

• S : finite set ;e.g., S с ΂Ϭ,ϭ΃nͿ
• A probability distribution Pr over S is a function Pr: S Æ ΀Ϭ,ϭ΁

such that Σx ∈ S Pr ;xͿ с ϭ

• Examples
• Uniform distribution
• Point distribution
• Distribution vector



EǀeŶƚƐ

• For a set A S, Pr ΀A΁ с Σx ∈ A Pr ;xͿ
• The set A is called an event S Aϭ



EǀeŶƚƐ

• For a set A S, Pr ΀A΁ с Σx ∈ A Pr ;xͿ
• The set A is called an event

• For events Aϭ and AϮ , Pr΀Aϭ AϮ΁ ч Pr΀Aϭ΁ н Pr΀AϮ΁

S Aϭ

AϮ



RaŶdŽm VaƌiableƐ

• A random variable X is a function X : U V

• Let U be some set, e.g. U с ΂Ϭ,ϭ΃n

• We write r U to denote a uniform random variable over U 

for all a U: Pr ΀ r с a ΁ с ϭ/|U|



RaŶdŽmiǌed AlgŽƌiƚhmƐ

• We will make extensive use of randomized algorithms

• Deterministic algorithm: y A;mͿ

• Randomized algorithm: y A;m; rͿ 

• Eg, to encrypt message m, we will sample r U and output Enc;m;rͿ  



IŶdeƉeŶdeŶƚ EǀeŶƚƐ

• Events A and B are independent if Pr΀ A and B ΁ с Pr΀A΁ ͼ Pr΀B΁ 

• Random variables X,Y taking values in V are independent if 
;a, bͿ V: Pr ΀ Xсa and Yсb ΁ с Pr ΀Xсa΁ ͼ Pr ΀Yсb΁ 



IŶdeƉeŶdeŶƚ EǀeŶƚƐ

• XOR: bitwise addition mod Ϯ. Example –

• If Y some random ;not necessarily uniformͿ variable over ΂Ϭ,ϭ΃n , 
and X an iŶdeƉeŶdeŶƚ uniform variable on ΂Ϭ,ϭ΃n

Then Z :с Y X is a uniform variable on ΂Ϭ,ϭ΃n



The OŶeͲTime Pad



SǇmmeƚƌic CiƉheƌƐ

Enc Dec



SǇmmeƚƌic CiƉheƌƐ

• A cipher defined over (., 0, &)
is a pair of efficient algorithms ;E͕ DͿ where

E͗ . x 0 Æ &
D͗ . x & Æ 0

such that for all m 0, k ., D ; k, E ;k, mͿ Ϳ с m



The OŶeͲTime Pad

• Provably Secure Cipher
. с ΂Ϭ,ϭ΃n, 0 с ΂Ϭ,ϭ΃n, & с ΂Ϭ,ϭ΃n

• Key is sampled uniformly from the set . с ΂Ϭ,ϭ΃n

i.e. the key is a random bit string as long as the message

• E ;k, mͿ с
• D ;k, cͿ с 

• Check correctness



The OŶeͲTime Pad

• Example

• Check correctness

• What about security?



The OŶeͲTime Pad

• Let’s define security for a symmetric cipher. ;perfect secrecyͿ

Defn ϭ: mϬ , mϭ 0 ; of equal size, i.e. |mϬ | с |mϭ | Ϳ and c &

Pr k ⟵K ΀ E;k,mϬͿ с c ΁     с     Pr k ⟵K ΀ E ;k,mϭͿ с c ΁



The OŶeͲTime Pad

• Theorem: The one-time pad satisfies Defn ϭ ;perfect secrecyͿ.



The OŶeͲTime Pad͗ DiƐadǀaŶƚage

• Observe: |. | с  |0 |

• That means to send a long file, you need to share a long key.
• And for every file, you need a new key. Why?

• Can you have |. | ф  |0 |?

• Shannon: No /. For perfect secrecy, you need |. | х с  |0 |. Why?



CŽŶclƵƐiŽŶ

• Looking ahead: Ɖeƌfecƚ secrecy unnecessary, can relax it.

• Assume haƌd ƉƌŽblemƐ that cannot be solved by adversaries ;i.e. we 
will assume P! с NP, and in fact something strongerͿ.

• Under these assumptions, we will achieve ƉƌŽǀable security.

• CŽŶdiƚiŽŶal secrecy: 
hardness of problem ------ сх secrecy of the scheme.


