Chapter 8 roadmap

8.1 What is network security?

8.2 Principles of cryptography
8.3 Authentication

8.4 Integrity
8.5 Key distribution and certification
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Key Distribution Center (KDC)

O Alice, Bob need shared symmetric key.

O KDC: server shares different secret key with each
registered user (many users)

O Alice, Bob know own symmetric keys, Kakoc Ke-koc , for
communicating with KDC.
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Certification Authorities

0 Certification authority (CA): binds public key to
particular entity, E.

0 E (person, router) registers its public key with CA.
o E provides “proof of identity” to CA.
o CA creates certificate binding E to its public key.

o certificate containing E's public key digitally signed by CA
- CA says "“this is E's public key"

Bob's digital
public . ., signature K
key Kp / (encrypt)
" 7
Bob's e v H;ﬂﬂ;ﬂ priv‘f;: i@ certificate for
identifying = £ " ot TER key KCA Bob's public key,

information i

signed by CA
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Trusted Intermediaries

Symmetric key problem:

Public key problem:

0 How do two entities
establish shared secret
key over network?

Solution:

O trusted key distribution
center (KDC) acting as

intermediary between
entities

0 When Alice obtains
Bob's public key (from
web site, e-mail,
diskette), how does she
know it is Bob's public
key, not Trudy's?

Solution:

O trusted certification
authority (CA)

8: Network Securty 843

43

Key Distribution Center (KDC)

4

/ generates .,
Alice &oc(R1, Kekpc(AR1) )

Q: How does KDC allow Bob, Alice to determine shared
symmetric secret key to communicate with each other?

KDC

Bob- knows to

knows use Rl to
R1 Kg-koc(A,R1) communicate
P with Alice

Alice and Bob communicate: using R1 as
session key for shared symmetric encryption

»
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Certification Authorities

Bob's public key

0 When Alice wants Bob's public key:
o gets Bob's certificate (Bob or elsewhere).
o apply CA's public key to Bob's certificate, get

Bob's

:c( digital
1 Kg signature
(decrypt)

cat e

public : +

key i KCA
i)

. public
Kg key
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A certificate contains:

Serial number (unique to issuer)
0 info aboutertificate owner)including algorithm

3 info about
Ty — certificate
Gaer i primay Certicaton Gare i prmary Cosicsin issuer
Ve . e e valid dates
T -
R e e —J digital
Ths Crtifcatebekongs t a Certiting Authorty signature by
A this Certificate Authority for Certifying network sites .
issuer

¥ Accept this Certificate Authority for Certifying &-mail users.
™ Accept this Certificate Authority for Certifying software developers

I~ Warn before sending data to sites certified by this authority.

oK Cancal
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Network Security (summary)

Basic fechniques......
o cryptography (symmetric and public)
o authentication
O message integrity
o key distribution

.. used in many different security scenarios

o secure email
o secure transport (SSL/TLS)
o HTTPS
o Etc.
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Secure e-mail
a Alice wants to send confidential e-mail, m, to Bob.
Ks@=
K K
K+ 0 K_ 0
Ks KB(Ks ) Kb(Ks) 53()
KB &= KB'e=
Alice:
Q generates random symmetric private key, Ks.
0 encrypts message with Ks (for efficiency)
0 also encrypts Ks with Bob's public key.
0 sends both Ks(m) and Ke(Ks) to Bob.
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Secure e-mail (continued)

- Alice wants to provide sender authentication
message integrity.

Ka @&

M@ compare
L0 1um)

« Alice digitally signs message.
+ sends both message (in the clear) and digital signature.
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KA(H(m)) . H(m)
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Secure e-mail

0 Alice wants to send confidential e-mail, m, to Bob.

Ks@=
Ks(m ) _» m
60

K
K_n
+— Ki(ks) KB(ks)

Kp' &= KB'e=

Bob:
Q uses his private key o decrypt and recover Ks
0 uses Ks to decrypt Ks(m) to recover m
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Secure e-mail (continued)

« Alice wants to provide secrecy, sender authentication,
message integrity.
[ ¥

m—{ #0) ffrao A ke

v

g’;’ O Kks()
e
K60

T KB(Ks)
(Yo
Alice uses three keys: her private key, Bob's public

key, newly created symmetric key
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Secure sockets layer (SSL)

O transport layer
security to any TCP-
based app using SSL
services.

0 used between Web
browsers, servers for
e-commerce (shttp).

0 security services:

o server authentication

o data encryption

o client authentication
(optional)

O server authentication:

o SSL-enabled browser
includes public keys for
trusted CAs.

o Browser requests
server certificate,
issued by trusted CA.

o Browser uses CA's
public key to extract
server's public key from
certificate.

O check your browser's

security menu to see
its trusted CAs.
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SSL (continued)

Encrypted SSL session:

O Browser generates
symmetric session key,
encrypts it with server's
public key, sends
encrypted key fo server.

0 Using private key, server
decrypts session key.

O Browser, server know
session key

o All data sent into TCP
socket (by client or server)
encrypted with session key.

0 SSL: basis of IETF
Transport Layer
Security (TLS).

0 SSL can be used for
non-Web applications,
e.g., IMAP.

0 Client authentication
can be done with client
certificates.
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End of Security!ll
Questions

8: Network Security ~ 8-56

56

55




sy G /\) Fual €xam Info

1/ Final Exam info
f 1/ Dec |7, 1:30 pw ln—‘)exsow for

2/ Cowwvsge vecap

3/ Fowowy - ewwv  cowrses B - Canp s S‘hrxo\w’(‘s |

4/ Pwak qweshons Hom ctudents F—> Locatww = I41, 15| Loowis Lab.
- W — Go to 14|

6) Feedback forwvs. i 2 emdo 1M

2/ Dbec |}, €pm Rowwte students
2oom nk Teh ow website
Cowflicy also un tms Slot
3( Syllabus
}: Cmvave,hwsiva
Move emphasrs post wmdterm
bt TCP shll wyportant .
t[ | page cheat cheet - 2 ¢ides
5/ format = Gwalawv o i R mdferm
G| Exam v 2hv (g bul Yow have 3 bus.
¥ Awcler email will go owt b
vehensive  informatin -
3/ No aMulov network in syllabus.



;W_;DNi [ crmn sevver . &0
D
App: Browsey ) — ,_‘-E—EC/P-*J
|_evw.com e F
D Ea= =
. Nekwotk Wi )
1: . LAt
M?.-IO-I} Link Ne
WY

\.‘\f’ Y- . quk

(267
e
CSMA[CA =5 Collision Ruoidlawce (eTs/cts) @\ C/%
COMA €D — Colkigion Detecon G ﬂ



Next Cowvtes

Advomee 1

4

Fowwdodums |

390 (ophwizachon)
3\2
Lin. Alg .



/ IP\Q,)CF\‘C\'!&\/\*\'
O
74 0 Not 0

50




