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Purpose of MP1 

•  Get yourself familiar with Linux kernel programming 

•  Learn to use kernel linked list data structure 

•  Learn to use /proc to communicate between kernel and 
use space program 

 
•  Timer, workqueue, interrupt etc. 



MP1 Overview 

•  Build kernel module measure user app cpu time 
•  Use /proc file system to communicate between user 

program and kernel module 
–  /proc/mp1/status 

•  Two-halves interrupt handler implementation 
–  Top-half: interrupt handler 
–  Bottom half: workqueue + worker thread 



Kernel vs Application Programming 

Kernel 
•  No memory protection 

–  Share memory with devices, 
scheduler 

–  Easily crash the system, very  
hard to debug 

•  Sometimes no preemption 
–  Can hog the CPU 
–  Concurrency is hard 

•  No libraries 
–  No printf, fopen 

•  No access to files 
•  Direct access to hardware 

Application 
•  Memory protection 

–  Segmentation fault 
–  Can conveniently debug the 

program 

 
•  Preemption 

–  Scheduling is not our 
responsibility 

•  Signals (Control-C) 
•  Libraries 
•  In Linux, everything is a file  

descriptor 
•  Access to hardware as files 



Linux Kernel Module (LKM) 

•  LKM are pieces of code that  
can be loaded and unloaded  
into the kernel upon demand 
–  No need to modify the kernel  

source code for all MPs in this  
course 

•  Separate compilation 
•  Runtime linkage 
•  Entry and Exit functions 

#include <linux/module.h> 
#include <linux/kernel.h> 
 
static int  init myinit(void)

{  printk(KERN_ALERT "Hello, world
\n");  return 0; 

} 
 
static void  exit myexit(void)

{  printk(KERN_ALERT 
"Goodbye, 

World\n"); 
} 
 
module_init(myinit);  
module_exit(myexit);  
MODULE_LICENSE("GPL"); 



LKM “Hello World” 

•  Edit source file as above 



LKM “Hello World” 

•  Edit the Makefile 

•  For MP1, the Makefile is provided 
–  It can be reused for MP2/MP3 



LKM “Hello World” 

•  Make 
–  Compile the module 



LKM “Hello World” 

•  ls 
–  Module is compiled as hello.ko 



LKM “Hello World” 

•  sudo insmod hello.ko 
–  install the module 

•  lsmod 
–  You can see the hello module on the top of the list 



LKM “Hello World” 

•  modinfo 
–  Check the module information 



LKM “Hello World” 

•  sudo rmmod hello 
–  uninstall the module 



LKM “Hello World” 

•  dmesg 
–  Check kernel messages (printk) 
–  Very useful to debug the module 
–  dmesg | tail –n 

•  Check the last n lines of kernel message 



LKM “Hello World” 

•  To summarize 
–  sudo insmod hello.ko 

•  install the kernel module 
–  lsmod 

•  Check if the module is loaded 
•  All loaded modules can be found /proc/modules 

–  sudo rmmod hello 
•  Unload the module 



Kernel Module vs Application  
Programming 

•  Start with module_init() 
–  Set up the kernel 

•  Runs in kernel space 

•  The module does nothing  
until one of the module  
functions are called by the  
kernel 

•  Ends with module_exit() 

Kernel Module (LKM)  Applications 
•  Start with main() 

•  Runs in user space 

•  Executes a bunch of  
instructions 

•  Terminates 



Functions available to LKM 

•  Applications have access to library functions 
–  printf(), malloc(), free() 

•  Kernel modules do not have access to library functions  
except that provided by kernel 
–  printk(), kmalloc(), kfree(), vmalloc() 
–  Check /proc/kallsyms to see a list of kernel provided functions 

•  Check Linux Kernel Programming Guide page and 
references on the MP1 page 



The /proc file system 

•  /proc is a virtual file system that allow communication  
between kernel and use space 

•  It doesn't contain 'real' files but runtime system  
information 
–  system memory, devices mounted, hardware configuration 

•  Widely used for many reportings 
–  /proc/modules, /proc/meminfo, /proc/cpuinfo 

http://www.tldp.org/LDP/Linux-Filesystem-Hierarchy/html/proc.html 



The /proc file system 



The /proc file system 



The /proc file system 



Using /proc in MP1 

•  Create a file under /proc 
–  proc_create() 

•  Create a directory under /proc 
–  proc_mkdir() 



Using /proc in MP1 



Using /proc in MP1 

Sample code: 
 
#define FILENAME "status" 
#define DIRECTORY "mp1" 
static struct proc_dir_entry *proc_dir; 
static struct proc_dir_entry *proc_entry; 
static ssize_t mp1_read (struct file *file, char  user *buffer, size_t count, loff_t *data){ 

// implementation goes here... 
} 
static ssize_t mp1_write (struct file *file, const char  user *buffer, size_t count, loff_t *data){ 

// implementation goes here... 
} 
static const struct file_operations mp1_file = { 

.owner = THIS_MODULE, 

.read  = mp1_read, 

.write = mp1_write, 
}; 
int  init mp1_init(void){ 

proc_dir = proc_mkdir(DIRECTORY, NULL); 
proc_entry = proc_create(FILENAME, 0666, proc_dir, & mp1_file); 

} 



Using /proc in MP1 

•  Within mp1_read/mp1_write, you may need to move  
data between kernel/user space 
–  Copy_from_user() 
–  Copy_to_user() 

Sample code (There are other ways of implementing it): 

static ssize_t mp1_read (struct file *file, char  user *buffer, size_t count, loff_t *data){ 
// implementation goes here...  
int copied; 
char * buf; 
buf = (char *) kmalloc(count,GFP_KERNEL);  
copied = 0; 
//… put something into the buf, updated copied 
copy_to_user(buffer, buf, copied); 
kfree(buf);  
return copied ; 

} 



Linux Kernel List 

•  You will use Linux list to store all registered user  
processes 

•  Linux kernel list is a widely used data structure in Linux  
kernel 
–  Define in <linux/linux.h> 
–  You MUST get familiar of how to use it 
–  Can be used as follows 

struct list_head{ 
struct list_head *next;  
struct list_head *prev; 

}; 

struct my_cool_list{ 
struct list_head list; /* kernel's list structure */  
int my_cool_data; 
void* my_cool_void; 

}; 



Linux Kernel List 



Linux Kernel List 

•  Some useful APIs 
–  LIST_HEAD(new_list) 
–  list_add(struct list_head *new, struct list_head *head) 
–  list_for_each_safe(pos, n, head) 
–  list_entry(ptr, type, member) 
–  list_del(pos) 
–  list_for_each_entry(pos, head, member) 
–  List_empty(ptr) 



Kernel Timer 

•  Operate in jiffies domain 
–  msec_to_jiffies() to convert ms to jiffies 
–  jiffies_to_msec() to convert jiffies to ms 

struct timer_list { 
/* ... */ 
unsigned long expires; 
void (*function)(unsigned long);  
unsigned long data; 

}; 
 

•  The expires field represents the jiffies value when the 
timer is expected to run 



Kernel Timer 

•  Some useful API 
–  void setup_timer(struct timer_list *timer, void(*function)(unsigned  

long), unsigned long data) 
–  int mod_timer(struct timer_list *timer, unsigned long expires) 
–  void del_timer(struct timer_list *timer) 
–  void init_timer(struct timer_list *timer); 
–  struct timer_list TIMER_INITIALIZER(_function, _expires, _data); 
–  void add_timer(struct timer_list * timer); 



Workqueue 

•  Allow kernel code to request that a function be called at  
some future time 
–  Workqueue functions can sleep 
–  Can be used to implement to bottom half of the interrupt 

handlers 
 

•  Some useful API 
–  INIT_WORK (struct work_struct *work, void (*function) (void 

*),void *data) 
–  void flush_workqueue (struct workqueue_struct *queue) 
–  void destroy_workqueue (struct workqueue_struct *queue) 
–  int queue_work (struct workqueue_struct *queue, struct  

work_struct *work) 



More questions? 

•  Office hours 

•  Piazza 


