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* Has syllabus, instructor and TA info, office hours

. IMPORTANT Jom PlazzaI

| strongly encourage class participation.

If you don't understand something in class, please
interrupt me and ask questions.

Please make abundant use of office hours.



https://courses.grainger.illinois.edu/cs498ac3/fa2020/
(null)://(null)piazza.com/illinois/fall2020/ececs498ac/home
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But this is impractical, so what should we do?

* Use pseudorandomness

* Save a short “random” key and expand to a longer “pseudorandom” key
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* Pseudorandom generator is a deterministic function G: {0,1}" = {0,1}3"
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What Properties Should a PRG Have?

* Masking with PRG should be “morally equivalent” to uniform mask

* At least need some type of unpredictability
say G(X;Xp--X,) = Y1Yo-Y3n
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What Properties Should a PRG Have?
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* Definition of a PRG




What are Negligible Functions?

* |In practice, € is a scalar and
° - . 30 :
€ non-neg: € 2_1/’29. (likely to happen over 1GB of data)

* £ negligible: (won’t happen over life of key)

* In theory, € isafunction €:Z°—R*® and MN=p-= ?,ug’tﬁ\ oL Ke‘j :
* enon-neg: 3d: g(A) 2 1<;? inf. often (€2 1/poly, for inf. many A)

* € negligible: Vvd, 3\, s.t. VA2A,: €(A) < 1/A? (g < 1/poly, for all large enough A)
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What are Negligible Functions?

 Are the following functions negligible?
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* For odd A, f(A) = 1/2*, and for even A, f(A) = 1/A30000 N O .
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A PRG-Based Stream Cipher

cE(km= m®@ G(k)
‘D= ¢ ® G(k)

 Can this cipher have perfect secrecy?
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A PRG-Based Stream Cipher
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* How does one define secrecy?
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