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Administrative 
Details

� Course website: 
https://courses.grainger.illinois.edu/cs498ac3/fa2020/

� Has syllabus, instructor and TA info, office hours

� IMPORTANT: Join Piazza!
piazza.com/illinois/fall2020/ececs498ac/home

I strongly encourage class participation. 
If you don't understand something in class, please 
interrupt me and ask questions.
Please make abundant use of office hours.

https://courses.grainger.illinois.edu/cs498ac3/fa2020/
(null)://(null)piazza.com/illinois/fall2020/ececs498ac/home


Pseudorandomness





But this is impractical, so what should we do?
� Use pseudorandomness

� ^ĂǀĞ�Ă�ƐŚŽƌƚ�͞ƌĂŶĚŽŵ͟ ŬĞǇ�ĂŶĚ�ĞǆƉĂŶĚ�ƚŽ�Ă�ůŽŶŐĞƌ�͞ƉƐĞƵĚŽƌĂŶĚŽŵ͟ key

� Pseudorandom generator is a deterministic function G: {0,1}n Æ {0,1}3n
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What Properties Should a PRG Have?
� DĂƐŬŝŶŐ�ǁŝƚŚ�WZ'�ƐŚŽƵůĚ�ďĞ�͞ŵŽƌĂůůǇ�ĞƋƵŝǀĂůĞŶƚ͟�ƚŽ�ƵŶŝĨŽƌŵ�ŵĂƐŬ

� At least need some type of unpredictability
say G(x1x2͙xn) = y1y2͙͘Ǉ3n



What Properties Should a PRG Have?
� Definition of a PRG



What are Negligible Functions?

� In practice, ɸ is a scalar and 
� ɸ�non-neg: ɸ ш�ϭͬϮ30 (likely to happen over 1GB of data)
� ɸ�negligible: ɸ ч�ϭͬϮ80 ;ǁŽŶ͛ƚ�ŚĂƉƉĞŶ�ŽǀĞƌ�ůŝĨĞ�ŽĨ�ŬĞǇͿ

� In theory, ɸ is a function    ɸ: ZшϬื RшϬ and

� ɸ�non-neg: d:  ɸ;ʄͿ׌ ш�ϭͬʄd inf. often (ɸ ш��ϭͬƉŽůǇ͕ �ĨŽƌ�ŝŶĨ͘ �ŵĂŶǇ�ʄͿ

� ɸ�negligible:   ׊d, ׌ʄ0 s.t. :ʄшʄ0׊ ɸ;ʄͿ ч�ϭͬʄd (ɸ ч��ϭͬƉŽůǇ͕ �ĨŽƌ�Ăůů�ůĂƌŐĞ�ĞŶŽƵŐŚ�ʄͿ



What are Negligible Functions?

� Are the following functions negligible?

� f(k) = 1/2ʄ

� f(k) = 1/ʄ30000

� For odd ʄ, f(ʄ) = 1/2ʄ, and for even ʄ, f(ʄ) = 1/ʄ30000



Stream Ciphers



A PRG-Based Stream Cipher

� E (k, m) = 
� D (k, c) = 

� Can this cipher have perfect secrecy?



A PRG-Based Stream Cipher

� E (k, m) = 
� D (k, c) = 

� How does one define secrecy?


