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Pedersen Commitments



Pedersen Commitments

* Unconditionally hiding

e Given a commitment c, every value x is equally likely to be the value
committed in c.

* For example, given x,r, and any x’, there exists r’ such that gh" = g*h’",
in fact r = (x-x")at + r mod q.



Pedersen Commitments

* Computationally binding

* Suppose committer sent g*h"” mod p for some (x, r)

* Now it finds x” # x and r’ such that c = g*h".
* This means that the sender “knows™ log,(h) = (x"-x)-(r-r’)L.

* This means: assuming DL is hard, the sender cannot open the
commitment to a different value.



Application: Coin Tossing

* Alice and Bob want to decide on something by tossing a coin over a
phone. How to do this securely?

* Solution: Alice commits to a random bit b, < {0, 1}, and sends Com
(b,; r) to Bob

* Bob selects a random bit by < {0, 1} and sends it to Alice

* Alice decommits b,

* Alice and Bob output b, xor b,
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Graph Isomorphism
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Graph Isomorphism
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Permuting the Graph

G = @(A)
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