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CCA Attack on PKCS1 v1.5 (Bleichenbacher 1998)

PKCS1 used in HTTPS:

yes: continue
no: error

— attacker can test if 16 MS intext =’02’ 4

Does (¢) lwe msb = 02
Chosen-ciphertext attack: to decrypt a given ciphertext C do:

e
* Choose r € Z,. Compute ¢’ «—réc = (r- PKCS1(m))
* Send ¢’ to web server and use response



Baby Bleichenbacher ¢ =M% mod N
el 2. moa N = (M meod N
compute x«—c? in Z, Ere(Mr) = _

/
OO

C

yes: continue

C no: error
Given ¢ = EMCM)
Suppose N is @ 2" (aninvalid RSA modulus). Then: 26c = Eac.(LM)
* Sending ¢ reveals msb(x) “e = bnc (Lm)
* Sending 2°&-c=(2x)¢ in Z, reveals msb(2x mod N) = msb,(x)
* Sending 4¢-c = (4x)® in Z, reveals msb(4x mod N) = msb,(x)

e ... and so on to reveal all of x
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Chosen Ciphertext (CCA) security for Public Key En&mption
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PKCS1 v2.0: b S

New preprocessing function: OAEP [BR94]

check pad
on decryption.
reject CT if invalid.

pt o Gogprd® A [rond )
Pt = G(pt )@ vond Pt P

— F]'Q MMN

Thm [Fops’01] : RSA is a trap-door permutation =
RSA-OAEP is CCA secure when H,G are random oracles

in practice: use SHA-256 for Hand G



What is a random oracle?

* H: Truly random function

* “Observable”

* “Programmable”



The factoring problem

Gauss (1805): “The problem of distinguishing prime numbers from

composite numbers and of resolving the latter into
their prime factors is known to be one of the most
important and useful in arithmetic.”

Best known alg. (NFS):  runtime exp( (3(\5/5) ) for n-bit integer

Current world record: RSA-768 (232 digits)

* Work: two years on hundreds of machines

* Factoring a 1024-bit integer: about 1000 times harder
= likely possible this decade



Summary

* Key concepts in number theory
* Hardness of discrete logarithm, factoring
* Diffie-Hellman key exchange from hardness of DDH

* Public key encryption => shared key derivation (called key exchange)



