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Number theory: Recall

N denotes an n-bit positive integer. p denotes a prime.

0 Ly = {0,1,.., N-1}
<) = (set of invertible elementsin Z,) = > BT 'mml’cg. "
~N
< D g1l =Dy gz, o
— XJ =J_ " ZN

Can find inverses efficiently using Euclid algorithm: time = O(n?)



Fermat’s theorem (1640)

Thm: Letpbeaprime
VXxE(Z) : xP1 - 1in Z,

Z:‘ _Suz,3u, pt$
’ |
Example: p=5. 3*=81=1 in Z. \ vye ZP"; < =1

X'XP;L - l
* 2 — 1 — up-2 -2 -
So: XE(Zp) = xxP?2 =1 = xl=xP? in Z, )‘P - X

another way to compute inverses, but less efficient than Euclid



Application: generating random primes

Suppose we want to generate a large random prime

say, prime p of length 1024 bits (i.e. p =219%4)

Step 1: choose a random integer p € [ 21024, 210257 ]
Step 2: testif 2Pt=1 in Z,
If so, output p and stop. If not, goto step 1.

-

Simple algorithm (not the best).  Pr[ p not prime ] < 260
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o) S1,0... p¢. % 208

Thm (Euler):  (Z,)" is a cyclic group, that is

The structure of (Z

3g€(Z,)" suchthat {1,g g%8g3 ... 8”2 = (2, )*

8iSC8||ed;1generator>)f ()" ,} 7 ?
5 3

>
Exampley p=7. {1,3,3% 33,34 3°}={1,3,2,6,4,5}=(Z,)

Not every element is a generator: {1, 2, 22, 23, 24, 2°} =11, 2, 4}
24 | 2 4

How do you find a generator?



Order <3>

For g€(Z,)" theset {1,g,g? g% ..} iscalled < 2 = 2}
the group generated by g, denoted <g> 2 | 2 y 3
) J

L2 e

Def: the order of g€(Z )" is the size of <g>
ord,(g) = I<g>| = (smallesta>0s.t. g2=1inZ)

Examples: ord,(3)=6 ; ord,(2)=3 ; ord,(1)=

Thm (Lagrange): VgE(Zp)* . ord (g) divides p-1 P" ) = éca'z
¥ cZ:,WA(a)z 1 o a, ora, or aa,
To find generator, pick a random element anthqompute its order. Hit and trial works

Z%an‘s aen, WM’(E") .

in practice as long as (p-1) is chosen wisely



Euler’s generalization of Fermat 736) 22| 2
Def: For aninteger N define ¢ (N) = ‘(ZN)*‘ (Euler’s ¢ func.)

Examples: ¢ (12) = |{1,5,7,11}| =4 ; o@(p) = p-1

For N=p-q: ¢ (N) = N-p-g+1 = (p-1)(g-1)

»
SN P(N)= | 2,
Thm (Euler): Vx€(Z,)": =1 inZ,
5{, N= prime P,
: ®(12) _ gq _ — -
Example: 5 =54=625=1 in Z, (‘PLN) = pP-l ,

Yeloveh FM"‘““‘
Generalization of Fermat. <Basis of the RSA cryptosystem Hetruem
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Easy problems

* Given composite Nand xinZ, find x?! inZ,

=

* Given prime p and polynomial f(x) in Z,[x]

find xinZ, s.t. f(x)=0inZ;, (if one exists)

Running time is linear in deg(f) .

... but many problems are difficult

Loaacr;l’km Q%LCY\! = 7 . K a+t. 2X

' v
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Intractable problems witfy prifmes 2 ~J
o Aroader Z;’Z""" P,\?).
Fix a prime p>2 and g in (Zp)* of order q.

N

Consider the function: = x — gx in Z,

Now, consider the inverse function: :
Trw a ) 3

Dlog. (g¥) = x where xin {0, ..., q-2} A x st
& @ .
DISCReTE WGAR)TH M 3 =?,

Example: _
inz,.:9 1 2 3 4, 5 6 7, 8 9, 10

Dlog,(*) :




Intractable problems with primes n

p> lo2y - bi
Prime.s
Fix a prime p>2 and g in (Zp)* of order q. A &1 9 3 _p-13
Consider the functi X inz Gt Ps
onsider the function: x+— g in 12
P :}\,213"'" 2 3

Now, consider the inverse function:

Dlog, (gx) = x where xin {0, ..., -2}

?99()2(7):' X si-
2%=y.

n 7z, : 1, 2 3 4,@ 6, 7, 8 9, 10

Dlog,(): 0, 1, 8 2, 4 9, 7, 3, 6 5
2%e5 27245 2"-k:9

Example:




DLOG: more generally
A

Let G be a finite cyclic group and § a generator of G

G= {1,g,g2,g3, .. gq'l} ( g is called the order of G )

Def: We say that DLOG is hard in G if for all efficient alg. A:

Proc G, —7 [ A(G,q, g g°)=x ] < negligible

- 4 68
Example: [ (Z)) forlargea a a ﬁ

| o |

9

¥ = 10ol!
on b‘\’(sfr'..r |
This is a candidate ONE-WAY FUNCTION (OWF) ¢
Easy to compute g* but hard to find x given g* 6 . a : j,

e



An application: collision resistance

«'/ZP* 7‘ H’(a,p
)’ 3 Z

Choose a group G where Dlog is hard (e.g. (Z,) for large p)

Wm Choose generator g of G and set h = g”s for secret s.
P-|

Hash key = (g, h). For x,y €{1,... define H(x,y)=g*-hY inG

y»,)’) ?‘\
(ﬁo,j) C"uyl-) "M(XOI*)

Lemma: finding collision for H(.,.) is as hard as computing Dlog,(h)
x # (%
Proof: Suppose we are given a collision H(xg,Y,) = H(x,Y;) ( 0-]") C "y’)

then gxo-hyo = gxl-hy1 = {;XO-Xl -hY1 Yo b ﬁo"%/ V1'ya

Cgu—

3)(:4:}0 —W S 5 Lj —)(l




Rreaks DLOG - hardness, «”

Db’ {7 Xo %y Yo _ ¥ Conrol Lo True
iﬁ (7 3 3 gar(x 1)4.‘;]

="} TKey Exchange
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Setting up a shared key in the presence of an eavesdropper




Space for Discussions - OWF + addnl properties?




Comp wf abionol

D,’ﬂw Helman asswmption : goren 3 5 N

8’\ a ) Aord o f‘hﬂl x .

Break  DLOG <$ RREAK COH, DDH
; {# - o



Braake  LDH 7= Tpreak

Setting up a shared key in the presence of an eavesdropper




Setting up a shared key in the presence of an eavesdropper




The Diffie-Hellman protocol (informally)

Fix a large prime p (e.g. 600 digits)
Fixaninteger g in {1, ..., p-1}

Alice Bob

choose random ain {1,...,p-1} choose random b in {1,...,p-1}

Dece!, A g Gndp)

¢ #

Bab y B« gb (h«o/)o)

b
B2 (mod p) = (gb)a = kAB=gab (mod p) = (ga) = Ab (mod p)



Security (much more on this later)

Eavesdropper sees: p, g, A=g?® (modp), and B=g’(mod p)

Can she compute g (modp) ??

More generally:  define DH,(g?, gb) =g (mod p)

How hard is the DH function mod p?

If DH is hard then DLOG is hard. If DLOG is hard then DH may or may not be hard.
Both believed to be hard in Z*.



Insecure against man-in-the-middle

As described, the protocol is insecure against active attacks

oh'

Alice ) MiTM / » Bob
’4“3 a/ a’ A 4_“.? —
5/
Z Ble— 5 13' I< Be——;b
aé'U/ a'b \E)
7.7 g
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