Fall 2009: CS 241 Final Exam Review Session Review Sheet
Exam Time: Friday, December 18 @8:00am @1404 SC (A-R) and 1304 SC (S-Z) by last name
Exam Duration: 3 hours
Exam Format: some multiple choice (scantron), some free response/short answer
Required Items: your I-Card and a #2 pencil to fill out the scantron
Optional Items: a non-programmable calculator and a hand-written “cheat sheet”
This is a guide intended to help you study; there may be topics we missed that are on the final!

Review Topics List:

I. C Programming

1. What is the * operator? What does it do?

2. What is the & operator? What does it do?

3. What’s the difference between char c[80] and char *c?
   …what about when they’re used in sizeof()?

4. What do common C functions do? How are they called?
     String Functions: strcpy(), strlen(), strcmp(), strcat()
     Binary Functions: memcmp(), memcpy(), memset()
     Memory Functions: malloc(), remalloc(), free()
     I/O Functions: printf(), fgets(), read(), write(), fread(), fwrite(), fopen(), fclose()
     Thread-related Functions: pthread_create(), pthread_join(), pthread_detacth()
     Semaphore-related Functions: sem_init() /_destroy(), sem_post(), sem_wait()
     Signal-related Functions: sigwait(), sigaction(), sigemptyset(), …
     … and others.

5. What is NULL?

6. Understand how to trace and write pointer code.

7. What’s the difference between a stack and a heap variable? What about global and static variables?

8. What is stdout? What is stdin? Is stderr even real?


II. Operating Systems

1. What is an operating system?

2. What is the difference between a function call and a system call?

3. A call such as malloc() may make a system call some times, but other times doesn’t.  Why is that?

4. What is the difference between a process and a thread?  What state information is shared between all threads in a process?

5. How do a user-thread and a kernel-thread differ?

6. What are the different states that a process may be in within in operating system?

7. What is a zombie thread? What is an orphan process?

8. What are the return values of fork()?

9. Why is fork() nearly always used in conjunction when an exec() call is going to be used?

10. What parts of memory are retained when fork() is called? …when exec() is called?

11. How do you abandon a thread? How do you wait for it to finish?  How do you exit from the current thread you’re in?

12. What does it mean for a function to be thread-safe?

13. What is reentrant?

III. Scheduling

1. Why do processes need to be scheduled?

2. How do you schedule with a FIFO policy? FCFS? SJF? Round robin?

3. What does it mean for a scheduling algorithm to be preemptive? 

4. How does bounded wait apply to scheduling? What is starvation? What is the convey effect?

5. What is response time? Initial response time? What other metrics do we use?

6. Which scheduling algorithm minimizes average initial response time? Waiting time? Total response time?

7. How does Round Robin differ in nature when it has a small quantum vs. a large quantum?

8. Why is SJF/PSJF hard to implement in real systems?

9. Why is FIFO not considered a good algorithm in interactive systems?


IV. Synchronization / Semaphores

1. When is synchronization needed?

2. What is the difference between a semaphore and a mutex? Can you use mutexs in place of a semaphore?

3. What is a critical section?

4. What is deadlock? What other properties are there in relation to synchronization?

5. How does semaphores and testandset() differ?

6. What are algorithms learned in class to deal with synchronization?

7. How do you define a POSIX semaphore in C? What are the two main function calls to use it? How to you clean up the memory associated with a semaphore?


V. Signals / Clock

1. What are signals? Why are they needed?

2. What is the signal sent with Ctrl+C at a terminal?

3. Many programmers often use SIGALARM. How is that signal generated?

4. What is a signal mask? What is a signal set?

5. Are the signals that cannot be caught? If so, what is the need for those signals in an OS?

6. It is documented that read() is not signal-safe. Why?

7. What is a standard C function call that is signal-safe?

8. What call sets up a signal to be sent at set intervals?

9. What does the time() function return?  Why is there a Y2K+38 problem?

10. What does gettimeofday() do?  Why can it return the same value twice in a row on some operating systems?

11. How does timer resolution effect alarm()?  If a timer is scheduled for (2.01 * RESOLUTION), what is the actual effect?


VI. Deadlocks

1. What does it mean when something is deadlocked?

2. Know the differences between deadlock and starvation.

3. What are the four conditions for deadlock? What if one of them is removed?

4. What is deadlock detection?   Prevention?   Avoidance?

5. What is the default deadlock solution on many systems (the “ostrich” approach)?

6. What is a resource allocation graph?

7. What is Dijkstra’s Banker Algorithm? What does it ensure? What’s a “safe state”?

8. What is a wait-for graph?


VII. Queuing Theory

1. What is queuing theory?

2. What is the major assumption made in basic queuing theory that cannot be made in real systems?

3. What is arrival rate? Service rate? Server utilization?

4. How does arrival rate and server utilization relate to service rate?

5. How can you calculate the time an average job will be in the system?

6. How can you calculate the average time a job will spend in the queue?

7. Know how to relate queuing theory problems to practical examples (eg: how long do I have to wait before getting my Jamba Juice?)


VIII. Memory Management

1. What is the principle of locality / locality of reference?

2. What are common page replacement schemes?

3. Why can’t an operating system simply implement an optimal page replacement scheme?

4. What is fragmentation? Internal fragmentation? External fragmentation?

5. What form of fragmentation do paging systems essentially eliminate?

6. What is thrashing?

7. What is memory-mapped I/O (mmap)?

8. What are page tables?  How does an inverted page table differ from a regular page table?
9. How do virtual addresses and physical addresses work?

10. What can be implied about a page offset and a virtual address size? How do you calculate it?

11. What are the advantages and disadvantages of multi-level page tables?

12. What is DMA?

13. What are memory storage algorithms?

14. How is first-fit and next-fit different?  When would one use worst-fit?

IX. I/O Access and Disk Concepts

1. What are the two commands to open a file in C?

2. What are i-nodes?

3. What information is stored in an i-node? What information isn’t stored in an i-node? If the information isn’t stored in an i-node, where is it stored?

4. What is a directory file? What does it contain?

5. What are hard links? What are soft links? What are the differences?

6. Understand UNIX access policies and chmod numbers.

7. What are FIFO, SSTF, SCAN, and C-SCAN?

8. What is the total time to access and read a file? How do you calculate it?

9. How do you calculate the maximum size of a given file?

X. Networking

1. What is TCP?  What is UDP?

2. When would you use UDP over TCP? When TCP over UDP?

3. What are packet headers? What do they do for the packet?

4. Understand if accept() is a blocking call or not. What does accept() return?

5. What is HTTP?  What are ports?
6. What about networking in C is reused from file I/O in C?

7. What are some services that use TCP on the Internet? UDP?

8. What are the benefits of TCP? What do each of those benefits mean?

Synchronization / Deadlock Practice Problems
Consider the following code snippets. Determine if, and why:

I. …mutual exclusion is always ensured?
II. …progress is always ensured?

You should assume that if only one segment of code is listed, the same code is run for each thread.  Furthermore, assume any uninitialized variables are initialized to 0.


Thread 1



Thread 2

a)

while (x > 0) {};



x ++; /* You may assume this line is atomic */



execute critical section; 



x – –; /* You may assume this line is atomic */

b) 

x2 = 1;




x1 = 1;



while (x1 != 0) {};


while (x2 != 0) {};



execute critical section;


execute critical section;



x2 = 0;




x1 = 0;

c)

while (testandset (x)) {};    /* testandset returns current value then sets it to 1 */



execute critical section;



x = 0;

d)

if (x is odd) {



if (x is even) {



    execute critical section;

    execute critical section;

                            x=2;




    x=1;



}




}

e) 

while (y = = 1) {};


while (y = = 0) {};



y = 1;




y = 0;




execute critical section;


execute critical section;
Disk Access Policy

Consider the following series of disk requests coming into the disk controller, all during the same time unit:  72, 4, 94, 82, 73, 98, 142, 54, 92, and 111.  (Assume that the inner-most sector is 1, outer-most sector is 150.)

	Algorithm
	Start Loc.
	Access Order
	Total Segments Passed

	SSTF
	60
	
	

	SSTF
	120
	
	

	FIFO
	50
	
	

	SCAN
	70
	
	

	SCAN
	1
	
	

	C-SCAN
	75
	
	


Virtual Memory Translation

Consider the following table for a single-level page table.  We’ve filled in some of the fields for you, often giving you enough information to complete the table.  If you are unable to complete the table, figure out possible extra information would allow you to complete the table.
VABits: The number of bits in the virtual memory address.

PABits: The number of bits in the physical memory address.

PTIBits: The number of bits that represent the page table index.

POBits: The number of bits that represent the offset into a page.

PTESize: The size of a page table entry (in bytes).

PgSize: The size of a single page in the system (in bytes)

PTEntries: The number of entries in the page table

PTSize: The size of the entire page table (in bytes)

VAAdrS: The total addressing space of a virtual address (in bytes)

PAAdrS: The total addressing space of a physical address (in bytes)

	#
	VABits
	PABits
	PTIBits
	POBits
	PTESize
	PgSize
	PTEntries
	PTSize
	VAAdrS
	PAAdrS

	1
	60
	40
	
	
	4
	1024
	
	
	
	

	2
	
	
	24
	12
	
	
	
	48 MB
	
	256 TB

	3
	
	16
	
	
	
	8 KB
	1024
	1 KB
	
	

	4
	20
	
	
	4
	20
	
	
	
	
	

	5
	
	8
	12
	
	6
	
	
	
	1 MB
	


Networking Applications

While making this review sheet, I have a lot of applications running using the Internet.  What protocol (TCP or UDP) would likely be used for the following applications, and why?

Program: pidgin
Description: Instant Message (IM) Client
Protocol: _______
Why?

Program: firefox
Description: Web browser for web pages
Protocol: _______
Why?

Program: putty
Description: ssh client



Protocol: _______
Why?

Program: skype
Description: real-time audio/video

Protocol: _______
Why?

Program: youtube
Description: rebroadcasted audio/video
Protocol: _______
Why?

Program: thunderbird
Description: e-mail/newsgroup reader
Protocol: _______
Why?
Program: songbird
Description: steaming radio player

Protocol: _______
Why?

Additional question: In each of the programs listed above, would the protocol that you didn’t state be feasible to use?  (In answering this, assume that the program would use pure UDP or pure TCP.  That is, no transport-layer features are available to the program if it’s not provided by UDP or provided by TCP.)
