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DNS Translation

Up until now, we have been focused on delivering content 
and running web services.  However, how does the user get 
to our service?!

● IP Address (Layer 3):

● User-Supplied Address:



DNS



Web Address            vs.            IP Address



Fully Qualified Domain Name (FQDN)

Does NOT contain protocol information:



Fully Qualified Domain Name (FQDN)

“Fully Qualified”:



Fully Qualified Domain Name (FQDN)

Comprised of multiple hierarchical levels:

● TLD:

● SLD/2LD:

● Sub-domains:



DNS Record



DNS Records

A DNS record is a dictionary-like structure with a key (“record 
type”) and an associated value and “Time to Live” (TTL) for 
caching.

● Time to Live (TTL) Value:



● A:

● AAAA:

● NS:

● MX:

● TXT:



DNS Record for illinois.edu
Record Type Value TTL

A

AAAA

MX

NS

TXT



DNS Record for cs.illinois.edu
Record Type Value TTL

A

AAAA

MX

NS

TXT



DNS Resolution



DNS Resolution

How do we retrieve DNS records so we can translate a 
domain name into an IP address?



DNS Root Servers

There are only 13 authoritative root DNS servers in the world 
(as of 2021), managed by the International Assigned 
Numbers Authority (IANA).



https://www.iana.org/domains/root/servers

https://www.iana.org/domains/root/servers


DNS Root Servers

Purpose:



TLD Name Servers

A collection of 1,514 (as of 2021) valid top-level domain name 
servers.  (ICANN maintains registration and approval for all 
TLDs.)

Original TLDs: .com .org .net .edu .mil .int .gov .arpa

ccTLDs: .ru .cn .de .uk .nl

gTLDs: .top .dev .xyz .site .me



TLD Name Servers

Purpose:



SLD/2LD Name Servers

Any domain within a TLD.

When you “purchase” a domain name, part of the cost goes 
to maintaining your entry in the Domain Name System that 
points to your name server.



SLD/2LD Name Servers

Purpose:



When you connect to the Internet, the protocol that initializes 
your connection will provide the IP address to a local DNS 
server called your “Preferred DNS Server”.

● Local:

● [Possibly] Private:

● Can be User-Defined:









You
(DNS Client)

Preferred
DNS Server



Q1: What servers must be contacted the first time that you 
visit d7.cs.illinois.edu if the cache is completely empty?



Q2: What servers must be contacted the second time that 
you visit d7.cs.illinois.edu after just a short time?



Q3: What servers must be contacted when you visit  
waf.cs.illinois.edu after the above requests?


