LECTURE 26 (Apnl 247)

TODAY AFFlicaJcnbns & Constructions of PRS

RECAP

State t-clesigns A distribobion over n- q/ubt't states (s called a state t- ch;r'gn
if the t-th momentc match the 1-th moment of the +laar measvre ,
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Note that this means that no quantum algorthm can distinguish the two
no matier how much time & takes when given only t-coples of the State.
t ic fixed heve beforehand and his 1s an information - thepvedic notion.

Pseudorandom states A distvibvtion over states (s called a Pscudamndom stote  distribotion
(PRS) SRR Fa\y-ﬂ‘me q/uantl)m algoﬁthm that 4akes n-bit classical (npuf k
and outputs a state Py) st. no poly-time quantom distingvisher
can clistihgm'sh ary Po)y(h) wpes of W) from a Haar rapdom State
ie. Vt=|>o|y(h), and for all poly- tine cEf's{:ingu»'sher_c A,
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Since the algorithm does pot know &, and distnbykins over quantim dettes & a mixed ctate,
One can eq)JivalenHy think. of the obove Problem as d\‘sh'ngufshl‘ng— two mixed states
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Single- copy PRSIt (s tnvial 4o construct a PRS o t=1 and 1) is on h-q/ulol‘is
where the key-leppth s n. “his r becavse here we st
want a mized state thot is indistingvishable from p. = Lo | le.
the mam‘mqﬂy mixed stote. z

Svch & PRS can be wnstrweted “Jus{- Ly o&tpww'ng— a vandom Com;)c)ﬁa{:lbnal,
basts stales .

However , if ve requre thot the PRS pererator ovtputs a state
oh  more qlulol"ts tan the key length, then this beomes a non-trival
definition.



Applications of PRS

Before ’calkfng— abovt how 1o construct PRSs and he as.cum)arhbh.c heeded Jor that , let vs
look at some aPPliCﬁLt(bns of PRS . We will rot talk much abovt state t-design applications .

Cecyet Key Encvy])—h'on

Alice ahd Bob share a secret ke)/ k and Alice wants to

send Bob g bt encoded (h a quantum message that no poly-time
adversa(y cap crack but Bob can still dewde it

Here (¢ @ scheme that achieves this :

Let UK 1o"> — ll,pK7 be the Poly-‘tl\me unli‘avy that prepares
the PRS on key K. We will assome -that Kk is the shared cecret key.

Soppose. Alice wants 1o send a bt be fo,1} +o Bob.
If b=0, she sends (¥,) and f b=1 ,che sends a Hoar random state

To decode, Bob applies UZ o the messa ge and f he Jets 10" )
he says b=0 and otherwise b=1

One can show that if the nomber of q;)bftc in the PRS 's >n+ w(logn)
where n (s 4he key length s then fhis scheme is secore . Note that
this only relies on single copy secoviy.

One can also easdly extend this to send multiple bt messages [ Exercice |

A velated notion called bt-commiment can also be boill from PRS

bot we will nhot cover it here sihce the Pqﬂ-_ 4hat relies on PRS s
Simtlar to -the above.

Pseuc{oen’cong\emenl:

Recall that a Haar vandom state has the maximal amovnt of entanglement
entropy, ie. if 14D (s a n-qubit state that (s Haar vandom, then
{for any b|'partit|'on of the n- q{ubfts into two paris (A,R) , the entyopy

of 1Y) across this cot Is ~ mih § IA], (BI] Wit high ?rabqbfli'gl.

(n- 4pbit)

A distibution pver quardum States 1S called pSevdoentangled it is a PRS
and the cnfqngﬂemenft entyopy QCvoss every Cuk & OCllog*n). The 0Uog*n)
= o ?Arame{:cr that @n be twned but i must be wClog’ n) scince a PRS
¢ i¢ known that PRS must have W({og h)- entanglement entropy . [ We. OJYead)/

menptioned -that PRS have some en-tangltmeht and this s a more Prec:‘.re
version of that ]

Such Fseuo(oe,niangied dotes have affll‘caﬁons b quantuim ibformation
theovy, property testing and quamtom gravity.



Asssomptions Needed {or PRS

Remaorks We know how te construct state t-de.sfgns oncondi{fanally , but fov PRS
We need Some Sort of ossumption

This (s becavse if we have expomentialy many copiec of the state , one
can lenrn the classical de_gcﬁy‘b(bn of the state l‘?’ ) ProcedUYe called
" state tomogva]?hy" . “Thic can be Clone th PSPACE.

“Thos,, showing PRS exict uncond'rhbnaﬂy imPh‘e: BQP # PSPACE

What assom):r\:l'ons do we need +o construct PRS 7

[a One-way iund:ions

[b] Weaker assvmptions

These ave functions such that & (s easy-éo mm,puée

fx) but hard to compute {-(y) for & random
Pol'rrt (n the émage

Almost all c/as§tcal cryft‘o&t)'fa])"y con be based on
one- way functions and vice-versa

We will cee a constroction of PRSs based on
one - Wa] fUncﬁonS that gre sewre ag’afhs’c q/uqrrbjm
adve rsanes

There is some evdence that PRS can stull exist
h a world where one-way funckions do ot

In pavbicdar , in a joint work with Kretechmer,
Qian & Tal , I shovwed that 3 a classical gracle
O svch that P0=NPO but PRS exist relative,
to0 O.

Remark  “The above s for sing/c- copy PRS,
for molti- cof}/, the ?roof e under a conj‘ec{:dre_,

Ths means that gquantum cry/:l;ografh)/ ahd other
ap):lc'cah'ons of PRS  that we will discuss later

might still be possible even if classiaal crypto -
graphy based on one-way funchions ic hat possible

& We don't knsw how to Strelch or shvink a PRS . TRis is because vemauing
gebits does not give a pure stae and a PRS always has Some entqnglemen{-
("This will be an exercise) . This i< in controst o the classical Stﬂ:l'ng’-
In foct , there (s some evidence in the fom of black-box separations that
ghvinkl'hg a PRS (s not Po_csr',b[e in & black-box way .



PRS and state desipn construchons

We wil introduce a construction that wall g/'va us an easy wWay to construct both
state designs and PRS, urder defferent assumptions.

The crox of the matter (s the following Statement , for which we fist introduce Hhe
notion of trace distance.

Tace distance Trace distance geheraliaes the notion of total vanabion distance
between two distnbutions 1o the sdtl‘ng' of dens@/ matnces

The Tace nom of a Hevmititian matrix A= & X [V, XV | is the (iuant_@'
Al = 3 x|
The Trae distance between p& s is L lp-s]l .
2 2

OPQratianql()/ , the Probqbil(’gy thot any measorement (Fosst'b()/ intffr'cfent;\
dl'sﬁ'nguidnes ():from & s exactly
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We claim the following:

“Theovem Let f: 30,3" = 10,13 be @ vandom boolean funckon . Then,
the vandom state

Wy - L2 o™i
y2n *efon3"

s a 0 (t/;) - aPPYoxL'mate f-de.st;g'n n trace disbonce .

e “ & lLP{xq){{@)t - END He ILPX(P,@*Hl > ti
~ qQr 2

: fixl
Note : ltlp can be Prefqrec{ by maktng one guery to the Phwt oracle q,-'m—»(—n 1%?
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Moreover l%) remains an approximate t-desipn even of +~2 , however so far
it does not gi\/e effz'cfent constrvetions o_f state c(as(gns or PRS,

Sihce Ojc has exFonChﬁ’al circork MmF{exl‘f)’ yp "Ca”y

on
o)
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Consbructihg  state t—dcst'EfnS eff‘(cienﬂy

For this we replace the random function fido,3" = o7 wth a 4wse (ndependent funchron,
What s o t-wse [ndaoehdent fonction !
The troth table of £ ,ve. FOO),fK) ,ow f(n] O @ twie independent b&-s‘trfrgo—

Tt (s khown how 1o construct these with O(tn)- sze circods. [his Am'uc_c us efficient
t-designs  for ahy fixed + =poly(n)

Consbfuc_{l'ng PRS {ILPK>}K€{0,)}"

By definition , PRS must e cﬁzi:ferrH)/ comfui:t?blc e given a key ke {olf h
there must be g Poly-tf'me q{uantum algorifbm that generates the stale
[y ) indexed 13/ K .

o g,(,_k a PRS, we need 1o make the followl‘r\g cryp{:ogrqph(c qsg()m]slj‘on

Existence Of Feudorandom Fonchions| A famdy of functions 3 & ¢ fopf"— io,li(i
(quantom -Secore.  PRFs) is caled a PRF f given k& %, fi(1) (s
e:ffl'den‘l:()/ com/)wl:able and the ovtpot of
(s indis{:l‘ngufshablc from q umforml}/ random funcion
to all Fol)/-tl'me quantum adversaries , (e.

P

° 0
Ke {o,l1" [Ad\l e acce{"LS) "l’i [Ad\l * thceFts] l < neg[_(n)

Ths assomption is equivalent o assuming~ (quantom-secure) one-way fonchons exist .
To pet o PRS | we just ve_rlace vandom fondion f wrth a psewdovandom fonction -{fk}K

“TThis gfvv s @ fqmily of states {| . }K that are afﬁ‘a‘en’d}/ Prefquc ard form a PRS.

To prove the theorem we firsé itvoduce a useful concept

Symmetric Subspace Consider a quanitom Siate on regl'sbtrs each df them
d = 2" dimensional . “The symmetric SersFace m?’w'res thace
states +hat ave thvarant pnder Perrn()tlbg the re_gl's’ce»:c.

Sym, . = {19 € ((l?“)&e | Re 197 = 192 Hor all ¢ 8, }

where Rg‘ l)(....-Y.L> = \'XS(I),'XG.(,_),..-XG{{:)‘) s Q
permutation of the vegistt'rs,



Example let t=2, then 1127 }i 1217 ¢ Symg,
while 112> & Symd o

If t=1, Symy, = c

The symmetric .SUloS‘FaCc comes n +he Ft‘d:ove_ beause of the 3[0”0'”'."3

t
Fact \E |y XY |® = 7T5ymdt where [ (s the
—— (Y Haar ! — S)’-I'ﬂdl.t
dimn(TMsym,-) projector on Symdt
-
= foym

This i< 4he manimaﬂ)z mixed state oh
the symmetric S‘obspace

The ono'_f of this lemma ollows from Some basie ref)re_gefybcrf'zbn theor)/ which
Wwe won't cover here

_ﬁws, our task botls down +o Showing
ot
E'F lq)_[X(-Vf[ v ﬁSYm

In order 4o do this, we heed an exFl(‘u:(; basis ﬁ)( the stmebn‘c sdbech
which we will introduce next Hme

NEXT TIME PRS analysis wrapvp and Peevdorandom unitanes
y PP




