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Primality Testing

Given an integer N check if

N is a prime number

Note that the representation size

is log N bits So an efficient

algorithm
runs in poly Lan

time

PRIMES E 20,134 interpreted as

a binary integer
is

prime

COMPOSITE 20117 PRIMES



It is easy to see
that COMPOSITE

is in NP since one can

prove that
N is COMPOSITE

by exhibiting x y such that

N x y
Not obvious that PRIMES

is in

NP Vaugh Dealt in 1975 showed

that PRIMES is in NP

Is there a poly time algorithm to

check if N
is a prime

It had to wait till 2002 for a

deterministic poly line algorithm
due to Agarwal Kayal and Saxena

However a randomized poly time



algorithm was known since 1977 due

to Soloway and Strassen
and

Miller and Rabin

We need home number
theretic

and group theoretic background

claims Criven non negative integers
a k n

can compute a mod in efficiently

Proof Exercise



Background

Given integers a b 0

Euclid's algorithm can be used to

obtain the following

Theres Given integers
a b o

integers x y such that

godla b a y b More over

X y can be computed
in poly time

Let n 0 be a positive integer

Zn 2011,2 n t defines an

additive abelian group under the

operation mid m



Let Z a 0 calm godlan
I

be the bet of numbers that are

relatively prime to n and in Zn

claim Ztn is a group under

multiplication mod n

Proof Recall Euclid's ged algorithm

Given a b it eduein god a b

Can be implemented to
run in ply time

As a byproduct it
also relien

X y such that
a yb god a b

Now consider a t Zᵗn and b n

7 X y such that



a y n 1

a 1 mod n

mod n is a candidate for

the inverse of a in Z

Cannot have X X Such that

X a 1 and X a
I mod n

because X X a 0 mid n

but godlain 1 X Xv

Coullay Zp 1,2 p 1 is a

Trap Zp is a field

Remark Proof also shows that given

It Zt one can find at efficiently



Dfn Euler tolient function

Q m for integer m so is

12m

Properties of Q

Q 1 1

For prime p p p p 1

For prime p and k so Q
pk p p 1

For relatively prime S n m

Q nm Q n p m

Via above properties

theorem If n has prime factorization

p pit pt then

Gln I P Pi 1



There Lagrange

Let h be
a finite group and

let

It h be a subgroup Then

1H divides 141

Df A group h is cyclic it

an element g E G
such that

at h 7 integer k
such that

g
k a g is called airator

for the group

Df Given group h and a EG

order a is smallest integer
k such

that gk 1
identity



For any
a 6h Ha 1 a a adlai

forms a cyclic subgroup of G

Therefore we have ord a divides at

aEG

This implies

Theorem Euler For any a 1 Et

al
m

I mud in

Corollary Fermat For any prime P

at I mod p or at a mod p

Another useful lemma

Lema For any n so Σ Q d n

din



Proof Consider integer d E 21,2 in

Let Ad 1 x n godlxin d

Ad L if d is not a diva of n

Ad d 21,2 in partition 21,2 in

Hence Σ Adl n

d

Not difficult to see Ad
Q t

Hence Σ Qld Σ 9 2 Σ Adl
din din din

N



It is easy
to be that Zn for

any n is cyclic
However Zn need

not be cyclic in general

However

Theory Let p be prime
Then

Zp
is cyclic

Pat Recall Zp p 1

For k p 1 lel Ok jEZp lady
be the set of elements with order k

Fear previous
lemma Σ Q k p 1

Klp 1
We will show later that 0k o r 91k



Σ 10kt Σ Q k p 1
K K p 1

and 10kt Q k k p 1

10p 6 p 1 71 to ps2

claim 10 0 or 91k

All elements in 0k are roots of

the polynomial Xk mod p over

the field Zp Suppose Ok 23 Then

a root for the
above polynomial

and frether all
the lots are

Lr a 9kt Since these
are

distinct order a k Note that

alt Ok if god I k 1

Thus 10k Q K if 0kt



A number theoretic
theorem

Theorem Zn is cyclic iff n 112,4

For upk for integer k and odd

prime p



Chinese Remainder Theorem

Themes In a nic where

Minhn hk are pairwise coperine

ie gcd ni nj 1 it For any

sequence 9 rk where hit Zni

there exists a unique t Zn 5.1

ri mod ni fr i 1 to K

Moreover given idle r

can be computed efficiently

Proof First we consider showing one

r exists Since I is copeine
to ni

a multiplicative inverse mi in Zini to

it Let mi be that
inverse

Mi th mod ni



also mi EO mod nj j i

Thus a rimi undin

it

satisfies the desired congruences

To be uniqueness
we do counting

alfument
How many distinct

91 hr rk are there n n nen

For each an E Zn but there

are only in elements in Zn and

for a given or we have only one

do lk D

Zn is isomorphic to Zn Zn Zn



Quadratic residues

F A residue at Zm is

a quadratic residue if
a number

a such that at a mod m

In other words a is a quadratic

residue if it has a square knot

Lemma Let p be a prime and

consider generating for Zp
Then

g
is a quadailc residue iff

k is even

Proof It is easy to see that

if k is even then gt is a



Square root of gk Suppose K is odd

If g is a quadratic residue then

g a gʰ for some since g is

a general

Euler

Corollary For a C Zp a is a

quadratic residue iff a mdp

Proof a g
ʰ where g is

a generali.at gl1P
1
gp

1
1

For a generator 9 g
I mod p



Dfn Legendre symbol For prime p and

a E Zp we define where

if a is quadratic rescue

if a is not a quadut
rendue

Equivaluly a mod p where

we interpret p 1 as 1

Now we consider a not necessarily

prime next
number

Deftion Jacobi symbol Let n be

an odd number with prime factorization

n pk pls pin For a C ZI

E



Note that I is the same as

the Legendre symbol when
n is

odd prime
It is also II

Even though the definition of
the

Jacobi tymbal involves the prime
factorization givin a in one can

compuli in ply time

There Given a n when n is

odd and god a n 1 them is

ply time alg to compute E

One can derive the above from



properties of the Jacobi symbol

Fern Motwani Raghavan

Define For an odd number n define

Jn at 211 E a mid n

Note that In Zn't when n is prime

A key observation is that



Lena Jn is a subgroup of Zn

and is a proper subgroup if n is

composite Hence if n is composite

Jul 112 1

The preceding observation leads to first
RP algorithm for compositives due

to Soloway and Stratten

AI input n 2

If n is even output Composite

Pick a random a E 2112 in 1

If gcd a n 1 output Composite

Compute a mid n

compute



If a under then output

Composite

Else
output prime

It is clear that algorithm outputs

prime for a prime but for
a

composite it will en with pub

There COMPOSITE ERP

By repeating we can reduce the

error



Mla Rabin Test

We will assume n is odd and 5

Simplest randomized test
is to pick

a number a E 222 n r and

check if god a n 1

Test will succed with pub
1 11

but we can have 61 1

For instance n pq where p q are

prime then Q n p 1 9 1

So we need some property



Femaltest
Pick a E 2 in 23 randomly

if a 1 mid n output

Composité

else
prime

If n is pline
then correctly says

it is prime
and if it says it is

composite then it is correct but

it may say prime
even when n is

Composite

What is the probability

Let Fn a G Z an 1 mid n



Claim Fn is a subgroup of Zi

Prof If a b E Fn ab E Fn

Also a is inverse of a and an E Fn

17

Suppose Fu is a proper bugbroup of
Zt

Then
Iffy by Lagrange's therun

And algorithm will have constant

probability of success

But what if Fn Zn

Are there any luck composite s



Yes they are called Cachael s

There are infinitely many

Smallest is 561 3.11.17

Thus we need a test that
handles

Carmichael numbers

Another property of primes is that

Zp is a field and

22 1 0 has only two loots

II 1 1 and 1 p 1

If n is composite then there
can be

non trivial square roots Ex n 91

than 1,27 60,90 are all square roots of

1 If we find a non trivial square



of 1 mod n then n is composite

If n Pq then by CRT only

4 non trivial square roots

Eaten
Pick a Ep 2 n 23

if at mod n output

prime
else

composite

At least as good as Fermat test

But why only a and not a

Fiest may not be
even but it

2
it is then we can they



Rabin Miller Test

TEs odd

Write n 2 k where k is odd

Pick a Ep 22
n 2

if gcd a n 1 output composite

b a mod n

If 60 11 output prime

for i 1 to u 1 do

bi bi mod n

if bi 1 output prime

if bi I retian composite

return composite since by a I und n

or by 1 and

be 11



Theory If n is prime as outputs

prime with pub 1 If n is

composite of output prime with

pub

Sketch of the analysis

Fix a E Zn

let bo at mid n

b ak 2 a
mod n

b ak 2_ ak mind n

bu a
K an und n



If bi becomes II then biti be

are 1 When do we find a

non kirial square root of 1

If bi l and bi 1

This is precisely where the aly
outputs

composite Abo if by a no

Σ
n 325 52 13 n 1 324

81 22

ffiiiiifi.FI



kt

Den Let n 7,3 be an odd

Let n 1 4 2k a odd k 1

A number a I aLn is an

RM witness for n if a undn 1

and a medn 1 i Okick

If n is composite and a is not

a RM witness for
n then a is

a RM liar for n



Lemma If a is an RM witness

for n then n is composite

Analysis

we will prove a weaker theorem

Theory Let no be odd composite

and let 21M be be the bet of

RM lion form
Then LEM It

The difficulty is that 21M is not

a subgroup of Zt Thus to prove

the theorem we identify a proper

subgroup S of Zt and argue



that LEMES

We consider his cases

Case n is not a Carmichael
number If a is a RM liar then

it is also a Fernat liar and

we argued that Fal 12 1

when n is not a Carmichael



Case n is a Carmichael

number

However this requires
us to understand

Carmichael s We will state

and not prove

Theory Suppose in p Pt pit where
each pi is an odd peine

a n is Carmichael iff
9 piki n 1 to kist

b If n is Carmichael iff

n P P P 51 Pi 1 E D

ti In particular 33



Our goal is to find a propertubgroup

S of Znt sit 21M S

Ld io be maximal is o such that

there is some RM liar do with

need n 1 Sunce u is odd
Ao

1
1 to io exists

Since n is a Carmichael

at a
I mod n and

hence Oslo K

uÉ
a EhtitLd Bn a 19th

man



Lemmas

TRY Bn

ii Bn is a Subgroup of Zn

iii ZI But 0
RM

Proof i Lat at Ln

can 1 a mid n 1 Then

all
to modn hence at Bu

care a mod n 1 for some i

By defn to O i io It i io

then a E Bn
424

If it io a mod n 1

and hence a
2 and n 1

and hence a c Bn



1 Bn is a subgroup

I Dn trivially

if a f Bn be Bn abt Bn

easy

iii we know that
n has at least

3 prime factors
hence

n n no where ni n odd

and gedlni.nu 1

Recall ao is a RM liar with

992 1 nd n

Let a do mid n

By CRT unique a E Zn 5.1

a a mod n and a I mod no



We claim at Zt Bn

Calculating nd ni since mi In

all 2 1 mod n

calculating and no since a undn I

all
290

14 mod nu

d I 1 mod n

and all 2 1 and n

a Bn

Furthn all and n and

all
2 und nu

I

by CRT all 2 mid n e 1



a all mid n

gcd a n 1 a c Et
B



Thepreceding proof used characterization

of Carmichael s and is from
Dietzfelbingans book

We give an alternate proof from

the notes of Keith
Conrad that

avoids the use of Carmichard s

We again
consider 2 cases

Cast a pt for 23,2 i prime

power We claim n is not



Carmichael we can use the

fact that Fn 1
1

To see this it suffices to exhibit

home a E Z such that

an
1
I mod n

Consider 1 14
1

1 14
1 by Binomial expansion

I
ⁿ

p p
2

Hence 1 14
1 mod p
It p 1 p mod ph

1 pd
l mod ph

p p and ph



1

Case 2 n is not a prime power

I n pt n where p does
not

divide nu

to n n n where ni no odd

and n nu relatively prime

Let io be maximal in 20 in 1 Such

that there is some a G Z sun that

af 1 mod n Since 1
2 1 me

to exists and
a G Ent

Ld Bn Kaen at k mod n



Lemmas

TRY Bn

ii Bn is a Subgroup of Zn

iii ZI But 0
RM

Proof i Lat at Ln

can 1 a mid n 1 Then

all
to modn hence at Bu

care a mod n 1 for some i

By defn to O i io It i io

then a E Bn
424

If it io a mod n 1

and hence a
2 and n 1

and hence a c Bn



II Bn is a subgroup

I Dn trivially

if a f Bn be Bn abt Bn

easy

iii n n no where no he odd

and gedlni.nu 1

Recall ao is a RM liar with

942 1 nd n

Let a do mid n

By CRT unique a E Zn 5.1

a a mod n and a I mod no



We claim at Zt Bn

Calculating nd ni since mi In

all 2 1 mod n

calculating and no since a undn I

all
290 14.2 mod nu

d I 1 mod n

and all 2 1 and n

a Bn

Furthn all and n and

all
2 und nu

I

by CRT all 2 mid n 1



a all mid n

gcd a n 1 a c Zt


