
Account Security Interfaces



Account Security Interfaces

• Display account activity


• Devices, locations, IP addresses 


• Useful in identifying compromises


• An essential tool during intimate partner 
violence cases



Paper goals

• Examine the role of ASIs in IPV


• Look through transcripts of clinical tech assistance


• Understand usability pitfalls of ASIs


• Evaluate how easy these are to spoof



IPV and ASIs

• Device sharing common in intimate 
relationships


• ASIs can be used to notice


• When ex-partner has access to device


• Patterns of unwanted usage / tracking


• ASIs can at the same time be used by ex-
partner to track!
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Usability Issues

• Hard to understand details


• Complicated mapping to devices


• Confusing terminology


• Coarse-grained location



Device Spoofing

• Interested in non-expert spoofing approaches


• Use VPN to spoof location


• Change browser settings to spoof device type


• Change system time





Response

• IPV: Important context for security 
research


• Combination of usability and 
technical examination


• Compelling transcript examples

• Limited Scope


• Low novelty


• More thought on mitigation


• Writing issues



Follow-on Work

• Encrypted Access Logging for Online 
Accounts: Device Attributions without 
Device Tracking, Pérez, Daffalla, 
Ristenpart, USENIX Security 2025 

• Use OS-provided device identifiers


• Encrypt them to hide from service 
providers



Privacy in ASIs

• ASIs reveal sensitive information 


• Locations, devices, activity times


• How do we balance privacy risks with security benefits?


• Should it be possible to disable / limit ASIs?



Better interface design

• How could we make ASIs more usable?



Methodology

• Qualitative vs quantitative research


• Can we learn something useful from small user samples?



Improved scope

• How could this work have been expanded?


• How would that improve validity / enable new insights?


