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This course studies secure multiparty computation—abbreviated MPC, or sometimes SMC by those
outside the community—and related advanced topics. MPC is a powerful subfield of cryptography that,
roughly, allows p mutually untrusting parties P0, . . . , Pp−1 to:

1. encode their respective private data x0, . . . , xp−1,

2. collect together the encoded data,

3. run an agreed-upon program f on the collected data, yielding encoded output y = f(x0, . . . , xp−1),
and

4. decode the output y.

The key point is that while the parties P0, . . . , Pp−1 learn the program output y, they do not learn the
program inputs. In other words:

MPC allows mutually untrusting parties to run programs on their joint private inputs while
learning nothing beyond (1) their own input and (2) the program output.

This capability is achieved by means of a cryptographic protocol, and such protocols can be used as a basis
for privacy-preserving computations.

A Toy Example

The above description is abstract, and can be confusing. Let’s examine a (slight generalization of a) classic,
albeit contrived, example, first proposed by Andrew Yao, one of the pioneers of this field [Yao82].

Problem 1 (Yao’s Millionaire’s Problem – informal). Consider p millionaires who all attend an expensive
dinner. Each millionaire Pi has a total wealth of xi US dollars. (For simplicity, assume all xi are distinct.)
The millionaires now must pay the dinner bill, and they would like to arrange that the richest individual
among them will pay. However, these millionaires are jealous, and each of them wishes to hide how much
money they have. Thus, the millionaires wish to identify the millionaire Pi who has the most money, without
any one of them revealing their individual wealth. In other words, the parties wish to compute the following
function securely:

argmax
i

xi.

When approached naively, this problem has no obvious solution. It seems intuitive that in order to
compute the identity of the richest millionaire, we must collect information about the millionaires’ wealth
in such a way that some party will learn extra information.

Amazingly, this problem is, in fact, solvable. Indeed, it can be solved by applying the cryptographic
techniques we will study in this course. Even more amazingly, those same techniques will allow our p parties
not just to learn the simple argmax function of their inputs, but rather to learn any computable function of
their choice of their inputs.
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Why Study MPC?

MPC is a fascinating area of study that establishes strong connections between the theoretical and applied
sides of cryptography, and of computer science.

On the theory side, we will have opportunities to explore new upper- and lower-bounds. We will see
interesting and novel data structures, algorithms, and protocols. And studying this area provides a vehicle
by which to study other related topics in cryptography, theoretical computer science, algorithms, and security.
For example, we will touch on secret sharing, zero knowledge proofs, oblivious RAM, relationships between
models of computation, function secret sharing, and much more.

On the applied side, MPC provides potential to address real-world problems that require privacy-
preserving solutions. Example areas of application include:

• Internet security [WPY19]. Here, Google describes how their Chrome web browser incorporates MPC
to warn users of potentially weak passwords.

• Problems in finance [BTW12]. Here, researchers used MPC to aggregate and study financial data from
a number of tech companies.

• Secure auctions [BCD+09]. Here, in the oldest application of MPC, researchers arranged a privacy-
preserving auction for the Danish sugar beet industry. Here, the auction arranged that farmers could
bid on sugar beet contracts in a privacy-preserving manner, allowing them to hide their individual
productivity.

• Healthcare [DRW+21]. Here, researchers demonstrated the potential to use MPC to collect and study
sensitive patient data from various healthcare providers.

• Law enforcement [TMSgD22]. Here, researchers demonstrated a system that allows different law en-
forcement agencies to aggregate and analyze sensitive data from law enforcement databases.

• Privacy-preserving studies [BKK+15]. Here, researchers used MPC to study connections between tax
and education records in Estonia.

• And many others.

More generally, because of its highly generic nature, MPC can provide privacy in the context of essentially
any scenario where more than one entity wishes to join and analyze their data.

What We Will Not Study

Classically, cryptography considers the problem of secure communication. We consider two parties—usually
called Alice and Bob—who wish to communicate in the presence of an untrusted adversary—usually called
Eve. This setting is not the one we will consider in this course. Indeed, we will, unless otherwise stated,
assume that the problem of secure communication has been solved. Our parties have secure point-to-point
communication channels and can freely communicate.

What We Will Study

In this course, we will instead consider problems of the type where Alice (resp. Bob) is herself (resp. himself)
the adversary. Namely, we wish to protect Bob (resp. Alice) from Alice who wishes to learn as much as
possible about Bob’s (resp. Alice’s) input.

We will start from foundational feasibility results and move towards practical considerations of efficiency,
in a variety of settings. We will focus on asymptotic results for general-purpose MPC, and we will also use
MPC as a mechanism by which to study results in other related areas of cryptography.
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The Cost of MPC

In fact, the cryptographic community has known general-purpose MPC protocols since the 1980s [Yao86,
GMW87]. So why has MPC not seen broader adoption? What’s the catch?

The problem with MPC is primarily one of inefficiency. As we will learn, MPC requires that the parties
execute their desired program by means of a cryptographic protocol, and this can require converting each of
the very lowest level operations of the program (think computing the AND or OR of two bits) to some kind
of cryptographic operation. This can mean that an MPC protocol might run thousands of times slower—or
worse—than if we were to run the same program on cleartext data.

Indeed, the earliest results in the field—which we will study first—were mere feasibility results: It is
technically possible to securely run any program amongst any number of parties where the runtime of each
party is polynomial in (1) the number of parties and (2) the size of program description. Feasibility results
often do not translate to truly practical algorithms and protocols, and this is indeed the case in MPC.
Modern research on MPC and related fields is focused on improving the efficiency and applicability of our
protocols, with an end goal of achieving reasonably-efficient and easily-deployed cryptographic protocols for
arbitrary programs.

Cryptographic cost comes in three main kinds:

• Bandwidth consumption. How many bits of information must the parties exchange to complete
the cryptographic protocol?

• Round complexity. How many rounds of interaction are required before the cryptographic protocol
completes? Note that round complexity is distinct from bandwidth consumption. Parties might ex-
change huge numbers of bits in one round. Round complexity measures the number of times parties
must stop to wait for responses from their peers.

• Computation. What is the runtime of each party?

In this class we will examine ways to optimize these metrics.
In addition to the above quantitative metrics, one might look at other qualitative characteristics of MPC

protocols:

• How many parties are supported? In particular, we will see that some protocols naturally support
only two parties, while others scale to any number of parties. This difference can dramatically affect
protocol performance.

• Which cryptographic primitives are required? Often in cryptography, we are unable to achieve provable
security without first making some assumption about the complexity of computation. It is desirable
to make such assumptions as mild as possible.

• What attacks are possible? In this course, we will think of some of the parties as being controlled
by an adversary, and we will study various “kinds” of adversary. Some questions here include: How
many parties can the adversary control? Does the adversary actively try to disrupt the cryptographic
protocol? Is the adversary computationally bounded? Different answers to these questions can give
protocols with different levels of efficiency.

• Which programs are supported? While general-purpose MPC protocols are known, other protocols
target a specific type of computation. By creating a specialized protocol, one can achieve significantly
better performance. For instance, the community has generated extremely efficient protocols for private
set intersection, see e.g. [MAL23].

A Toy Protocol: Secure Sum

Let’s start the course informally by considering a simple protocol that demonstrates “some kind” of secure
computation is possible. Let us say that there are p parties Pi, each of whom has a number xi ∈ {0, . . . , 99}.
We wish to securely compute and learn the sum

∑
i xi.
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We will consider a very weak kind of attack where no two parties work together, and where each party
will follow the protocol precisely as we describe it. This is of course unrealistic, and we would like to consider
a much stronger adversary, but this simple setting will serve as a useful starting point.

Here is a simple protocol that “works”:

• First, the party P0 chooses a very large random number mask, specifically a number that is far, far
larger than the party inputs/computed output. For instance, let us say that mask is chosen uniformly
at random between 0 and 260.

• Next, P0 computes y0 = mask + x0 and sends y0 to P1. Notice that from P1’s perspective, y0 “looks
random”. Indeed, mask hides P0’s input x0, and so P1 learns essentially nothing about x0.

• Next P1 computes y1 = y0 + x1 and sends y1 to P2.

• Parties proceed in this fashion, with each Pi adding xi to the sum yi−1 then sending it to Pi+1 until...

• The last party Pp−1 computes the sum yp−1. Notice that yp−1 = mask +
∑

i xi. Pp−1 sends yp−1 to
P0.

• Remember that P0 knows mask, so P0 can subtract mask and learn
∑

i xi.

• P0 now sends
∑

i xi to all parties, and they each output the sum.

This completes the protocol. A few remarks:

• The protocol is clearly correct. The parties indeed learn
∑

i xi.

• The protocol provides some kind of security, since the partial sum observed by party Pi is hidden by
the large random number mask.

• We can measure the efficiency of the protocol. It runs in O(p) rounds, uses O(p) bits of communication,
and each party performs a constant number of additions/subtractions.

• The protocol does not hide the fact that the parties computed a sum. It is a common misconception
that the parties should not learn that a sum is being computed. However, recall that our setup here
is that the parties agreed to compute some function f (in this case, the sum), and so this need not be
hidden.

• The protocol is brittle. As one example, suppose two parties Pi−1 and Pi+1 collude. These parties can
learn the input xi of party Pi. Can you see how?

The following exercises are simply for practice:

Exercise 1. Show how two colluding parties Pi−1 and Pi+1 can obtain party Pi’s input xi.

Exercise 2. Suppose the number of parties p is two. What does each party learn? Is the protocol secure
when p = 2?

Exercise 3. A protocol that runs in O(p) rounds is quite slow. Design a protocol for the same problem and
the same setting that uses O(p) bits of communication, but only O(log p) communication rounds. Argue why
each party Pi learns nothing beyond their own input and the output.

Here’s another example secure protocol that we will discuss at some length next time. The following is a
two-party protocol that computes the exclusive or (XOR) of two parties input bits. The following protocol
is secure, assuming the parties follow the procedure:

Protocol 1 (Two-Party XOR). The protocol runs between two parties A and B.

• Input: Party A inputs a bit x ∈ {0, 1}; B inputs a bit y ∈ {0, 1}.

• Output: Both parties output x⊕ y.

4



• Procedure:

– A sends x to B.

– B sends y to A.

– A (resp. B) locally computes x⊕ y and outputs the result.

It is perhaps surprising that this protocol is secure – the parties simply send their inputs in the clear!
However, upon further inspection it becomes intuitive why security holds: given her input x and the output
x⊕ y, A can compute y. Thus, the fact that the parties agreed to compute XOR means that A is implicitly
allowed to learn y (and similarly for B learning x). We will discuss this in some depth next time.

Next Time

We will begin to introduce our formal notions of security, with an initial goal of fully formalizing and
characterizing the above protocol. Then, we will soon move on to more powerful cryptographic techniques
for executing more interesting computations.
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