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Agenda

1. Logging into a website

2. Randomness

3. Hiding Information

Goals:

- Help you start realizing the complexities of
security. This is not a security class and you
shouldn’t try implementing these yourself.



Storing Passwords Idea I
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Hash Function
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Storing Passwords Idea Il
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clicker.cs.illinois.edu

Which of the following is a
vulnerahility of just using
hashing for password storing?
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% If another user has the same password as you and
someone figures out that password, your password is

compromised. Loher  Pass\r3 = oy,
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Storing Passwords Idea II Vulnerability

have  Same  gosswold

#?,‘ﬁu& ﬂfm ou‘\‘ \Uﬁ\ﬁ’(l;}
LLu s
Rawnbow Ye {‘Ook\‘bf)u.'\‘{" &
QfE CompUVe
\naches 8 thoaders  rantom
l. D,“h ~ Low\)im%ors



Which best describes a clicker.cs.illinois.edu
rai table attack?

A. Hashes are pre-computed for popu
passwords, then compared to hashes
stored for users

E’/"Passwords are stored in plain text and
then the database is compromised

ﬁHashes are compared across users to
find matches



Sto:iinjl’asswords Idea III
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WhiCh iSE important for clicker.cs.illinois.edu
a salt?
V

A. It needs to be unique for each user

‘@, It needs to be random

to utside the
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Storing Passwords Idea III
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WhiCh is&important for clicker.cs.illinois.edu
A Peppery d

A—Hweeds tc_bs-uniqu%

%It needs to be random

Qlt needs to be stored outside the
database



Randomness
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Which sequence is least likely slip s e ez
to be generated by a truly
random number generator?

A.1,2, 3,4

A.52,1,8

Il the same Iike@




Which idea could generate good random
numbers?

A) Analyzing an image of 100 live lava lamps.

Ask random people on the street for a
random number.

(LCount how many cache misses there are

on your OS every hour. ,3




What are some strategies Mcan do for
protecting your accounts?
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Hiding Information
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Symmetric Encryption
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Diffie-Hellman Exchange
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What i.S our key? A= %O clicker.cs.illinois.edu
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Asymmetric Encryption
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I am who I am!
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