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Review: Sending Data Packets Across the Internet!

: How?
Once it’s all connected, w.
°you can send packets of bits You just ne'ed an
°to any machine on the Internet! IP address!

2 . Here’s one for
* ] ece.illinois.edu

-~ Y

130.126.151.19
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Every Computer Has a Unique IP Address

An Internet Protocol (IP) address
°is 4 Bytes (32 bits) ... 1.e. IPV4

° Humans write 130.126.151.19,

°but 1in the computer, it’s
©10000010 01111110 10010111 00010011

°(without the spaces).

Every computer in the Internet has an IP address.*

*Sort of. Today, a household usually
shares one public address.
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Hierarchical Network

. TO: 210.152.243.234

210.152.243.234

==

- V==
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How do the Routers know where to forward Data Packets

When a data packet arrives at a router,
°the router must decide

°on which outgoing link/network
interface

°to forward the packet.

Which way
should it go?

TO: 210.152.243.234

The router looks at two things:
1. destination IP address in packet,

2. and its forwarding table
(also called a routing table).
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Routers keep updated Routing Tables

Routers periodically | can get
>advertise IP address ranges packets to
that they can reach anyone in

°to their other links, | C?On Jgae[;tapnaalléets UIUC (IP
°as 1f they are gossiping, solhEsess) addresses).

who knows whom!!

A forwarding table maps
°IP addresses into
°interface numbers I can send packets to Texas
°(1, 2, or 3, for example). (IP addresses) N

Interface Destination
1 Japan

2 Texas
3 UIUC
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Let’s Route

*A packet arrives for Northwestern
University (in Chicago, IL, USA).

*Which interface? , uluC
* A packet arrives for Tokyo Interface Destination Japan

University (in Tokyo, Japan). 1 Japan

*Which interface? 2 Texas

* A packet arrives for UIUC. 3 UIUC

*Which interface? 4 TIllinois

*Usually, the more specific answer
is chosen.

Illinois
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Network Graph for Routing

How to get from S to D?

g — link costs

Link cost may reflect
°length (delay),

°link capacity,

°congestion (queueing delay),
°any combination of those metrics,
°or just the router's preferences.
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Computing Cost of a Path

How to get from S to D?

The cost of a path is 29
°the sum of the costs
°of the links 1n the path.

And the desired path is the 1
path with the smallest cost. 13

To construct a forwarding table,
°a router must decide 25 1 3

°which path to follow
°to reach each other node. [
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Let’s Find Routes Together!

Complete the forwarding
table for the node S. dest | interface |

D 2
M 2

link cost = 1

dest | interace Cest | interace

D 9 D 1
M 1 M 1

link cost =13

(Compute cost by “hops”:
all link costs are 1)
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Here’s a challenge ...

Complete the forwarding table for
destination node D from the

source node S. The computer will

do it for you!!

25

@ interface

S n-} Routing Algorithm Least cost

D » b ; path between
S and D

Network Graph G

(Nodes and Edy
7
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Data and Control Planes

Routers forward packets.

° Packets containing data are said
to pass through the data plane.

Routers exchange information
about routes available to them.
° These coordination messages
travel through the control

plane.

The two planes
° use the same physical network
° but are logically separate.
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Internet Plumbing’s Ready: Routing and Forwarding

Routers have established
a control plane between
themselves.

And have
populated their
forwarding tables.
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Class Participation Question: Answer on Canvas

What are the inputs to the routing
algorithm and what does it output?

14



The airPor-ts ave reowlg L omd Lrglats caw link them
Now what ?

I
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Applications vunning ow the “edge’

W
web P9 zZoom whatsapp

lovowsimg video
tnbe Sevvey Avoploox
o & covver
Z200M ,
\ideo gam9
LN .COW
Avopbox seyvey
bockut Youtwbe \
WMW g{?eV\t what's a
what’s a Server ¢
dient 7
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The Edge and the Core of the Internet

Applications operate on the edge of the

network, where your computer and servers ...
are connected.

Everything else

e A8 gy gi 2 e 29
:ig—:\g - = = S g == o 4
aﬁ.ry;\ . - 7 P — 3

t‘_ Tl ~ ‘ [i_]
°all of the routers, e . 5
°all of the rest of i E
the hierarchy, Y . = ah<ih
°the plumbing of Cm gg =il
— g =" s (6
the Internet, =

...these form the
core of the Internet.
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Application: Web Browser

You are planning a vacation.

S0 you open your browser

and type “lonelyplanet.com” (for
example).

Somewhere across the Internet is a
server—maybe in Dublin—that
has the Lonely Planet homepage.

Your browser sends a request to thef N
Lonely Planet server. '

The server sends a response with the “me
page back to your browser.
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HTTP: An Application Protocol for Browsing the Web

The computers participating in the exchange
* your browser on your laptop and

* the lonely planet server,

°* must use the same protocol.

The protocol used for web browsing is
Hyper-Text Transfer Protocol (HT'TP)
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HTTP Requests and Responses Use Human-Readable Text

So what does your computer actually send?
English sentences?
“Please give me the web page at lonelyplanet.com.”

No!

Like most computer protocols,
°HTTP has rules

> about how to request
° and receive information.

HTTP is more friendly, though—it does use
human-readable sequences of bytes (text).
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Contents of an HTTP Request

A HTTP request
° (like your browser sends) has
°a command (GET),
°a web page name (/index.html)
°a protocol specification (HTTP/1.0),
°and some options.
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Contents of an HTTP Response (Successful)

A HTTP response
°(returned from a web server to your browser) has

°a protocol specification (HTTP/1.0),

°an error code (200 OK),

° some options, HTTP/1.0 200 OK

o . Date: Fri, 9 Sep 2022 16:20:23 GMT
and the web page ltself Server: Apache/2.2.15

(in HyperText Markup (more info)
Languagea HTML) Bits for the web page (in HTML)!
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When Browser Receives HTTP Response, It Renders Page

When your browser
°recelves the web page,
°1t renders it on your monitor.

Usually, the browser

°simultaneously makes
requeStS : V. é\lrr:;(tobuyina

supermarket: from
The best time to tzatziki to oregano

°for images, videos, and
other things |

°embedded in the page.
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really just

Data Packets a sequence
of bits.

The request and response are sent as data packets

Request Control Bits/Packet Header Data Payload
Protocol Version Browser - Name of webpage

Name

1010..01 10 10001010 10001000 10000101 10001011 10000111

Response
Frotocol Version Server . Contents of the webpage
Name ' , . ) : ' , :
1011010 11001000 10100001 11101011 10111111

1000010 10001000 10000101 10001011 10000111

1010..01 10

§1011011 10101000 10000101 11111011 11000111 |

ECE 101: Exploring Digital Information Technologies © 2024 Steven S. Lumetta, Romit Roy Choudhury and Abrita Chakravarty. All rights reserved. 24



Where to send the packet?

Pr 0 Brow
otoco Veraien owse

N. £ b
1 Name . ame of webpage

e 10001010 10001000 10000101 10001011
1010..01 10 10011 10000111

Your browser prepares the
request data packet to be sent.

Where do you send it to? What do
you need to send 1t?

Do you have to know the
addresses of all the servers
everywhere?

No. You use the DNS
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DNS Translates Human-Readable Names to IP Addresses

DNS, or the Domain Name System.

It translates human-readable
names like lonelyplanet.com
into IP addresses.

There are 13 DNS root servers
around the world. | o

Billions of people using 13 servers... m
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Domain Name System (DNS) Server Hierarchy

root name
erver (DNS)

DNS 1s
hierarchical!

Just ask a root!

.com name .edu name

server

[lfnois.edu

: berkeley.edu
name server

name server

Let's say that we want to get to
https://courses.grainger.illinois.edu/ece101
(ECE1O1 homepage) : ’ eecs.berkeley.edu

name server name server
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DNS Lookups Start Logically at the Root

DNS resolve
“https://courses.grainger.illinois.edu/”

root name DNS Try server at
erver (DNS) IP: W.X.Y.Z

this

4~ One

.edu name
server

.com name .0rg name .gov name
server server server

iNlinois.edu berkeley.edu
name server name server

cnn.com google.com
name server name server

ews.illinois.edu
name server

eecs.berkeley.edu
name server

ECE 101: Exploring Digital Information Technologies © 2024 Steven S. Lumetta, Romit Roy Choudhury and Abrita Chakravarty. All rights reserved. 28



DNS Lookups Iterate Until an Answer 1s Found

root name |DNS resolve
erver (DNS) | “https://courses.grainger.illinois.edu/”

.edu name
server

.com name
server

DNS Try server at
IP: A.B.C.D

iNlinois.edu berkeley.edu
name server name server

cnn.com google.com
name server name server

ews.illinois.edu eecs.berkeley.edu
name server name server
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DNS Keeps Chugging Along

root name
erver (DNS)

.edu name
server

.com name
server

DNS resolve
“https://courses.grainger.illinois.edu/”

iNlinois.edu berkeley.edu
name server name server

this
one

granger.illinois.ed eecs.berkeley.edu
name server name server

DNS Try server at

cnn.com IP: E.F.G.H

name server name s
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Until, Finally, an Answer!

root name
erver (DNS)

.edu name
server

.0rg name
server

.com name
server

.gov name
server

iNlinois.edu berkeley.edu
name server name server

chn.com google.com DNS Address
name server name server IP: 128.174.186.84
DNS resolve anger.illinois.edu ~SW'cecs.per eley.edu

“https://courses.grainger.illinois.edu/” e server name server
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DNS Provides the IP Address for lonelyplanet.com

Back to our example...

Your web browser wants
to connect to “lonelyplanet.com”

It queries DNS and obtains
an IP address: 52.84.52.66.
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Send the request off ...

Once the browser has the IP address,
°1t can add 1t to the data packet
°as destination IP ,
°1n packet header control bits, -
°also add source IP (return address)

°and send

Destination Source

IP

00110100
01010100
00110100
01000010

IP

10000010
01111110
11111111
11100100

Version v e Name of webpage

10001010 10001000 10000101 10001011
10000111

Protocol Name Version Name of webpage

10001010 10001000 10000101

1010..01 10 10001011 10000111
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Get back a response ...
130.126.255.228

Once the server receives the
request,

°1t puts the webpage

°1n a data packet

°and sends 1t back to your
browser

52.84.52.66

Destinat Source Protocol

ion IP IP Name Version .. \f Contents of the webpage 4
LODOODLD DOLLDLOE 1011010 1786§QQ0 10100001 11101011 1011311
01111110 01010100 1000010 10001000° TOUOOIUL ToOMel1 10040111
11111111 00110100 OO =Y B ol

11100100 01000010 1011011 10101000 10000101 11111011 11000111 /N

-y plonet
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Terminology You Should Know from These Slides

° Forwarding °HyperText Transfer
°Routing table Protocol (HTTP)
° Routing algorithm °HTTP request and
° Route advertisements response
> Routing °Data packet
(building routing table) ° Control bits/packet header
°edge (of Internet) °Data Payload
°core (of Internet) °Domain Name System

° Applications (DNS)
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Concepts You Should Know from These Slides

°how a router uses its forwarding table

°routers forward packets in data plane and exchange
routing information in control plane

°how to find shortest paths in small graphs
°how a web browser finds and renders a page for you

°why you need a protocol

°uses of packet header: IP addresses, protocol
commands (example: HTTP GET)

°what service DNS provides and how it works

ECE 101: Exploring Digital Information Technologies © 2024 Steven S. Lumetta, Romit Roy Choudhury and Abrita Chakravarty. All rights reserved. 36



