LECTURE 4 October gn , 2023

PART IT Funcdomental ®uartum Algori'bhm

RSA & Shor's Fuctoring ﬁlgoﬂ{:hm
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Goal: Given query access %o £, compute the Pen‘od P

Lost tme  Truncabe the list o Q = N” elements

Then, we saw o quantvm subvootine that gives us "tves” about the penod

Key insighl: behind this was that Quartom Fourier Thansform can extvack
“clues’ about the ?e_n'od

How did this work ?

* if the function mod Q was exactly periodic :p divides Q

RGY\ERGYBRG\/B
- > a— > e — Also an integer

({nteger)
then the quantum subvovtine ovtputs a vandom mottiple of -.= R

Eg. SR WOR ,20R, 3R, ...
35,49, -

This list and Q is known +o the algo'r;'l;l'nm bot not P
But o we take GCD of all these numbers we can fu‘gufe_
ovt R oand hence p with high onbubiliiy

* if 4he function s almost-periodic: p does not divide &
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“Then the lost Piece may not be comP\tte.

Bub the lenpth of each piece & p <N < IR ,so this last piece
is much smaller than the \eng+h of the arvay



Because of this errovs can be handled and the subrouvtthe ‘g\'vqs
us
LLRT wheve L is vardom and R=Q

T P

L1 = Neavest (nteger 40 o veal number =%

If we vun this many times

we get b |48 b,e| 18] b | 8]
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How do we find 7
Let us dinide evuykhl'ng by Q & dssume that the algov{’chm ou{-Pul:s vational numbers

Both known — b, ba __ bg

to Q\gori’d'n{_’ s Q Q

“Thex, bi M+ € here 1015 L = L i close 4o the vational outpit of
PG 100 P the alponthm
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Bot theve oare in{-{nite\y many such vationals ! How do we find the ohe we are loo\dng— fﬂ-?

Note TThe vohonal we are loo\dng— for has a small denowminater p < [}

e

How many such rotionals ave there ? Just one !

Clc\\'m’ Any two frctions with densrminoter £ L. most be ot least L qgm‘t

V& Q
V\I\“/? Lo xz| o Rpa-lepd >
T Py P | PP Q
So, % s +the unigue frackion with denominodtor € Q that is \0-'—6—9\ close. to
the, khown votio b
O}

“This can be foun& us'\ng o. dassical method called " continued ]pmc{-{on_c|



\We  will explain continued  fractions  with an txqmFIe

Eg . 0-2S004 = 25001 1 |
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25001 1+ 4
249917 2499%

This  convevges vexy guickly to the covrect rational and we can find &_

¢

But we still don't know whether the actval ratio came ]Crom %: o1 24 or f\_Ql_ __“
v 2p; ap,

One can solve his by a similar trick we saw before
Tn qu-tl‘tulav, t Aurns out hat :

The least common rnul‘l;\‘)vle of- P.;'s i the w‘gbt valve with hl'g’-: Ffabab)')).'l;y 8

Now, on to the main topic : How do we use Pan‘od\‘nef f\‘ndl'ngf to -fac’cor ih’refftrs !
Fivst, let & sbavt with some motivakdn  about \,Jhy we waht to fac{-o( lqvge in—tegifYS‘

“The motivotion s 4he RSA nyp{nsys’cem

RSA CYYF‘tOSV.S'{f_E‘L Another wn‘ddy -defloyed cryptosystem
' is Drffie- Hellman invehted |n (978

This was invented by Rivest, Shamir & Adleman in 197%
Widely vsed in practice and enables poblic-key encryption , digtbal signatures ...
How does it work

Suppose  you want to send o secreb message (Such as a credit card number) to Amazon

Now yov and Amazon haveh’t ag‘fﬁec‘ to a secret ke_y , So how can you do it so that
no advcvng)l cah decode Your mess age bot Amazon cah



» Amozon genevahes two layge prime hombeys p& g, set N=pg,
Tandom prime number e ¢ {1, .., (p-n Q-]
compotes an integer d such thal de =1 med Cp-1)(g-))
- Amazon fu\o\\‘shcs poblic key =(eN) for everyone to see
ond  keeps  secret key = d hidden
* Now, f you want to send o message x€{1,....,N-1} to Amazon
Your browser sends m= xS mod N (e,N) is Pobh‘c
To decodr, Amaton Compotes ' = Qxe)d mod N
= x4¢ mod N
= « mod N by Fermad’s Lite “Theovem
Now Amazon knows yoor credt card number =
* Why can’t on adversary decode m as well 7
A: They don't have d !
Bur if %hey covld ]eqc‘l:of N = Pq, ’chcy covld (omro’ct & and break c,fYPbosys’ce.ms
This is why -ﬁzc,toﬂ'ng js such an fmfof-tarrt Problem
Fockoring  Given N=p.q  wheve p and g ae primes [ <— if we can sive this as,

we cah also factor sther

find p.g, rombers as well

]

Travial Algor]thm: check all numbers 1,2 . IN 4o see If -Hney divde N

log N .
dme = IN= 272 where lOgr\lf #bts in N

I N=1024 s s 2255 which would 4ake bil)ions of years

. GO e
Sieve -based  Adporithm  takes Hime 2 which is still m})mdncal onless you

hawve hogc amovnt of— yesouvres

Bot i we have 2048 -bit ih—tegcrs , e.vevyirhingf we havwe ic iumc.Ja‘cul even after S0 geaxs

of efforts:



Shor's Factoring Algordhm <= One of the mast \‘mro{’carﬂ: deve(oymcntc in quartum mmfot(‘ng

Tnverded by Peter Shor in (993 {:akl'ng inspimtl'on from Simoh's Pwlgoﬁ’dvm

[KEY IDEIL\ Redvce to period- finding [ ovder- f\'nding~ Over Intepers to get Clues” aboot fackore

Uce classical post- Processing' 1o extract factore

Key point 4o vemember is dhat in Period-ﬁndn‘ng, We are giveh query access
to a fonction bot we can imrlemﬂnf this qYy @ccess very eﬁu’cf&nﬂy for
this Prob\enw of ovder -ﬁndl'ng

Re.c\oc,ing Fqctofihg to Order FindfrJ\g_ Inpot : N

- Pick a vandom nuomber a € {1,2, ... N-1]

— If 6ep(a N)+1 = e have jco\)nd a -fad:o-r (Cl\ﬂ\oogh this \s very un\ll)tejy)

L If Gep(aN) =1 =3 compite the order of x mod N, call #
by Invoking the order- finding- subrovtine

Ovder Fl‘hd\‘ng Find smallest in’cegEr vy st. @ =1 mod N

Basically , the function  £(x) = a” mod N is periodic

1 = @’ med N
-~ =a mod N

=d'rl’nod N
1 = o™ mod N

« If  is odd, we Ycreort the above
. Othevwise) Y is even & X -1 =0 mod N

& (%7241) (x"*-1) =0 mod N
e

T \ .
¥ X1 b X 1 are moliples of N repeat  again

Otherwise , we geb lucky sihce ab = h-N = hpg,

Since a,b are not moltiples of N, com?t)'tl‘ng’ Gedb(a,N) or 6Co(b,N)
vl give o nontrivial  divisor of N



2
Needs O(log N)  Qates
How {for away is Shor's Algovithin ?

Pvac’c\‘cally, {Br ]fac(:orIng/ 2048 bit number , we heed 4096 ideal q,ubH:s
which needs 20 million hol'sy C(,Ubfts with overhead for ervor covrection

Total bme = 8 hours

BM/ Goog\e(etc. have a foadrnq? ko 1 million ctubl\ts by 2030

What will veplace RSA ?

Diffie - Hellman 7 Also, broken by Shet's a(g’oﬁthm
Which can be generaliﬁed ts any abelian groop

NIST (Notional Insttute for Standavds & Tachhology) just concluded a
mo\’ci—yaqv comPeﬁ-h'on to find a Fosig— quantim c,r\/P{:O%/stem 10 rePlace RSA

|

you dont have a quantom cOmPcher
bot your acﬁversqu does

The winners ave ...

1. C‘r\/st'als - KUBER — For ehcvyPJc\'on

2. C\rys’m\s - Diljthiom

3. FALCON } — For dig\'Jml S(gnawres
4. SPHINCS+

Fivst three qre based on |attices , wheve the goal is £o find short /close vectare
h o h'lgh dimensional lattice

Tt is believed that short/close vechr onlale_ms are hard even for quantum cam))oteﬁ‘

The evidence fov s is nol condusive & i will take Hme o bold confidence
ih these hew cryptosystems

In fact, SPHINCS + ,Which was bosed on dHP‘HC courves (s a(YEady broken b)’
clossleql comfotzrs !

[NEXT weEEK | Propas

L when we vesome, Quantum search with Grover's Alg'ori‘ﬂ'lrn ®



