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Color all vertices with only three colors (R, G, B) such that
no edge should connects two vertices of the same color.
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Proofs on Encrypted Data



Chaum-Pedersen

* Public parameters: (p,g,h)
* p: large prime (1024 bit)
° g: generator

* Proof of a given triple being of the following form

(u, v, w) = (g?, g°, g%)

* NP relation R ={(u,v,w):3 (a,b)s.t.u=g v=g° w=g}



Chaum-Pedersen

Prover Verifier

(u, v, w) Vv w

d <€z, (V=g w =g ”

A

e=d+Db.c e

ol

(u, v, w) = (g% g°, 8%)
Check,: ge=V'.(v)°

Check,: u®=w’.(w)°



Chaum-Pedersen

Prover

(u, v, w)

d €2, v =f(d), w =f(ad)

e=d+b.c

(u,v, w; = ( f(a), f(b), f(ab) )

(v, w)

Verifier

Check,: f (e)=V’.(v)c=f (d). (f (b) )
Check,: f (ae) = w’.(w)c = f (ad). ( f (ab) )¢



Chaum-Pedersen: Zero-Knowledge

Simulator Verifier

(u, v, w), guess c

e &7, (V' =go/v, W =u/w)




Chaum-Pedersen: Soundness
Prover
(U, v, w) (v, w’) (v, w’)
d <€z, (V=g w =g ”
e=d+Db.c e e'

e’ =d+b.c
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Prover Verifier

NP relation R = {P, (U, U,, ....u ) : 3 (3, a,, ....a.) s.t.u;= Mg® ,and P(a, a,, ....a.) = true}
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Equality of Ciphertexts

Recall: EI-Gamal Encryption

PK = (g, h), SK=as.t.g2=h, Encp, (m; r) =g", h".m




Equality of Ciphertexts

Recall: EI-Gamal Encryption
PK = (g, h), SK=as.t.g2=h, Encp, (m; r) =g", h".m
PKl = (gl hl)l PKZ = (gl hz)

ct, = Encpy (M, r) = (g™, hy™m)

ct, = Encpy, (M; 1,) = (8", h,%.m)

ct,, ct,and a proof that
both encrypt the same message




Equality of Ciphertexts

Recall: EI-Gamal Encryption
PK = (g, h), SK=as.t.g2=h, Encp, (m; r) =g", h".m
PKl = (gl hl)l PKZ = (gl hz)

cty = Encpy, (m; r1) = (grl’ hlrl-m) = (pll q1)
ct, = Encyy, (m; rz) = (grz’ hzrz-m) = (p2/ qz)

ct,, ct,and a proof that
both encrypt the same message

There exist r1, r2 such that:
p,=8", p,=8" a,/q,=h,"/h,”
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