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Standards

• GCM:     CTR mode encryption  then   CW-MAC
(accelerated via Intel’s PCLMULQDQ instruction)

• CCM:     CBC-MAC   then   CTR mode encryption  (802.11i)

• EAX:       CTR mode encryption  then  CMAC

All support AEAD:  (auth. enc. with associated data).       All are nonce-based. 

encrypted dataassociated data
authenticated

encrypted



Example Chosen Ciphertext Attacks

Adversary has ciphertext c  that it wants to decrypt

• Often, adv. can fool server into decrypting certain ciphertexts (not c)

dest = 25        data data



Chosen Ciphertext (CCA) Security

Adversary’s power:    both CPA and CCA
• Can obtain the encryption of arbitrary messages of his choice
• Can decrypt any ciphertext of his choice, other than challenge

(conservative modeling of real life)

Adversary’s goal:    Break sematic security



Chosen Ciphertext (CCA) Security: Definition



Chosen Ciphertext (CCA) Security: Definition

• Example:    CBC with random IV is not CCA-secure

m0 , m1  :       |m0| = |m1|=1

c  E(k, mb) = (IV, c[0])

c’ = (IV⨁1, c[0])

D(k, c’) = ?



Authenticated Encryption => CCA Security

Thm: Let (E,D) be a cipher that provides Authenticated Encryption.
Then (E,D) is CCA secure!

Proof on next page..



Proof by pictures
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So what?

Authenticated encryption:

• ensures confidentiality against an active adversary   
that can decrypt some ciphertexts

Limitations:    

• does not prevent replay attacks

• does not account for side channels (timing)



Combining MAC and ENC (CCA)
Encryption key  kE.      MAC key = kI

Option 1:   (SSL)

Option 2:   (IPsec)

Option 3:   (SSH)

msg m msg m tag
E(kE , mlltag)S(kI, m)

msg m
E(kE, m)

tag
S(kI, c)

msg m
E(kE , m)

tag
S(kI, m)

always
correct



Authenticated Encryption Theorems

Let (E,D) be CPA secure cipher and (S,V) secure MAC. 
Then:

1. Encrypt-then-MAC:   always provides  A.E.

2. MAC-then-Encrypt:   not necessarily A.E. or CCA secure

However:    when  (E,D)  is  rand-CTR mode or rand-CBC
M-then-E provides authenticated encryption



Encrypt-then-MAC:   always provides  A.E.



Summary

1.  Encrypt-then-MAC would completely avoid this problem:

MAC is checked first and ciphertext discarded if invalid

2.  MAC-then-CBC provides A.E., but padding oracle destroys it



Number Theory



Notation

From here on:   
• N denotes a positive integer. 
• p denote a prime.

Notation: 

Can do addition and multiplication modulo N   



Modular arithmetic

Examples:      let    N = 12

9 + 8  =   5       in    

5 × 7  =  11      in    

5 − 7  =   10     in    

Arithmetic in       works as you expect, e.g x⋅(y+z) = x⋅y + x⋅z in  



Greatest common divisor
Def:   For ints.  x,y:     gcd(x, y)   is the greatest common divisor of  x,y

Example: gcd( 12, 18 )  =   6

Fact:   for all ints.   x,y there exist ints.   a,b such that
a⋅x + b⋅y = gcd(x,y)

a,b can be found efficiently using the extended Euclid alg. 

If  gcd(x,y)=1 we say that x and y are relatively prime



Modular inversion

Over the rationals, inverse of 2 is  ½ .      What about       ?

Def:    The inverse of x in       is an element y in       s.t.

y is denoted    x-1  .

Example:    let N be an odd integer.     The inverse of 2 in        is



Modular inversion

Which elements have an inverse in       ?

Lemma:     x in        has an inverse     if and only if     gcd(x,N) = 1 
Proof:

gcd(x,N)=1    ⇒ ∃ a,b:   a⋅x + b⋅N = 1

gcd(x,N) > 1     ⇒ ∀a:  gcd( a⋅x, N ) > 1    ⇒ a⋅x ≠ 1  in 



More notation

Def: =  (set of invertible elements in        )   =

=   {  x∈ :   gcd(x,N) = 1 }
Examples:   

1. for prime p, 

2. = { 1, 5, 7, 11}

For  x in       , can find  x-1 using extended Euclid algorithm.



Solving modular linear equations

Solve:         a⋅x + b = 0     in    

Solution:      x = −b⋅a-1   in 

Find  a-1 in        using extended Euclid.      Run time:   O(log2 N)

What about modular quadratic equations? 


